
INDUSTRY Q&A:  
CYBERSTAR

“MOST COMPANIES ARE DOING 
FANTASTICALLY IN TERMS OF CASH FLOW 

AND FINANCIAL GAIN, WHICH HAS GAINED 
THE ATTENTION OF CYBERCRIMINALS.”

www.porttechnology.org EDITION 121  |  21

Innovative Container Handling



The number of cyber incidents on 
port and maritime infrastructure 
have skyrocketed in recent 
years with industry giants 
including the Port of Rotterdam 
and Maersk falling victim to 
attacks. In the context of ongoing 
Russia-Ukraine conflicts, and 
the severe strain ports and 
terminals are undergoing, a 
secure cyber-defence strategy is 
vital. Jack Donnelly, Editor, Port 
Technology International, spoke 
to Ronen Meroz (RM), CEO, and 
Maxim Shcherbina (MS), Senior 
Cybersecurity Expert at Cyberstar, 
to find out more.

What are the main drivers of 
cyber-attacks in ports currently?

RM: The first factor is that there is 
an overall trend of cyber-attacks in 
all sectors – this is part of a global 
trend, specifically.

But there are three unique 
drivers in our sector: 
•  One is that our sector is 

currently very successful. And 
the more gain, the more pain. 
Most companies are doing 
fantastically in terms of cash 
flow and financial gain, which 
has gained the attention of 
cybercriminals. 

•  Number two is that the sector 
has been stretched to the limit, 
and cybercriminals are aware of 
this. As the sector has no slack, 
companies will naturally tend to 
pay a ransom fee in order to get 
back to business as quickly as 
possible.

•  A third and final factor is that this 
sector is lagging significantly 
behind other sectors such 
as finance and healthcare, 

For a Secure World
Cyberstar

in regards to cybersecurity 
standards. On one hand, the 
sector is going through an 
information, digitization, and 
automation revolution. Maritime 
companies are pushing for more 
digital processes. But on the 
other hand, they are not adopting 
the necessary cybersecurity 
measures to address the 
potential exposure of digitization 
and the convergence between 
systems.

MS: The COVID-19 pandemic 
has shown us that ports are 
struggling to manage the stress 
they are under. With the sheer 
amount of goods flowing in and 
out of ports, it is a critical target 
for any cybercriminal that can 
be leveraged for any number of 
purposes. Ports and terminals are 
low hanging fruit for adversaries.

Of those threats that you just 
detailed, what is the greatest 
concern for ports?

RM: There is a lot of sensitivity 
around data and data leakage. 
Personally, this is less of a concern 
in our industry, compared to 
healthcare, for example – which is a 
B2C industry.

Ports are B2B, so whilst data 
protection is important, if you ask 
any terminal manager about their 
greatest concern, they will say 
operational downtime.

The fact that a critical system 
could be crippled, and terminal 
processes would grind to a halt - 
that would be the real killer.

Does this change based on 
geographical location?

RM: No, I believe that the top 
concern due to a cyber attack for 
any terminal management globally 
is the business disruption.

MS: To add to that, whilst there 
may not be a geographical 
difference, there is a geopolitical 
aspect to cyber risks. If a nation 
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has political tensions with another 
nation or group, that can change 
the cyber risk profile for ports or 
terminals in that country.

How would you assess 
cybersecurity progress in the 
port industry currently?

RM: From what we see at the 
moment, there are significant 
variations between terminals. Some 
terminal groups are quite advanced 
in their cybersecurity maturity, 
while others are not there at all. 

We are still meeting with terminal 
companies that do not have even 
one single dedicated cybersecurity 
team member. They still perceive 
cyber as an additional IT duty – and 
it goes without saying that they do 
not have a cybersecurity strategy. 
They could find themselves paying a 
very high price for this.

We also see that most terminals 
are investing in protection 
capabilities, but we see fewer 
operators investing in internal and 
external monitoring measures, and 
even fewer investing in what we 
call cyber-resilience or readiness, 
and having a solid plan for 
managing a cyber crisis.

What would a resilient cyber-
secure terminal look like?

RM: A cyber-resilient terminal 
would have mature capabilities 
in the three pillars mentioned: 
protection, monitoring, and 
readiness. The underlying 
assumption is that there is a 
culture of cybersecurity awareness 

throughout the entire terminal 
team, with the CEO and C-Level 
management leading by example 
and prioritizing cybersecurity.

MS: Without senior management, 
there is no strategic plan for cyber-
resilience due to the fact that these 
projects require the support of 
decision-makers. When building a 
cyber-resiliency plan, you need to 
understand how your business works 
and what processes are important – 
understanding who your clients are 
and who are your partners.

After mapping these factors, you 
will better understand what is vital 
to keep your business operational, 
and how to defend the terminal. 
Through understanding your 
business processes, you can add 
monitoring capabilities and take 
the next step to resilience. 

Could you walk us through 
Cyberstar’s solutions and how 
they can assist the industry?

RM: We work with customers to 
review their cyber-defence and 
readiness capabilities, and develop 
their cybersecurity programs to 
address the gaps discovered. 
We conduct vulnerability 
assessments, penetration testing, 
readiness exercises, and so on, 
for our customers to improve their 
protection, detection, monitoring, 
and mitigation capabilities.

On the strategic level, we 
perform training simulations and 
drills for information security 
teams and management teams 
in terminal companies and we 

work with the terminal on the 
implementation of our “after-
action” report, usually focusing on 
building crisis management and 
operational continuity capabilities 
for the terminal.

Oftentimes at the start of a project 
you will hear from clients, “I am 
a team member in the terminal 
operations management, not an IT 
person. If there is a cyberattack, it 
has nothing to do with me.” And we 
say - If there is a severe cyberattack, 
it has everything to do with you: 
you have vessels under operation; 
hundreds of trucks in a terminal; 
railway operations in mid-flow 
- what do you do? How do you 
manage that without systems? What 
do you tell your customer and how? 

We ask customers, “Do you have 
a plan if systems do not come back 
online for several days? Do you 
plan to shut down the terminal? 
If not, how do you plan to release 
cargo, or operate vessels? manage 
the gates? the yard equipment? 
communicate with stakeholders?

 How would the recovery process 
look like and what is the role of 
terminal operations? These are the 
types of dilemmas we go through for 
each C-Level manager in a terminal.”  

From there, we identify what 
customers do not know, and 
create contingencies, continuity 
plans, and playbooks to manage 
such threats. I believe that when 
we compare a terminal that has 
not previously implemented 
any playbooks concerning a 
cyberattack, versus one that has, 
that can be the difference between 
detrimental loss in the cases of a 

“IF YOU ASK ANY TERMINAL 
MANAGER ABOUT THEIR GREATEST 
CONCERN, THEY WILL SAY 
OPERATIONAL DOWNTIME.”
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cyber-crisis and a faster recovery.

In previous interviews we have 
done, our experts have lamented 
how there is a lack of a want – 
or the mechanisms available 
– to share information and 
experiences following cyber-
attacks. Would you concur? 

RM: Information sharing is 
improving – initiatives in the US 
like the Maritime Transportation 
System Information Sharing and 
Analysis Center (MTS-ISAC) show 
improvement – but more work 
needs to be done. 

Still, most companies, not only 
ports but ocean carriers and 
logistics firms, are very hesitant 
to provide information not only 
during the attack, but afterwards 
as well. Companies today still 
prefer to avoid providing technical 
information that might help another 
company protect themselves.

Is it all due to public image?

RM: Not entirely – if you are still 
undergoing the cyber-attack, 
companies believe that providing 
information can harm your 
processes or the negotiations 
you are leading with the 
cybercriminals. This is why most 
of the progress we have seen 
so far has been voluntary. If we 
want to see significant progress, 
it needs to come from regulation 
and enforcement. Without it , it is 
very difficult for me to foresee a 
significant change.

You spoke about bringing the 
message across to C-Level 
management – but is there 
much value in working with 
operational staff, further down 
from middle management level?

MS: When we perform cyber 
simulations, upper and mid-level 
management is involved and it ’s 
important for middle management 
to send the message through 
to the rest of the terminal. 
Participation from the entire staff 
is not necessary unless they 
have specific roles that pertain to 
processes that need to take place 
during a cyber-incident. Broadly, 
however, simulations must 
involve mid-level management: 
the people that manage yard 
operations, marine operations, 
and gate operational security, as 
well as the Legal department, 
Human Resources, Finance, Risk, 
and the Insurance departments. 
All of them are involved in the 
simulation, not just C-Level 
management.

What would success look like 
for Cyberstar by the end of next 
year?

RM: First, ports are only one 
segment, we are currently talking 
about cyber-defence: our biggest 
segment today is the whole logistics 
chain. The most commonly attacked 
in 2021 – and consequently the most 
frequent sufferers – were logistics 
companies. We aim to be the natural 
“go-to” company for cyber advisory 
and crisis management for the entire 
sector.

We would like to see a 
more geographically diverse 
customer portfolio of companies 
– particularly those which so 
far are less prone to focus on 
cybersecurity programmes in sub-
geographies of Asia, Africa, and the 
Mediterranean.

MS: We aim to take key part of 
creating a cyber-resilience culture 
in ports, terminals, logistics firms, 
and overall supply chains.

What is lacking is an overall 

cybersecurity approach – 
something which is critical 
in communication and good 
management: to be more resilient, 
open to cyber-defence, and 
equipped to manage cyberattacks. 
Our goal is to be pushing this ethos 
forward. 
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