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The fifth generation of wireless communications is coming. Known 
as 5G, it is set to reshape our relationship with wireless connectiv-
ity. While 5G continues to make headlines for average consumers,  
ports and terminals are now exploring how 5G can help enhance 
operations. 

With a rapidly growing Internet of Things (IoT), autonomous 
equipment and other exponential technologies, 5G will have a sig-
nificant impact on operational prosperity at ports. 

The use of 5G will allow ports to be more connected than ever 
and can find use cases across several terminals within the ports 
from RoRo to cruise. 

In France, the Port of Le Havre is embarking on a 5G experiment 
and has enlisted various industry members to assist in use case ex-
ploration. The experiment is part of a wider Smart Port City project 
and aims to boost the economic prospects within the port region. 

Another case study explored in this edition of the e-Journal is 
Northern Ireland’s Belfast Harbour which provides insight into the 
potential of 5G for the large geographic area the harbour encom-
passes. 

In both cases 5G is being explored within the boundaries of the 
port and beyond and as Trevor Anderson, Director of Infrastructure 
and Business Transformation, Belfast Harbour, notes in his article, it 
will be a must have for any modern city.

Rajant Corporation also explores the potential of private wireless 
networks and how they fit into the story of port digitalization. 

With a high density of users and devices within ports and the 
wider supply chain 5G promises to provide better quality of cover-
age in these areas at a high frequency band. 

This e-Journal also explores the issue of security in this new digital 
age with considerations from the University of Houston’s Logistics 
and Transportation Policy programme on some of the challenges 
that come with enabling limitless connectivity. 

Finally, as 5G connects ports as they never have been before it is 
also the time to consider the future possibilities of automation with 
Kuenz and DGWorld tackling the topic. 

Beth Maundrill
Editor 
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While historically ports may not have been 
renowned for their early adoption of tech-
nology, today the opposite is true. Even a 
cursory look at any modern port’s strategic 
plan will quickly reveal terms such as Smart 
Port and digital transformation – Belfast 
Harbour is no exception. 

Belfast Harbour’s long-term strategy, ‘A 
Vision to 2035: A Port for Everyone’, is to 
be the region’s gateway for trade and trade-
able services. We also want to develop an 
iconic waterfront for Belfast that will be 
a stand-out international destination. To 
achieve this we’ve identified five themes, 
including the creation of Smart Port, to 
guide our development.

Technology, particularly the opportuni-
ties which 5G provides, is especially im-
portant to Belfast Harbour because of the 
sheer scale of our geographic area, the 
diversity of our customers’ businesses and 
our importance as an economic enabler for 
the wider Northern Ireland economy.

We are responsible for managing 2,000 
acres of land and 1,000 acres of sea ac-
counting for 20% of Belfast’s physical foot-

print. The port is Northern Ireland’s princi-
pal gateway to the outside world, handling 
70% of the region’s seaborne trade (24 mil-
lion tonnes) and 1.6 million ferry and cruise 
passengers annually. For port operations 
alone, 5G represents a tantalising oppor-
tunity to achieve a step change in our ef-
ficiency and the range of services we offer 
customers.

Like many ports we also manage a signifi-
cant real estate business. In our case, that 
includes 760 tenants with 27,000 employ-
ees in a diverse range of sectors from heavy 
engineering to ICT and film production. 
We’re home to large mixed-use regenera-
tion projects and major tourist attractions 
with five million visitors annually. There’s 
also a science park, a further education col-
lege, residential apartments and an airport. 
Making the most of technology, therefore, 
is a core business function. 

INFORMATION INTEGRATOR
Traditionally, improvements in response to 
external challenges have usually focused on 
process improvements within the company 

or perhaps B2B commerce between the 
port and individual customers. New digital 
technologies, however, are creating the op-
portunity for much wider sharing of data 
across the entire port community. 

From a marine perspective, our com-
munity includes multiple service providers 
- cargo owners, hauliers, stevedores, ship-
ping agents, freight forwarders and ship-
ping lines. We interact with each other to 
ensure the smooth flow of cargo, but we 
also dovetail operations alongside Govern-
ment and its agencies in areas such as cus-
toms, immigration and port health. 

The key to improving interconnected 
activity is information exchange and in our 
role as Port Authority and landlord we can 
be the ‘information integrator’ which pro-
vides the necessary infrastructure. 

Last year we started the process of fully 
realising the benefits of 5G and other digi-
tal technologies such as the Internet of 
Things (IoT) with the roll-out of BT’s 5G 
network, one of only six areas in the UK. 
We are now trialling the combination of 
virtual elements with a cloud infrastruc-

TRIALLING THE 
TANTALISING 
POTENTIAL OF 5G
Trevor Anderson, Director of Infrastructure and Business Transformation,  
Belfast Harbour
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ture to form the basis of a fully connected, 
secure and flexible system. With 5G’s low 
latency and high speeds, this enables the 
use of innovations like Virtual Reality (VR) 
and Augmented Reality (AR) to fuel great-
er efficiency. 

5G TRIALS
One trial is exploring the use of VR and AR 
to improve health and safety training by 
introducing immersive safety experiences 
that enhance the existing practical pro-
grammes our team go through. 

The access to wearable tech which inte-
grates AR into visual aids like glasses is an-
other area of interest. Engineers can now 
remotely see what a technician sees and 
they can annotate advice on his glasses. 
This is a real game-changer and we are 
working closely with BT to make it a reality.

5G and AR are also enabling field work-
ers to follow step-by-step instructions from 
two-way high-definition video while they 
perform inspections and repairs. If they 
need to speak directly to an expert, they 
can use voice activation to get real-time as-
sistance. This has huge potential for helping 
us to reduce downtime and move towards 
a new way of working.

All of these plans fit into Belfast Har-
bour’s broader ambition of creating a digital 
twin, which we hope to develop soon. This 
will provide engineers, health and safety, 
maintenance and operations staff access to 
layers of virtual building and infrastructure 
information via mobile devices when they 
are on the move. 

BT is also helping us adapt IoT technology 
to monitor our sewage pumping stations. 
These are checked monthly, but poten-
tially costly problems can develop between 
checks. Using IoT in the form of relatively 
simple monitors our technicians can be 
warned in advance of any issues. 

Other projects involve working closely 
with smart ports such as Rotterdam to 
develop innovations, including greater 
automation and a new unified system to 
coordinate cargo and shipping communi-

cations. This will create a more connected 
port community system, using technology 
to make information more accessible while 
increasing efficiency and productivity.

TRANSFORMATIVE TECH
In truth we are only beginning to scratch 
the surface of the potential applications 
of this new technology – and that’s just for 
port operations.  Our expectations of what 
can be delivered to the wider Belfast Har-
bour Estate and those who live, work and 
visit here, are just as high.

One of our ambitions is to develop an 
iconic waterfront for Belfast which acceler-
ates the ongoing rejuvenation of the area. 
We’re already home to real estate devel-
opments such at Titanic Quarter and City 
Quays, and tourist attractions such as the 
internationally acclaimed Titanic Belfast. 
The port also welcomes 300,000 cruise 
ship visitors annually and is one of the most 
popular destinations in the British Isles. For 
the switched-on generation which visits, 
5G tech will quickly become expected as a 
‘must have’ for any modern city.

The applications are myriad across all 
aspects of our business, be that autono-
mous vehicles, driving the decarbonisation 
agenda, providing remote pilotage assis-
tance or even digitally enhancing personal 
experiences in our public realm spaces. 
Nobody is quite sure yet where the tech-
nology will lead, but it has the potential to 
transform utterly everything that we do.

ABOUT THE AUTHOR 

Trevor Anderson is Belfast Harbour’s 
Director of Infrastructure and Business 
Transformation with responsibility for 
project management, Belfast harbour 
Police and the delivery of BHC’s 2035 
strategy.  Previously he was the Port’s 
Director of Operations for 13 years 
and prior to that he spent 22 years 
with Bombardier in a number of roles 
including Head of Enterprise Systems 
for Bombardier Aerospace Worldwide 
based in Montreal, Canada. 

ABOUT THE ORGANIZATION 

Belfast Harbour is Northern Ireland’s 
leading gateway and economic hub, 
handling 70%-plus of the region’s 
seaborne trade and 1.6 million ferry/
cruise ship passengers annually. 

Its 2,000-acre Harbour Estate ac-
commodates 760 businesses in multi-
ple sectors including marine logistics, 
heavy engineering, commercial/resi-
dential real estate, ICT, tourism, media 
and creative industries.
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5G is much more than just another G. It will 
create a big impact for enterprises.  

The world’s economy is at another piv-
otal moment. A key catalyst for growth will 
be wireless connectivity enabled by 5G net-
works. In comparison to the adoption of 4G, 
the introduction of 5G technology will be driv-
en by the enterprises, not by the consumer 
marker. 5G makes it possible to connect and 
interact with billions of devices of almost any 
kind. That will influence every element of how 
enterprises are operating. Early adopters will 
have the chance to sustain a long-term com-
petitive advantage. IHS Markit is expecting 
that 5G will have an annual global economic 
output of $13.2 trillion by 2035. 

WHAT IS IN FOR BUSINESSES? 
In short, 5G is improving 4G perfor-

mances with a factor of ~10. With its su-
perior features such as enhanced Mobile 
Broadband (eMBB), Ultra-Reliable and 
Low-Latency Communications (URLLC) and 
Massive Machine Type Communications 
(mMTC), 5G is expected to revolutionize 
the industrial landscape. 

These technological revolutions will en-
able use cases like:  

•  Smart 5G helmet for maintenance in-
spections in manufacturing 

•  Immersive event experiences on public 
spaces (with AR/VR content)  

•  Wireless tele-surgery in healthcare  
•  Smart field operator for ports/logistics hubs
•  Autonomous vehicles 

These and many other 5G use cases will 
transform your business into a connected 
organisation anywhere, anytime, and on 
any device. 

Other important benefits of 5G are cyber 
security by design, network slicing to sup-
port your quality of service needs, and the 
option to have a private 5G network, which 
will give you full control.  

In summary, 5G is transforming the way 
organisations, institutions and cities work 
and unlike previous generations of mo-
bile technologies, it is bringing billions of 
“things” online and delivering new levels of 
insights and automation in a cost-effective 

manner. This will enable the connected en-
terprise and provides the detailed (near) 
real-time data in a reliable manner to make 
timelier and exception-based decisions.

(AIR)PORTS – THE HOTBEDS OF PRIVATE 
5G IMPLEMENTATION
The majority of the largest seaports have 
fixed machinery and equipment that can 
connect to networks over cables. Howev-
er, port operators also need to track and 
communicate with hundreds of straddle 
carriers and vessels not to mention thou-
sands of employees in a complex ecosys-
tem. For this a reliable, secure, and private 
network in needed. Further, port manag-
ers need to track multiple data points for 
tens of thousands of goods such as con-
tainers: the exact location, whether it has 
cleared customs, whether it is at the right 
temperature, whether anyone has moved 
or opened it, and so on. Moreover, all this 
must be realised in areas within several 
square kilometres, filled with moving met-
al objects and radiofrequency-emitting 
devices.

IMPACT OF 5G AND KEY 
INSIGHTS FOR 2020
Thomas Uyttendaele, Senior Consultant, Internet of Things, Deloitte Belgium
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Considering such operations, the fu-
ture of connectivity can provide the so-
lution, with 5G at the forefront. 5G is 
expected to work in these harsh environ-
ments, whereas for other communication 
technologies, such as 4G and Wi-Fi, it is 
not so straightforward given range, band-
width and resilience considerations. Fur-
thermore, security, flexibility, and price 
considerations will likely drive these or-
ganisations to want to control their own 
networks. Deloitte predicts that ports, 
airports, and similar logistic hubs will 
generate about a third of the 2020–2025 
private 5G market and they will be among 
the early adopters of this new technol-
ogy.

Let us take a closer look to what some of 
the innovative ports around the globe are 
actively working on:

Port of Hamburg, Germany
The EU 5G Mobile Network Architecture 
research project (MoNArch) installed a 5G 
network on the TV tower of Hamburg and 
set up a 5G network in the Port of Ham-
burg. Goal of the project was it to test 
three different applications:
 
1. �Real-time� monitoring� of� environmen-
tal�data. To monitor and analyse motion 
and environmental data over a large area 
of the port, sensors where installed on 
three ships. These Sensors were con-
nected to the 5G network. 

2. �Traffic� management. To guide trucks 
faster and safer through the port, traf-
fic lights were connected to the 5G 
network to enable remote traffic flow 
control. 

3. �Transmission�of�3D�AR. Proof the ability 
of 5G to transfer large files in seconds. 
The successfully test of 5G enabled 3D 
glasses proofed this. The glasses allow 
operators to receive and view augment-
ed reality 3D models of e.g. constructions 
and get video remote support. 

Port of Antwerp, Belgium
The country’s first 5G stand-alone test 
network has been deployed in the Port of 
Antwerp. 5G stand-alone networks have 
the benefits comparing to not-stand-
alone networks (based on 4G core) to en-
able the full potential of 5G e.g. network 
slicing and ultra-low latency. The Port of 
Antwerp, the companies Borealis and 
Covestro started to co-innovate to de-
velop real-life applications, utilizing the 
full potential of 5G at Orange´s Industry 
4.0 Campus. 

Deloitte Belgium is advising the Campus 
members on shaping and realising the busi-
ness potential of 5G. In the first wave, the 
following Proof of Concept (PoC) will be 
tested in the port area:

1. �Connected�tugboat.�To enhance the ves-
sel towing process of tugboats the boats 
will be equipped with high-level defini-
tion radar cameras. The recordings will 
be broadcasted via 5G to the control 
room. The operator can control the cam-
eras remotely in real time and act imme-
diately on the information.

2. �Smart�field�operator� /�mission� critical�
communication. A smart field operator 
can leverage the 5G Technology to work 
more efficient and secure. This PoC will 
test the following use cases:  
•  Receive visualisation of the digital twin 

of the infrastructure 
•  Receive remote assistants from the 

control room 
•  Real time monitoring via video surveil-

lance. 
•  Guaranteed Mission critical communi-

cation e.g. in case of emergency. 
3. �From� sensor� to� cloud.� The contaminant 

tracker is an application that automatically 
detects quality issues in chemical produc-
tion. The application sends the needed data 
via 5G directly from the sensor to the cloud 
where it is processed further. This reduces 
the complexity of the network set-up. 

Port of Shanghai Yangshan, China
During 2019, China Mobile, Shanghai Zhen-
hua Heavy Industries, and Huawei embarked 
on a 5G pilot trial in the Port of Shanghai.

Improving container transfer efficiency 
is one of the main objectives of ports. In 
Shanghai a rubber-tyre gantry crane was 
identified as the first priority to optimize. 
In this PoC, operators tested the real-time 
remote control of this crane via 5G. Once 
fully implemented this will greatly improve 
efficiency and operators’ safety.

Port of Qingdao, China
Ericsson, Shanghai Zhenhua Heavy Indus-
tries, and China Unicom were executing a 5G 
smart harbour project at the Port of Qingdao 
in late 2018. The use cases included:

•  A remotely operated ship-to-shore 
crane that lifted a container over a 5G 
connection 

•  5G connection to 30 high-definition 
cameras 

•  Remote control of a programmable log-
ic controller (PLC)

Port of Rotterdam, Netherlands
KPN, Shell, Huawei, Ex-Robotics, Accen-
ture and ABB have worked with the Port of 
Rotterdam Authority to test the industrial 
applications of 5G. These tests included 
preventive maintenance of 160,000 kilo-
metres of pipelines with 5G connected Ul-
tra-High Definition (UHD) cameras where 
machine learning analytics was used to 
predict maintenance needs accurately.

WHAT NEXT FOR 5G?
Of course, the transition to 5G will not hap-
pen overnight. Initially, 5G adoption by busi-
nesses will be selective. The early use cases 
will likely involve the replacement of existing 
private local area network (LAN) solutions, 
as 5G will improve on their capabilities and 
increase flexibility and scalability. This means 
that, 5G will work alongside the 4G infra-
structure backbone and the existing enter-
prise networks, filling in the gaps and ensur-
ing that connectivity is always available to 
manage the information flow at scale. 

Across Europe, it could take years for 
the necessary spectrum to become avail-
able. For example, in the Netherlands the 
700MHz spectrum band is set to be auc-
tioned during June 2020; and higher-capac-
ity frequencies – 3.5 GHz – with the revo-
lutionary 5G characteristics (such as uRLLC) 
is to be auctioned during 2022. Once fully 
deployed, 5G will be able to offer greater 
privacy and safety than Wi-Fi, while also 
delivering a more reliable quality of service.

In summary, 5G is set to transform the way 
enterprises work, primarily because compa-
nies can mould this adoptable technology to 
meet their specific needs. Adding connected 
sensors and actuators to everything from 
small tools to large machinery will enable the 
internet of everything. Unlike previous gener-
ations of mobile technologies, 5G is designed 
to bring billions of things online and deliver 
new levels of insight and automation.

ABOUT THE AUTHOR 

Thomas Uyttendaele is Senior Consult-
ant within Deloitte Consulting with 
extensive experience in large-scale 
technology-enabled business process 
transformation and has specialized in 
I4.0, (Industrial) Internet of Things and 
Digital Supply Chains. Thomas is focused 
on connected infrastructure and has 
implemented multiple IoT solutions for 
ports and within the maritime industry. 

ABOUT THE ORGANIZATION 

Deloitte is the largest professional 
service firm in the world and market 
leader with digital and port related 
advisory services. It has more than 
150 years’ experience in hard work 
and commitment to making a real dif-
ference. What makes Deloitte truly 
different is not how big they are with 
activities in over 150 countries world-
wide, and services across the entire 
spectrum but rather its drive to make 
an impact that matters in the world.
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Many of the world’s major ports have been 
in operation for decades. They are now faced 
with the challenge of aging, mobile-limited 
network infrastructure in an environment 
more dynamic and demanding than ever 
before. Emerging technologies, such as 5G, 
bring next-generation connectivity capabili-
ties and offer promises to revolutionize port 
operations. However, this new paradigm of 
hyper-interconnectivity between mission-
critical operational assets carries with it 

many risks. For port operators to usher in 
a connected ‘Port of Things’ to meet de-
mands, they will need a wireless solution de-
signed to cater to its unique requirements. 

Ensuring higher bandwidth and de-
creased latency, technology plays a funda-
mental part in enabling the Industrial Inter-
net of Things (IIoT), a market set to reach 
$1,083 billion by 2025 and offers enhanced 
productivity and safety benefits for critical 
industries.

EMBRACING 5G AND M2M TECHNOLOGY 
IN PORTS

The explosion of IIoT devices, autono-
mous equipment and robotics platforms of-
fer further opportunities for port terminals 
to achieve transformative productivity and 
efficiency gains. However, to take advan-
tage of such applications, they must rapidly 
modernize their largely wired networks.

For many sectors, having wireless con-
nectivity capabilities that offer greater 

EMBRACING THE RIGHT 
TECHNOLOGY FOR 
PORT OPERATIONAL 
PROSPERITY 
Sagar Chandra, VP of Business Development - Latin America, Rajant Corporation
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flexibility and automation is of paramount 
importance. More importantly, M2M 
(machine-to-machine) connectivity is an 
enabler for other technologies, such as ar-
tificial intelligence (AI), augmented reality, 
and robotics. With the capacity to stream-
line processes, identify potential problems 
across the port, and the ability to monitor 
staff and equipment effectively, exponential 
technologies need to fill 5G connectivity 
gaps with solutions that will help operators 
become more productive than ever before.

The challenging environments of ports 
means that 5G cannot overcome poten-
tial signal blockage and signal interference 
from containers, ships, and neighbour-
ing ports. In ports, assets are constantly 
in motion. The level of interdependence 
between devices, valves, pumps, motors 
and people, control systems, and AI – will 
require permanent real-time, not intermit-
tent, vigilance. The increased interdepend-
ency between connected devices powered 
by 5G means compounds exposure to risks 
and therefore requires constant moni-
toring and upkeep. In comparison, M2M 
functionality ensures that as the fleet is 

in continuous motion, there is a higher 
level of connectivity with devices and in-
frastructure in an environment where the 
only constant is change.

CONTINUOUS CONNECTIVITY REQUIRED
Ports are busy environments with con-
tainer ships, vehicles, and staff constantly 
on the move throughout the day. If opera-
tors deploy Wi-Fi, it brings the benefit of 
high-speeds and the capacity to support 
an increasing concentration of mobile de-
vices. However, this land technology is most 
suited to indoor environments where the 
clients are mostly stationary. As multiple 
access points are added to keep sprawling 
outdoor operations covered, this makes 
the network difficult to design for optimum 
performance. With Wi-Fi deployments, 
operators aren’t able to work around inter-
ference, which means coverage drops are 
common.

Furthermore, a Long-Term Evolution 
(LTE) network for an ever-moving environ-
ment with obstructions is not practical as 
LTE relies on fixed infrastructure. Many 
operators may opt for LTE as 4G towers 
can disperse signals over infrastructure ob-
structions for wide area coverage. However, 
an autonomous container truck, for exam-
ple, will not be able to move across the site 
as the RF signal cannot move through com-
mon industrial obstructions. If a blockage 
causes coverage to break, even momen-
tarily, it could cause the truck to grind to a 
halt. Therefore, it requires continuous con-
nectivity to run. 

Installing an additional tower can be a 
time-consuming, complex, and costly feat 
for operators, as the respective technolo-
gies have unique challenges. For LTE, this 
means data rates will begin to degrade the 
further mobile equipment moves from the 
tower. As 5G takes advantage of higher fre-
quencies to deliver data rates faster than 
4G, the frequencies will have a shorter 
range and require a line of sight. This means 
more towers are needed, causing deploy-
ment and maintenance costs to rise rapidly. 

THE SHORTCOMINGS OF CARRIER-BASED 
AND PRIVATE LTE
Carrier-based LTE is the most commonly 
used, with users buying subscriber modules 
from a carrier for industrial clients. If opera-
tors wish to cover a vast area and have small, 
static LTE modems and devices that can col-
lect sensor data, carrier-based LTE can prove 
an option for industrial businesses. As an 
alternative to deploying a full network, this 
is the ideal choice for a customer looking 
to connect minimal devices inexpensively 
whilst fulfilling the broad coverage. 

However, for operators dependent on re-
al-time events in IIoT environments, carrier-
based LTE leaves critical communications to 
someone else. Operators will also face a re-
duction in control and visibility, as the pub-
lic cellular tower will carry other non-criti-
cal data, using up resources that are meant 
for an operator’s IIoT, affecting the overall 
productivity. As many interests tug on the 
single network resource, it means potential 
priority clashes arise as resources may be 

RAJANT CAN HOLD THE ANSWER
The only wireless network to enable 
M2M connections is Rajant Corporation 
Kinetic Mesh®, with BreadCrumb® wire-
less nodes and InstaMesh® networking 
protocol software. It is an ideal solution 
for any port operators looking to extend 
the range of LTE and enable fully mobile 
coverage without the infrastructure. 
Rajant’s multi-transceiver redundancy 
eliminates any single point of failure for 
mission-critical reliability to enhance LTE 
as well as Wi-Fi. 

InstaMesh intelligently orchestrates 
traffic over the industrial connections. 
If faced with a signal blockage, it redi-
rects traffic over the next available path, 
which allows the network to self-opti-
mize and ensures continuous data flow. 
Compared to LTE, which has an active, 
designated point of communication, 
Rajant’s network has multiple active, 
persistent connections. Compared to an 
increase of latency involved with an LTE 

handoff, Rajant offers enhanced flex-
ibility, ease of deployment, lower cost, 
and is not reliant on a centralized and 
fixed architecture, which could go down 
at any time. 

The nodes can be fixed or mobile, 
functioning peer-to-peer. They can be 
deployed easily and rapidly anywhere, 
on any asset, to extend or enhance op-
erational coverage in port-wide IIoT en-
vironments. With the capacity to expand 
and create networks where they did not 
exist before, Kinetic Mesh expansion 
does not cripple connectivity. Rather, 
Kinetic Mesh strengthens as it grows 
with low-latency, high-throughput, and 
secure military-grade encryption op-
tions for a variety of data, voice, video, 
and autonomous applications. Offering 
a full spectrum of sizes, Rajant supports 
all types of drone autonomy and drone 
swarms for applications like mapping 
over vast areas in real-time.
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allocated to one tower over the other if two 
were to go down.

Whereas, with private LTE networks, the 
customer owns and administers this by 
using unlicensed frequencies or renting a 
licensed frequency from a cellular carrier 
or buying from a regulatory agency. Com-
pared to carrier-based LTE, operators can 
hold onto the network and own the main-
tenance to control the coverage. Private 
LTE provides the ability to decide how to 
utilize the bandwidth as it can be split to 
50% uplink and 50% downlink. It can also 
be deployed across different premises and 
takes advantage of strong receiver sensi-
tivity as it can go 40x stronger than Wi-Fi 
receiver sensitivity. Whether it is licensed 
or unlicensed, unfortunately, the infrastruc-
ture can be cost-prohibitive. The availability 
of licensed bands can be difficult to source, 
and if deployed into an unlicensed band, 
where it’s not expecting to deal with resid-
ual noise, the advantages are lost. 

In addition, configuring Private LTE net-
works is not easy without the advanced 
technical networking qualifications, and 
whilst it may show real savings when first 
deployed, costs may rise significantly for 
licensing and features in the future. Opera-
tors want a solution they can deploy, main-

tain, and support for many years, but with 
rapidly evolving technology always chang-
ing, this can prove a formidable challenge. 
Private LTE uses the same network architec-
ture as the first cellular networks deployed, 
which holds fundamental weaknesses.

For high bandwidth applications, such as 
autonomous vehicles using video, it means 
operators may have a very constrained 
throughput. LTE speeds are dedicated to 
downstream access, which means LTE lacks 
the upstream speed needed by industrial 
operations to run multiple mission-critical 
applications such as CCTV and real-time 
machine guidance. Neither carrier-based 
or private LTE may be the sensible choice 
in expansive and ever-moving port environ-
ments.

FILLING THE COVERAGE GAP
As carrier-based or private LTE drains the 
capacity of the single network resource, it 
can mean the budget on network capacity 
rollout can be defeated. Turning to a solu-
tion that allows you to build on what you 
have, offers the best of all worlds and fills 
the gap with pervasive, mission-critical cov-
erage, and added M2M communications to 
work around dense obstructions is the only 
option for Industrial IoT networking.   

ABOUT THE AUTHOR 

Sagar Chandra is Vice President of 
Business Development – Latin America 
for Rajant working to improve com-
munications and real-time data access 
for various port projects in Central 
America and South America. Mr. Chan-
dra possesses more than 16 years of 
experience in providing Fleet Manage-
ment and Mine Management Systems 
to global mining customers. He has 
extensive experience working with 
large mining companies in North and 
South America, including BHP Billiton, 
Rio Tinto, Barrick, Imperial Oil, Cliffs 
Natural Resources, Codelco, Vale and 
others. He joined Rajant after serving 
as Services Director, Americas for Geo-
via. Prior, he was with Modular Mining 
Systems, holding a variety of titles, in-
cluding GM, North America. 

ABOUT THE ORGANIZATION 

Rajant Corporation is the exclusive pro-
vider of private wireless networks pow-
ered by the patented Kinetic Mesh net-
work, BreadCrumb wireless nodes, and 
InstaMesh networking software. With 
Rajant, customers can rapidly deploy a 
highly adaptable and scalable network 
that leverages the power of real-time 
data to deliver on-demand, mission-
critical business intelligence. Rajant is 
headquartered in Malvern, Pennsylva-
nia, with additional facilities and offices 
in Arizona, Kentucky, and Alabama. 

WWW.PORTTECHNOLOGY.ORG8   EDITION 96

5G: CONNECTING PORTS



In times where the demand for operational 
efficiency of today´s container terminals 
is expected to increase even further and 
the traditional automation approaches are 
reaching their limit of contributing to the 
immense pressure of cost reduction, the 
utilization of intelligent autonomous vehi-
cles and AI based operational concepts is 
providing an ultimate tool to achieve unseen 
operational performances, even in Ports that 
had never intended to be automated.

The current automation approaches and 
concepts for Container Terminals are mostly 
based on traditional automation solutions like 
semi or fully automated cranes, automated 
guided vehicles (AGVs) and centralised termi-
nal operation software (TOS) and systems. 

In common, these solutions require 
the complete terminal infrastructure to 
be designed to suit them. There will still 
remain various challenges to utilise these 
systems in a combined and highly con-
nected way together with all the other 
required, mostly manual, processes in 
modern container terminals. 

As an example, just consider the opera-
tional delays you may have experienced with 
even fully automated cranes. When the 
container truck is not perfectly aligned and 
the crane needs remote assistance to finally 
place the container on its chassis, it should 
be done fully automated but not considering 
the human error of the truck driver.

ARTIFICIAL INTELLIGENCE 
We at DGWorld have focused to utilise our 
own AI algorithms and autonomous vehicle 
conversion kits (for any kind of vehicle and 
from any manufacturer), to fill such per-
formance gaps, offering completely new 
solutions and integration approaches for 
container terminal operators.

Imagine your complete fleet of autono-
mous container trucks operating in centi-
metre accuracy, predicting the arrival at 
any point of work for you, mixed traffic 
without any physical barriers, scaling the 
numbers of trucks required for your op-
eration dynamically, choosing always the 
shortest and fastest route, operates 24/7 
continuously without any shift system 
and predicting their own maintenance 
and providing the related diagnostic in-
formation.

The utilisation of our autonomous tech-
nology offers even more! In combination 
with our Fleet Management System and 
Traffic Management Software we are able 
to integrate all our autonomous vehicles and 
fleet seamlessly with your existing TOS Sys-
tem and Crane Control System. We offer a 
highly integrated and flexible approach, by 
not changing the way your teams are oper-
ating your terminal, but introducing all the 
AI-based optimizations in the background.

Not to forget the rising need for connec-
tivity, we have developed a new generation 
of Kinetic Mesh Wireless Solution in close 
cooperation with Rajant Corporation, opti-
mized for mobile applications and the chal-
lenges of such communication systems in 
the environment of container terminals.

BRINING BENEFITS TO OPERATIONS 
Now, you may ask yourself, what will be 
the benefits for you by using these new 
technologies in your daily container ter-
minal operation?

These benefits are as diverse as your re-
quirements and the way our autonomous 
solutions are adapted to your systems and 
processes.

In general, we experienced up to 25% in-
crease of operational efficiency considering 

a reduction of the common fleet size by up 
to 20% at the same time.

Additionally, we can take the savings in 
regards to human resources, reduction of 
fuel consumption and savings in mainte-
nance costs through predictive mainte-
nance into account.

Other important factors include the op-
eration of container terminals in remote ar-
eas with limited access to qualified employ-
ees, modernization of existing terminals 
without changing the overall infrastructure 
and layout and lastly the upcoming intro-
duction of electrical vehicles, which will 
require much more efficient energy man-
agement and utilization optimizations com-
pared to fossil fuel powered vehicles.

Finally, we have all experienced recently, 
how vulnerable traditional operation con-
cepts are if it comes to safety for your teams 
and continuous operations. Autonomous ve-
hicles can be an ultimate tool to help you to 
keep operations up at highest and safest level.

In case this article has sparked your in-
terest in our current technologies, prod-
ucts and Services, our teams welcome 
you to discuss your individual concept and 
requirements with us and we at DGWorld 
are more than happy to start this journey 
together with you.

The future is now…

AUTONOMY AND AI TO 
SHAPE THE FUTURE 
OF HIGHLY EFFICIENT 
CONTAINER TERMINALS 
Matthias Krause, General Manager, DGWorld

ENQUIRIES 

Email:  info@dgworld.com 
Tel:  +971 4 4249400 
Web:  www.dgworld.com
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In 2016, Kuenz stood out amongst strong 
international competition and was awarded 
a contract with APM Terminals, a subsidiary 
of Maersk Group, to deliver 42 automated 
stacking cranes (ASCs) to a new automated 
terminal in the Port of Tanger, Morocco. 

Kuenz delivered all 42 cranes over the 
first two phases of the project from 2017 to 
2019, with the terminal officially opening in 
June 2019. The cranes, which run full-time 
in automatic mode, have already handled 1 
million TEU. 

OPTIMIZING THE ASSEMBLY PROCESS
Kuenz developed a completely new concept 
for on-site assembly. Hinges were installed 
between the main girder and the beams, 
allowing the cranes to be assembled on 
the ground and easily erected afterwards. 
The process proved successful, allowing 
complete assembly of five cranes within a 
three-day timespan

CUSTOMER FAMILIARITY WITH KUENZ 
CRANES
APM Terminals is one of the world's leading 
port operators. “The main reason for the lat-
est success in Tanger was the high satisfac-
tion of the customer with the cranes in Rot-

terdam,” said Guenter Bischof, CEO of Kuenz. 
APM Terminals MedPort Tangier is a 

Greenfield project, similar to the Port of 
Rotterdam. Kuenz is also in charge of ser-
vice and maintenance of the cranes in Rot-
terdam as well as for the cranes in Tanger.

NEW STACKING CONCEPT
In terminals such as this, large ships are 
loaded and unloaded using ship-to-shore 
cranes. In the stacking area, all incoming 
and outgoing containers are temporar-
ily stored before being loaded onto trucks 
or other vessels for further transport. The 
stacking area in Tanger is organized into 21 
storage blocks, with each block being oper-
ated by two fully automated Kuenz ASCs.

The blocks are arranged parallel to the 
quay. The transfer zone is serviced by 
manned straddle carriers.

Siemens has been chosen to be the com-
ponent and automation supplier for the 
cranes. The latest state of the art technol-
ogy for automating the cranes has been 
used, the entire process is fully automated 
and only two remote operation stations for 
the 42 cranes are needed. 

The cranes are prepositioned by the gantry 
and trolley drives, the fine positioning system 

is done by a micro motion system between 
the headblock and spreader. A 3D Laser sys-
tem is used to scan the target and therefore 
the containers can be positioned with a very 
high accuracy. The cranes stack five contain-
ers high and 11 containers wide. The speeds 
range from 210m/min for the gantry, 72m/
min for the trolley and 42m/min for the hoist 
with full load. The entire ASC blocks have 
been simulated before starting the design and 
the simulation was the basis for the speeds. 

A Siemens Block Management System 
(BMS) is the link between the TOS and the 
crane. The BMS optimizes the moves of the 
cranes and is a key element to allow the ter-
minal to operate as efficiently as possible.

NEW TECHNOLOGY
An additional key to Kuenz’s success is to an 
entire new generation of stacking cranes. 
In contrast to a traditional construction, the 
main girders of the new cranes are designed 
with a round, aerodynamic shape which pro-
vides many advantages to the customer. One 
resulting benefit includes a lower wind at-
tack area requiring less drive power, leading 
to a lower energy consumption and reduced 
dynamic forces on the drive wheels, crane 
tracks and civil works. Besides the operational 

42 KUENZ ASCS IN 
FULL OPERATION AT 
TM2 IN MOROCCO 
David Moosbrugger, Managing Director, Kuenz

“THE MAIN REASON FOR THE LATEST 
SUCCESS IN TANGER WAS THE HIGH 
SATISFACTION OF THE CUSTOMER WITH  
THE CRANES IN ROTTERDAM,”
Guenter Bischof, CEO of Kuenz.
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benefits the system also provides cost sav-
ings in the area of service, maintenance and 
exchange of parts. Kuenz expects that the op-
erational costs for the new generation stack-
ing crane, supplied to Tanger, compared to 
the traditional design to be significantly lower. 

The proven hoisting system, where the 
ropes are running directly from the drum to 
the headblock has been reused in Tanger. 
The experience with this system in Rotter-
dam and Hamburg has been very successful 

and the hoist system has been running at 
those locations for several years. 

Also, the gantry traveling concepts has 
been reused. The key for the concept is the 
horizontal connection of the sill beam to 
the gantry travelling gears, forces are tre-
mendously reduced and therefore lifetime 
of wheels and rails are significantly higher 
compare to traditional designs. 

This whole concept makes the new 
Kuenz ASCs the lightest and most efficient 

cranes in the world.
Apart from cranes for the intermodal con-

tainer handling, automated stacking cranes 
have emerged as a bestseller for Kuenz 
in recent years. More than 120 stacking 
cranes from Kuenz are currently in opera-
tion in Hamburg, GER and Rotterdam, AMS, 
with more than 20 in the process of being 
commissioned. The 42 ASC’s in Tanger are 
the first cranes Kuenz has installed on the 
African continent. 

Founded in 1932, Kuenz is an Austrian 
based crane manufacturer. The company 
offers innovative and efficient solutions 
for container handling in intermodal op-
eration and automated stacking cranes for 
port and rail yard operations. 

Today, Kuenz is the market leader in in-
termodal rail-mounted gantry cranes in 
Europe and North America. While the  

group’s headquarters is located in Hard, 
Austria, additional fabrication facilities are 
located in Gross St. Florian, Austria and Ke-
chnec, Slovak Republic. 

Kuenz America, Inc. in Raleigh, NC is the 
group’s sales and service organization in 
North America.  Kuenz expanded again in 
2018, adding another sales office in Agrate 
Brianza, Italy.

ABOUT THE AUTHOR 

David Moosbrugger is Managing Director 
of Kuenz. David is in charge of sales and 
engineering at Kuenz. Before becoming 
Managing Director of Kuenz, Moosbrug-
ger worked in engineering, project man-
agement and sales. He lived in the US for 
several years working for Kuenz America.
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Smart Ports and Smart Cities go hand in 
hand, and one way that the two are being 
brought together is through  5G and wire-
less connectivity. In France, the Port of Le 
Harve, part of the HAROPA port group, 
has embarked on the Le Havre Smart Port 
City project to coordinate maritime and 
city operations.  Over the next 10 years 
the Port and wider community will ex-
plore wireless connectivity through the 
5G Lab initiative.  

Speaking to Port Technology Interna-
tional, Cyril Chédot, Head of Innovation and 
Planning, Port of Le Havre, said, “The ambi-
tion is not to do a smart port on one side 
and a smart city on the other side, because 
we realise we should be working together 
on this kind of approach. We said we should 
do something together to have a global ap-
proach called a Smart Port City.”  

“The project is a 10-year transformation 
roadmap where we want to innovate more 
and to be more attractive to investments. 

For the territory it will be more open to in-
novation and transformation.” 

Chédot noted that one of the projects 
aims will be to attract investments into the 
port and surrounding industrial region as 
the global economy continues to evolve. 

“We know we have to transform for the 
economy and citizens.” 

PROJECT PARTNERS 
In January 2019, the French Government 
and Arcep, France’s electronic communica-
tions, postal and print media distribution 
regulatory authority, launched an appear 
for 5G testing platforms to test and identify 
new uses around this technology in France. 
Le Havre’s project was one of only 11 such 
initiatives to be selected. 

Chédot explained the Le Havre Smart 
Port City project represents a €240 mil-
lion ($260 million) investment across the 
ten years and will eventually involve up to 
80 partners. 

The 5G Lab aspect currently involves 
five partners from across industry and the 
port authority. 

The five partners include Siemens, EDF, 
Nokia, the Urban Community of Le Havre 
and the Port of Le Havre. For the first two 
years of the project €2 million ($2.2 million) 
in funding will be made available with co-
investment from Nokia, EDF and Siemens. 

“We have organised a collective group 
that will work together to find in which di-
rection we can use 5G for the industry, the 
people of the city and our logistics opera-
tions,” he said.

The Port signed a memorandum of un-
derstanding (MoU) with Nokia in October 
2019 and the company’s focus will be on 
the connectivity and telecommunications 
aspect of the project. 

Siemens, Chédot said, will be able to 
evaluate the impact of the project and 
work on the technical and financial spec-
ifications. 

LE HAVRE: A SMART 
PORT 5G PROJECT
Beth Maundrill, Editor, PTI, spoke to Cyril Chédot, Head of Innovation and Planning, 
Port of Le Havre
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Finally, EDF is working to optimise electric-
ity energy production and will aim to produce  
the precise amount needed for the network. 
This is because too much energy can be a 
problem and there is a constant need to bal-
ance production, Chédot explained.

Chédot also noted that beginning in mid-
2019 the experiment has been advertised 
to local companies. He said this has been 
very successful as many local companies 
are now exploring the potential of 5G as 
part of the project. 

USE CASES 
Practically, two types of uses for 5G have been 
identified, the urban type and the port type. 

“As a port authority we act as a commu-
nity manager and what we want to do as a 
community manager is to explore the way 
we can offer new services to our customers 
and to the companies that are located on 
the port territory,” Chédot.

One of the strategy questions surrounds 
a private 5G network, can the port use such 
a network for its partners on-site. 

Chédot said the Port is working with 
two large gas and oil storage companies, 
which could not be named at this time, to 
explore how to secure their information 
systems with a new connectivity system 
using 5G or LTE system. 

Other identified cases include the main-
tenance of port tools and mobile structures 
with the idea  to develop smart services. 
Chédot notes that predictive maintenance 
can be particularly useful in the container 
terminal for the gantry cranes. 

Regarding containers the port is also ex-
ploring new camera technology that will be 
able to read information that is presented 
on individual containers and this will high-
light any dangerous goods that are being 
contained within. 

In addition, the Port of Le Havre has its 
own roll-on roll-off terminal for car trans-
portation and the new generation of cars 
incoming there is likely to be an increase 
in deliveries overtime. It is already working 
with the car terminal to implement a 5G 
private network which could help manage 
the increased amount of data that the ste-
vedore companies will have to manage. 

At the cruise terminal, growth is also ex-
pected and while at present there are ap-
proximately 500,000 passengers annually, this 
is expected to grow to around one million in 
the coming years. A private 5G network in this 
area could be used to enhance security via 
new video systems for passengers embarking 
and disembarking at the Port. 

Ship-to-shore connectivity and solutions 
for downloading information from dredg-
ing operations are also uses for 5G that are 
being explored under the 5G Lab project, 
Chédot mentioned. 

5G enables real-time data analysis and 
therefore offers the ability to anticipate, 
support and improve the performance of 
existing services.

For example, in the long run, we can im-
agine that smart services and equipment 
(roads, traffic lights, road signs) intercon-
nect with each other to contribute to 
smoother traffic.

EXPERIMENTATION 
Looking ahead the 5G Lab will look to ex-
plore the network capacity of the 5G net-
work to ensure that it can manage the vari-
ous use cases that are being explored. New 
antennas are set to be installed which and 
there is a roadmap of three years’ worth of 
trials, Chédot said. 

The trials will be directed to many of the 
companies involved in the prior mentioned 
companies including energy, stevedore and 
car terminals. 

These antennas will be able to be used 
for multiple purposes in order to test vari-
ous use cases. 

The experimentation is to be based on 
the targeted region of Le Havre and it is 
intended that all innovations will be rolled 
out on the Seine axis from January 2021 
which includes the other two HAROPA Ports 
of Rouen and Paris. 

The long-term results of this experimen-
tation could see a plug and play network 
that can be used by multiple customers in 
the region.
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What does digital transformation have to 
do with port and terminal security and 
operational efficiency? Everything, really. 
A port’s decision for automation is the re-
lentless drive for effective, efficient, fast, 
and continuously monitored supply chain 
processes. Full automation enables port 
and terminal managers to meet and ex-
ceed client requests and market demands, 
while allowing flexibility and dependability. 
This is achieved through the implementa-
tion of Artificial Intelligence (AI), big data, 

blockchain technologies, and the Internet 
of Things (IoT). 

Automation has transformed the way car-
goes move across global supply chains, but 
also the real time capabilities of monitoring 
and controlling these movements. Port and 
terminal management becomes more reli-
able and sustainable through automated 
berthing operations, automated schedul-
ing of ships, services, and cargo handling, 
as well as the monitoring and controlling of 
fixed and mobile equipment. 

WHAT ARE THE DRIVERS OF 
DIGITALIZATION? 
Digitalization is driven by demand and 
competition but also compliance to in-
dustry standards. This is because ports, 
historically, serve as the convergent nodal 
points between cargo buyers and sellers, 
supply and demand, or production and 
consumption. As global supply chains 
become increasingly smarter and digital-
ized, seaports must also adopt in order to 
retain their market share. Seaports failing 

PORT & TERMINAL SECURITY 
IN THE DIGITAL AGE 
RISKS, CHALLENGES, AND SOLUTIONS
Prof. Maria Burns, Director of the Logistics & Transportation Policy Program, University of Houston
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to adopt in this fast-paced automation 
shift, will lose their influence over global 
supply chain networks, while competi-
tion will take over.  The benefits of digital 
transformation include enhanced securi-
ty, adaptability, as well as operational and 
cost efficiencies.

Information sharing may involve certain 
risks and challenges, but at the same time it 
provides tremendous opportunities related 
to real time data sharing and monitoring ca-
pabilities. These include the following risks, 
challenges and solutions:

THE DERIVED DEMAND FOR PORTS 
Although ports and terminals are major 
nodal points in global trade and transport, 
there is a derived demand for their servic-
es. In economic terms, this means that the 
demand for the cargoes is primary, and this 
supply-demand equilibrium determines the 
demand for ports and terminals’ services. 

Digitalization provides instant response 
to supply-demand driven fluctuations. 
When ports operate efficiently and smooth-

ly, nobody notices, as this is the expected 
norm. And yet, the smallest disruption gets 
instant attention, although many disrup-
tions are caused by market supply-demand 
fluctuations.  

IMPROVING TURNAROUND TIMES: 
RECTIFYING DOMINO EFFECTS OF GLOBAL 
SUPPLY CHAINS 
Another paradox entails our persistency 
in measuring port efficiency all wrong, 
with little consideration of the domino 
effect of the previous ports of call delays 
upon the next port’s scheduling mishaps. 
During the past decades, improving ships’ 
turnaround times was a primary goal for 
port growth. However, an often-over-
looked variable to determine turnaround 
times is the ship’s punctuality, i.e. the 
ability to arrive at port when scheduled, 
according to the ship’s estimated time of 
arrival (ETA).  When ships arrive too early 
or too late, the essence of optimization 
is beyond the port’s control. Admittedly 
there is a domino effect, port managers 
cannot control the vessels’ ETA, neither 
can they control supply-demand fluc-
tuations. This is why many ports invest 
in automation, as a mean of controlling 
the unforeseen. Investing in automation 
enables ports to boost performance and 
operational efficiency, while attaining 
sustainable port traffic, and manageable 
cargo handling operations, despite any 
supply chain disruptions or third-party 
delays. Most importantly, automation 
helps ports reap new opportunities in 
the realm of intermodal connectivity. This 
helps them increase market share and 
prevail over competition as vital nodal 
points within their supply chains. 

A PORT-SPECIFIC, SUPPLY-CHAIN SPECIFIC 
STRATEGIC PLAN IS NEEDED
Going fully digital is not a one-size-fits-all 
choice. Full-automation requires port-
specific, supply-chain specific design and 
implementation. This is an era where in-
creasingly more ports and terminals make 
the strategic decision towards automation.  
However, while the decision for automa-
tion is pretty straightforward, the most 
impactful and risky parts of this decision 
include the stages of strategic investment, 
selection of technologies and automation 
platforms, as well as the implementation 
process across the entire supply chain. 

Every port and terminal is unique, driv-
en by the laws of supply and demand. The 
design of a digitalized, fully automated 
platform must take into consideration the 
particularities of the port: its location, the 
market segments and industries it serves, 
terminal design and capabilities, as well 
as the intermodal connectivity goals.  Fur-
thermore, stakeholders must decide on 

the best practices and the best automa-
tion investment, as to which technology, 
which security strategy, and which con-
tingency plans must be developed for the 
specific port and terminal. In this respect, 
automation decisions should embrace the 
port or terminal particularity, in order to 
achieve optimum results.

INVESTMENT RISKS
Traditionally, the risks of investment include 
overinvestment, underinvestment, and 
mis-investment. In short, investment deci-
sions must be made at the right time, the 
right amount, and the right technology. In-
effective or vulnerable automation systems 
may in fact slow vessel turnaround time, 
cargo handling operations, or create sched-
uling complications for ships, cargoes, and 
multimodal connectivity.  Since automation 
is used to enhance security, inappropriate 
investments in automation may increase 
risks in the areas of cargo theft, the smug-
gling of humans, narcotics, and weapons, 
ports and ships’ security, and so on.

AUTOMATION AND THE MAGNIFYING 
GLASS PHENOMENON 
A paradoxical area has to do with port 
security and the capabilities of automa-
tion: port management and the terminal 
processes must be well-structured before 
full automation is implemented. You see, 
automation accelerates and magnifies 
any process it touches. Port and terminal 
strengths and opportunities will certainly 
be magnified. At the same time, the very 
need of creating fast, integrated, and vis-
ible supply chains with real time data shar-
ing and monitoring capabilities, may gener-
ate vulnerabilities. It is important for port 
managers to establish a sound and realistic 
understanding of their operational capa-
bilities, the port’s market positioning and 
overall strengths and weaknesses. Auto-
mation should be based on an already ef-
ficient working system. If the foundations 
of the system are not operating properly, if 
the performance is problematic, then digi-
talization will only magnify the problem, 
resulting in more errors, performance chal-
lenges, and supply chain vulnerabilities.

ENCOMPASSING A MULTI-STAKEHOLDER 
GOVERNANCE MODEL
The new port governance structures are be-
coming more complex in terms of the diver-
sity and number of stakeholders. This mul-
ti-stakeholder model must be considered 
when designing a port-specific automation 
platform, we must examine its feasibility and 
long-term viability within a multi-stakehold-
er governance model. We must establish a 
digital culture which is accepted by the nu-
merous global stakeholders, while taking 
into consideration their diversity in terms of 
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strategic goals, geographical activities, and 
diverse industries they represent. 

The good news, is, that these advanced 
systems are ideal for the modern complex 
supply chains with multiple stakeholders 
representing different industries. In fact, 
automated platforms are often a result of 
a multi stakeholder partnership of a public 
private level. Complex networks are forming 
them of their supply chains, and it is exactly 
this complexity which raises the bar and ne-
cessitates collaboration among different in-
dustry segments. This integrated platform al-
lows global networks to share and exchange 
information, while measuring and improving 
efficiency in a holistic way.

DATA-DRIVEN SECURITY
A port and terminal’s security strategy incor-
porates the use of various legal and regula-
tory standards, best practices, risk manage-
ment tools, and automation technologies. 
Digitalization enables a data-driven level of 
efficiency, and visibility which helps ports 
significantly improve their security strategy, 
by mitigating risks and security threats. And 
while many risks are not completely eradi-
cated, they can be investigated or traced 
better in an automated environment. 

DOING MORE WITH LESS: DIGITALIZATION AS 
AN EFFICIENCY BOOSTER AND COST-CUTTER
Digitalization helps port authorities cope 
with increasing trade volume and special-
ized cargo handling requirements. Modern 
port and terminal operations are becoming 
more complex, due to the high volume of 
cargoes, increased speed, and increased 
volume of information. This rapid growth 
brings many opportunities but also many 
challenges. Over the past few years’ ports 
and terminals of different geographical 
locations, sizes and types, invest in inno-
vative digitalized solutions. This enables 
them to “do more with less”, that is, boost 
efficiency and productivity, and securely 
handle higher cargo volumes in less time.

MEASURING PERFORMANCE 
Digitalization capabilities allow decision 
makers to better measure, compare and 
contrast performance, operational solu-
tions, and business options. Successful 
automation decisions can be evaluated 
through return on investment, but also 
through performance measurement. The 
process of gathering, evaluating, and act-
ing upon real time Big Data compiled from 
various sources enables maritime leaders 
to optimize capabilities, explore various 
options and solve problems in an efficient 
and effective manner. Automation enables 
the diligent recording of every single pro-
cess. In the case of a performance claim, 
or an incident investigation and root cause 
analysis (IIRCA), the claimants or the au-
thorities respectively, can identify the cir-
cumstances leading to the incident. 

OPTIMIZING REGULATORY COMPLIANCE 
By acting upon reliable, timely, and mul-
tileveled data, there are tremendous ad-
vantages in operational efficiency, risk 
management, and regulatory compliance.  
Ports can undertake a more proactive 
stance in the areas of safety, security, envi-
ronment, social responsibilities, and qual-
ity management.  

CHANGE MANAGEMENT AND THE HUMAN 
FACTOR: MAKING A SMOOTH TRANSITION 
TOWARDS AUTOMATION
Technological innovations have enabled mod-
ern ports to be transformed into the “smart 
ports and terminals” of the future. Innovative 
technologies and digital systems enable the 
transition process to be fast and smooth.  

But how about the human factor? Admit-
tedly, human nature is notorious for resist-
ing change. This is where a change manage-
ment mechanism should come to place, in 
order to coach, train, support and help or-
ganize the new “business as usual”. 

The only way of making a smooth transi-
tion towards automation, is to consider the 

human factor, and the need of keeping our 
people well-informed and mentally ready 
to face their new career chapter.  Failure 
to address the human factor means com-
promising the terminals’ short-term goals 
of operational efficiency, and regulatory 
compliance. Port managers must develop 
a knowledge based platform, and a change 
management mechanism, where time and 
resources are invested in training and pre-
paring employees.

CONCLUSION 
Full automation enables port and termi-
nal managers to meet and exceed client 
requests and market demands, while al-
lowing flexibility and dependability. The 
sky is the limit, with the newly acquired 
capabilities including real time digitali-
zation technology, intelligent container 
piling and stacking at the terminal, intel-
ligent warehouse management, multi-
stage operational optimization, remote 
control monitoring. In short, digitalization 
and automation not only optimize termi-
nal operations and warehousing capabili-
ties, but also unfolds new opportunities 
in terms of intermodal transportation and 
hinterland connectivity. 
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The rapid growth of 5G means a new para-
digm for telecommunications and a quan-
tum leap forward compared with previous 
inter-generation evolutions, typically fo-
cused on the bandwidth increase side. 5G 
brings three different classes of quality of 
service (QoS), each one of them focused 
on the key requirements of the three main 
clusters of use cases. 

Those are eMBB (enhanced Mobile 
Broadband), focused on bringing ultra-high 
bandwidth to the end user, URLLC (Ultra 
Reliable Low Latency Communications) fo-
cused on ultra-reliable networks with ex-
tremely low latency and mMTC (massive 
Machine Type Communications), focused 
on providing connectivity with a high den-
sity of devices, where high bandwidth and 
low latency are not key requirements. The 
technological evolution of these three QoS 
classes is depicted in Figure 1.

BENEFITING THE SUPPLY CHAIN 
Thanks to this flexibility on the use cases 

that can be supported, 5G will benefit all 
industries. This is particularly true of logis-
tics and the supply chain. Typically, higher 
frequency bands provide better quality 
coverage in areas with very high density of 
users and devices, and the lower frequency 
bands provide wider coverage in rural ar-
eas. This will finally allow the supply chain 
to have actual real time end-to-end cargo 
tracking and fleet management services as 
well as monitoring workforce in the field. 

This will have a huge impact on 
sustainability, as we will be able to track 
and monitor any good point-to-point in 
exact detail, including the condition of the 
goods and the behaviour of the driver. It 
will also reveal data on the route, such as 
how optimal it was, and the emissions used 
during transit.  

ENABLING THE  
GREEN DIGITAL TWIN 
Jose Antonio González Florido, Telefonica España, and Alejandro Cadenas 
González, Universidad Pontificia de Comillas, ICADE

“HAVING THE 
INFORMATION IS 
VERY IMPORTANT, 
BUT IF YOU DO NOT 
HAVE IT IN REAL 
TIME IT CAN BE 
USELESS.” 

EDITION 96    21 

5G: CONNECTING PORTS



If there is a stakeholder that will benefit 
very significantly from the appearance of 
5G, it is ports. The coming of 5G will speed 
up the transition to become smart and sus-
tainable. 

FLEXIBILITY OF THE 5G NETWORK YIELDS 
DIVERSITY OF SUPPORTED USE CASES

Based on the flexibility that 5G offers, lo-
gistics industries can benefit from the adap-
tative nature of the network, adapting to a 
tracking use case when the cargo is on the 
move and moving into a scenario with high 
density of devices and elements when the 
cargo reaches the port or the warehouse.

A cargo delivery, either via terrestrial 
transport or boat can arrive at the port 
while being tracked with specific devices and 
mMTC connectivity within the 5G infrastruc-
ture. The specific outdoor and indoor track-
ing can be complemented with other intel-
ligent deployments such as the ones based 
on smart buoys. Energy efficiency solutions 
with an elevated number of sensors to con-
trol power, gas and water consumption are 
also gaining more relevance in order to guar-
antee the sustainability of the port.

When that is necessary, an eMBB con-
nectivity is used. Ports are already taking 
advantage of this capability in use cases like 
perimetral security cameras and all services 
based on image processing. Port processes 

can be optimised thanks to this distributed 
intelligence. Such connectivity may not be 
used on a constant basis, but only when 
some problem is detected at the endpoint 
autonomously. In this situation, Edge com-
puting is critical to optimising the resources 
deployed both at the connectivity and the 
processing power level.

In addition, by combining eMBB and 
mMTC capabilities, it is possible to deploy 
complex solutions like the detection of con-
taminating particles and gases based on hy-
per-spectral cameras with specific machine 
learning developments. 

Finally, the URLLC makes it possible to re-
motely control different port operations, in-
cluding cranes, automated guided vehicles 
(AGVs) and other moving assets. In some 
scenarios we can find initial deployments of 
V2X (vehicular communications) and take 
steps towards a fully automated port where 
trucks, cranes, people, toll gates, etc, will be 
in constant communication.

EVERY BUSINESS IS A DATA BUSINESS
Huge amounts of data can be generated 
from this level of connectivity and each 
connected device is a valuable source of 
information. This includes usage data, 
traffic profile, operational information, 
etc, which offers amazing opportunities if 
used correctly.  

The value of the data can also be defined 
and arranged into levels depending on the 
complexity of implementation. 

The first level is the descriptive analyt-
ics, which a clear, graphical picture of the 
relevant information for a given situation 
or business. To do so it describes past 
events and in the case of ports, as well as 
other industries, is very useful to monitor 
efficiencies and find historical trends.

The second level is diagnostic analytics, 
which investigates the reason for things hap-
pening. It requires a deeper knowledge, and 
accordingly it is more complex to implement.

Thirdly, there is the predictive analysis, 
and it is where many areas of industry are 
focused. This is very complex to implement 
and requires a significant amount of data 
in order to really obtain predictions about 
what will happen.

Fourth level is the prescriptive analytics 
one, which looks to find clear pathways to-
ward achieving set objectives. This is where 
digital twin technology can be used to pro-
vide data-based insights. 

In order to really become a smart port, 
these four levels of value must be imple-
mented, based on real time, high quality 
data. In order to make this happen in a real 
environment, a communication HUB is re-
quired. This would meet all the quality and 
connectivity requirements, as well provide 

Figure 1. Technological path from 4G/
LTE towards 5G. Source: 3rd Generation 
Partnership Project
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the flexibility to assign different QoS at a 
network level and fully secure at an end-to-
end (E2E) level.

THE MAGIC COMES FROM THE E2E 
APPROACH
Ports are massive multimodal nodes 
where different entities, companies, ele-
ments, and purposes coexist in proximity. 
Efficiencies and new sustainable models 
will come from a clear data-centric ap-
proach based on real-time acquisition of 
information from the different elements of 
a smart port. 

In order to combine and utilise the as-
sets’ data, it is necessary to build a platform 
where it can be aggregated in a secure, reli-
able, and trustworthy manner. 

That platform would have visibility of all the 
processes within the port, enabled by secure, 
selected, open APIs that allow the coherent 
interaction with adjacent environments and 
systems of specific logistics operators, such as 
a nearby city, which ports usually have. 

The combination of data and an end-to-
end is the key to realising the smart port 
concept.

It is here where FIWARE steps in, as ex-
plained in the article: "Smart Ports: A deep 
transformational moment" published edi-
tion 83 of the Port Technology International 
Journal, March 2019. 

The more information available, the 
more effective the decision, and the more 
effective the decision the fewer resources 
needed to implement it. Taking it into con-
sideration, the objective of FIWARE would 
be to become the orchestrator of the 

Maritime Sector 4.0. Having the informa-
tion is very important, but if you do not 
have it in real time it can be useless. This 
means a waste of time and resources, or 
even worse in case of processes where the 
latency is the main point of limitation. As 
commented before, the ultra-reliable low 
latency communications (URLLC) guaran-
tees, and that is why we can consider that 
“5G has started the way to the Green Digi-
tal Twin”.

The initial deployments are already tak-
ing place in many ports. In the coming years 
the foundational technologies will be read-
ily available, and progressively the focus 
will shift towards increasing the efficiency 
and sustainability of operations by increas-
ing the level of value extracted from data. 
5G-enabled smart ports digital twins will be 
implemented, meaning a clear advantage for 
those that take the lead and walk this trans-
formational path towards. 
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Figure 2. Maritime Sector 4.0. adoption
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