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Blockchain is one of the most exciting technological 
innovations to hit the maritime industry for many years. 
Its potential for supply chain visibility and collaboration 
has meant some of the biggest carriers, operators and 
stakeholders now look to it as a way of increasing efficiency, 
cutting waste and more. One of the most notable innovations 
has been TradeLens, the blockchain-based solution launched 
by Maersk, the biggest container shipping line in the world, 
and technological giants IBM, in August 2018, a milestone that 
Port Technology has covered in detail. 

The technology was at that time in its infancy, but it was a 
key talking point at the inaugural Smart Ports and Supply Chain 
Technologies Conference (SPSCT) in Rotterdam the following 
October. Rotterdam will once again be the venue for Port 
Technology International’s Smart Digital Ports of the Future (SDP) 
Conference – as the SPSCT even is now known – from November 
4-6, 2019, where blockchain and other smart technologies’ role in 
ports, at sea and in global supply chain will be explored. 

The Port of Rotterdam will be a key part of the SDP event 
and has also contributed to this edition, following on from Jan 
Gardeitchik’s brilliant paper from Edition 86. This time it is the 
turn of Oscar van Veen, Head of Digital Business Solutions, 
who, along with Aljosja Beije, Logistics and Technology Lead, 
BlockLab, have written in detail about blockchain’s role in 
creating ‘globally connected ports’.

Also featured in this edition is Nadia Hewett and Sumedha 
Deshmukh from the World Economic Forum, who have 
looked into the challenges behind finding a ‘Fit for Purpose’ 
blockchain structure, and celebrated academic Wolfgang 
Lehmacher, who has written a fascinating insight into the 
smart technology’s use in China’s New Silk Road. 

There is also John Monarch, CEO and Co-Founder, 
ShipChain, who has written about the difference between 
‘Public’ and ‘Private’ blockchain systems. We also have the 
World Supply Chain Federation making its Port Technology 
debut with a paper from its co-founder Brian Laung Aeoah, 
who has written about blockchain’s potential for encouraging 
supply chain innovation and collaboration.

Blockchain’s proponents believe it could be the answer to 
some of the major challenges facing the maritime industry, 
such as data sharing and forging deeper collaborations 
throughout the supply chain. Whether or not it proves to be 
so remains to be seen, the papers included herein show it will 
remain a key talking point for the foreseeable future.

I hope you enjoy this edition.

Max Schwerdtfeger
Editor
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SUMMARY
Geo-political changes, sustainability 
concerns and technologies such as Artificial 
Intelligence (AI) and blockchain are having 
a profound impact on the way global supply 
chains operate. Ports can play an important 
role in dealing with these challenges by 
providing a globally interconnected, safe 
and neutral digital infrastructure. How 
this needs to be done is often a much 
more difficult question to answer than 
the “why?” and “what?” questions. In this 
article, Port of Rotterdam offers an insight 
into their Connected Ports Strategy and 
how this is practically implemented.

PLAYING CATCH-UP WITH CONTAINERS
In 1955, trucking company owner Malcolm 
McLean and engineer Keith Tantlinger 
developed the modern intermodal 

container. Brilliant in its simplicity, it made 
the world a smaller place as it could be 
quickly loaded and off-loaded onto ships, 
reducing transit times while securely 
holding the cargo. However, data and 
financial flows within global trade have 
remained largely analogue and rely on 
paper documents, such as the Bill-of-
Lading and Letter-of-Credit that have not 
fundamentally changed since the Middle 
Ages. To catch-up with the container, the 
financial and information flows need to 
come out of these ‘Dark Ages’.        

THE ELEPHANT IN THE ROOM
Ports play a pivotal role as a safe and neutral 
point-of-entry or exit for cargo. This also makes 
them a potential bottleneck if these flows are 
not properly managed. One way to avoid this 
is to add capacity; this is exactly what the Port 

of Rotterdam (PoR) did when building the 
2nd Maasvlakte. However, adding capacity is 
a long-term effort requiring billions of euros 
in investments. As international trade is 
expected to become more volatile as a result 
of geo-political uncertainty and the impact 
of technologies such as AI and blockchain, 
there’s a need to deal with capacity 
challenges almost overnight. The solution to 
this problem, as any supply chain scholar and 
practitioner will tell you, is as simple as the 
idea of the container; data sharing. However, 
it has proven to be a significant challenge for 
the industry.  

The PoR has taken a step-by-step 
approach as it looks to digitize its 
operations. As a port, you start with yourself 
and your port community and then include 
the hinterland in the digitisation process. 
Then it is a matter of  building a network 

GLOBALLY  
CONNECTED PORTS
PORT OF ROTTERDAM’S STEPWISE APPROACH 
AND BLOCKCHAIN’S ROLE
Aljosja Beije, Logistics and Technology Lead at BlockLab Rotterdam, The Netherlands
Oscar van Veen, Digital Business Solutions, Port of Rotterdam, The Netherlands
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of interconnected ports. Also here, PoR 
started simple, for instance, by exchanging 
ETDs, or master data about the depths of 
berths. In mid-2018, PoR has started work, 
together with Samsung SDS and ABN-
AMRO, on a blockchain solution to support 
their connected ports strategy. 

DELIVER: CONNECTING TRADE LANES
'ÐΞLIVΞR' is an open, independent 
platform that connects blockchains and 
other technological networks in order to 

make global logistics  more transparent 
and efficient through validated data. It 
has been developed in collaboration with 
the Dutch ABN AMRO bank, Samsung SDS, 
Samsung's logistics and IT arm, and the 
PoR. This doesn’t make it a big corporate 
affair; on the contrary, also small and 
medium sized companies in the chain 
stand to benefit. For example, having 
access to reliable and up-to-date ETA data, 
allows for better decision making about the 
follow-on modality (train, barge, or truck) 

after the container arrives at the port; with 
shipments only being selected for road if 
this is absolutely needed. The upside? 
Lower costs and reduced Co2 emissions. 
Another advantage is that parties have a 
common understanding of a transaction, 
hence no more lengthy reconciliation 
processes that force members to work 
sequentially.   

'ÐΞLIVΞR' acts as a notary. The role of 
the notary is to ensure the secure transfer 
of the asset from its ‘home chain’ and 
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the registration of that asset on the other 
chain. An asset can be any document used 
within international trade. In the case of 
the pilot, it involved the transfer of the 
Bill-of-Lading from the South-Korean 
Blockchain Platform for Global Trade, based 
on the Hyperledger protocol, onto an 
Ethereum-based blockchain platform. This 
notary scheme also registers the asset and 
allows authorized parties to authenticate 
the asset they have fetched, by comparing 
the hash of the fetched asset with the one 
on the notary. Another role of the notary 
is to ensure that there’s an uncontestable 
audit trail of the various versions of the 
digital asset. This audit trial can be used 
to resolve conflicts between supply chain 
members. The end result? Validated data 
that will allow supply chain members to 
truly automate their processes, make 
better management decisions and improve 
coordination between members in the 
supply chain. 

The pilot project initially concerns 
multimodal transport of a container 
between Asia and the hinterland of 
Rotterdam. Other trade lanes are already 
being looked into. In addition, the PoR, 
Samsung SDS and ABN AMRO,are actively 
talking to other parties to join the 
platform; as consumers of the services the 
platform provides, or service producers 
themselves. Also, they frequently engage 
with international standard organizations 
and government bodies on topics such as 
standardization and compliance.

TOWARDS GLOBALLY CONNECTED PORTS
'ÐΞLIVΞR' provides the super connector 
that can seamlessly integrate the physical, 
financial and information flows between 
ports and their respective hinterlands. 
For example, it is already integrated with 
the Pronto tool for Port Call Optimisation 

developed by the PoR’s Digital Business 
Solutions (DBS) and Transfollow’s eCMR 
solution. Another DBS tool, Boxinsider, which 
connects with various inland terminals is 
on the roadmap for integration. Having 
already successfully integrated IoT enabled 
condition monitoring of a container in the 
first 'ÐΞLIVΞR' pilot, integration of other IoT 
sensors within the port and hinterland will 
be a logical next step. The PoR uses them 
to optimise cooperation within the port 
community and with hinterland parties and 
also aims to use them for data exchange 
with ports and logistics players in the rest 
of the world. These tools contribute to the 
creation of a single point of truth. Vital in 

the advance towards globally connected 
ports is the creation of standards for data 
and asset exchange in logistics chains. The 
PoR has taken an active role in this, not only 
in digital transformation of supply chains 
but also in energy transition. 

Globally connected ports cannot be 
accomplished in a vacuum; the PoR believes 
that the key to success lies in cooperation 
and invites ports and other supply chain 
members to embark on this journey 
together, and bring unprecedented levels 
of efficiency to global trade.   

ABOUT THE AUTHOR

Aljosja Beije is co-founder of Blocklab, 
Port of Rotterdam’s dedicated blockchain 
team. With over 20 years of supply chain 
and technology experience, Aljosja 
“breaths, eats and sleeps” blockchain 
and supply chain management. He’s 
co-author of the book “Blockchain and 
the Supply Chain”, together with Nick 
Vyas and Bhaskar Krishnamachari, both 
professors at the University of Southern 
California.

In 2018 Oscar Van Veen joined the Port 
of Rotterdam Authority (PoR) Digital 
Business Solutions team as a 'port rookie', 
after selling his digital agency Mangrove.
com with offices in Rotterdam, Porto and 
NY. He’s now putting his entrepreneurial 
skills, management drive and passion for 
digital innovation to use in support of 
the bigger PoR goal: be world’s smartest, 
most sustainable port.   

ABOUT THE ORGANIZATION

Port of Rotterdam is Europe’s biggest port 
with a throughput of approximately 470 
million tonnes of freight per year. A landlord 
port, managing 12,500 ha of port area, PoR 
was ranked by the World Economic Forum 
in 2018 as Europe’s best port infrastructure. 
PoR direct and indirect added value is 
estimated to be $51.2 billion (€45.6 
billion), or 6.2% of the Dutch GDP. Blocklab 
develops blockchain solutions for logistics 
and energy in co-creation with its partners, 
ranging from multinational corporates and 
government agencies to SME’s. 

ENQUIRIES

Aljosja Beije
Mail: aljosja@blocklab.nl
Phone: +31 6 21 586 483
Oscar van Veen
Email: DC.Veen@portofrotterdam.com
Phone: +31 6 55 786 362      
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SUMMARY
Blockchain, the most prominent distributed 
ledger technology (DLT), holds the promise 
to improve the efficiency, accuracy and 
inclusiveness of supply chains. The Belt 
and Road Initiative (BRI) is grounded in the 
belief that nations can achieve significant 
economic and trade benefits by improving 
connectivity and reducing supply chain 
barriers. As the global economy slows, the 
Silk Road Economic Belt and the 21st Century 
Maritime Silk Road (a.k.a. One Belt One Road 
or the Belt and Road Initiative) o ers a major 
development opportunity. However, this 
growth needs to be inclusive and sustainable 
to make the initiative successful. It requires 
a large-scale buy-in over a long period of 
time  until 204 . The BRI needs trust and 
should be accessible to small and medium-
sized enterprises (SMEs) too. Blockchain 
has the potential to reduce counterparty 
risk and minimize fraud for SMEs while 

doing business along the BRI corridors. 
The technology can also curb corruption. 
Blockchain can provide improved visibility 
and transparency into assets along the new 
Silk Road, reducing information asymmetry. 
Finally, BRI countries attract significant 
foreign direct investment, which can be 
increased by adding technology advances, 
such as 3-D printing.

BLOCKCHAIN IN THE SUPPLY CHAIN
A typical supply chain may involve hundreds 
or thousands of business transactions every 
day. These transactions generally take 
place in a bilateral manner  for instance, 
between a supplier and a manufacturer or 
between a retailer and a logistics service 
provider  and are stored in each of the 
supply chain actor’s own ledgers. There 
may be several organizations involved in 
a supply chain. Each party holds its own 
version of ‘truth’ about the products en 

route. Multiple truths’ can lead to error, 
fraud, delays and inefficiency. 

Blockchain, as distributed ledger 
technology, can reduce those complex 
bilateral communications and informational 
linkages and leakages by providing a single, 
shared, tamper-evident ledger that records 
the transactions as they occur. Transactions 
in a blockchain are typically confirmed by all 
participants via a consensus mechanism. Only 
when validated and recorded in a blockchain 
does a transaction become permanent. 
No single participant, even a system 
administrator, is able to delete or change a 
transaction unilaterally. Therefore, blockchain 
enables supply chain participants to share 
control over the access to  and evolution 
of  data. While several preconditions need 
to be met, and depending on the type of 
blockchain, all related members of a business 
network can simultaneously have an identical 
copy of the data at any moment in time.

BLOCKCHAIN IN THE BELT 
AND ROAD
CONNECTIVITY 2.0 BETWEEN EAST AND WEST
Wolfgang Lehmacher, Thought Leader & Advisor, Hong Kong
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LARGEST DEVELOPMENT PROJECT OF ALL 
TIME
The Belt and Road (BRI) was announced 
by Chinese President i inping in 2013 
and is planned to reach completion in 
204 . Belt’ refers to the overland routes 
for road and rail transportation, called the 
Silk Road Economic Belt’, linking China to 
Central and South Asia and onwards to 
Europe. ‘Road’ refers to the sea routes, 
or the 21st Century Maritime Silk Road’, 
linking China to the nations of South East 
Asia, the Gulf Countries, North Africa, and 
on to Europe. A rough cost for the largest 
economic development project of all time 
is estimated to be in the range of USD 1 to 
8 trillion.

According to the World Bank, the 
contribution of BRI countries to global 
exports has nearly doubled in the last two 
decades: but more can be achieved. On the 
World Bank Blogs, we can read ”Trade of 
many BRI economies such as Afghanistan, 
Nepal, Tajikistan, and Laos is below 
potential due to inadequate infrastructure, 
weak policy and other gaps. If successful, 
the BRI could contribute to fill these gaps, 
boosting international commerce”. The 
BRI can result in a much more inclusive 
approach to trade, boosting cross-border 
commerce in all nations along the sea and 
land corridors.

THE INFORMATION SILK ROAD
There is the digital Silk Road too. It includes 
internet deep-sea cables - connecting the 
BRI globally - and satellites that are helping 

to navigate machinery from aircra , to 
trains, to ships. With the Information Silk 
Road’ China is turning the BRI into a system 
of connectivity, with a land, sea and space 
dimension. The digital dimension, i.e. 
internet cables and satellites, of the BRI 
provides the foundations for overlaying 
the physical connectivity with digital 
architecture as the basis for new so ware-
based services. Parts of the so ware 
supporting the BRI will include blockchain, 
which enhances traditional so ware 
products and enables new services.

BUILDING CUSTOMER TRUST
The Belt and Road is in construction. 
Products sold by BRI countries need to gain 
trust, and blockchain can help to increase 
trust in a product’s digital footprint. The 
use of timestamping, i.e. the process of 
establishing a chronological order among 
sets of events in the blockchain, can prove 
the existence of certain data at a point in 
time and the completeness of information. 
Blockchain can also accommodate a 
wide range of data, including ownership, 
location, product specification and cost. 
Ultimately, it is a way to prove the existence 
of tracking data and the fact that it hasn’t 
been altered  which raises the level of 
trust with customers. While blockchain 
technology can guarantee that the 
provenance and traceability data has not 
been modified, it does not guarantee that 
the data recorded is accurate. Therefore, 
additional checks and balances may still be 
necessary to ensure data integrity.

EFFICIENT SUPPLY CHAINS ALONG THE 
CORRIDORS
Paper-based, manual processes, some of 
which were created centuries ago, lead to 
complexity and delays, introduce errors and 
risks, and stand in the way of reliable, real-
time information gathering and tracking. 
The United Nations Economic and Social 
Commission for Asia and the Pacific adopted 
the Framework Agreement on Facilitation 
of Cross-Border Paperless Trade in Asia 
and the Pacific in 2016 to advance regional 
coherence. The agreement is designed to 
encourage the adoption of digital tools that 
will facilitate trade, and some estimates 
suggest full implementation could boost 
Asia Pacific exports by as much as USD 257 
billion annually.

Trade and supply chain flows involve 
many types of loosely connected 
participants, which makes reconciling and 
verifying information painful. Distributed 
ledgers, by contrast, operate as secure, 
shared databases, where each participant 
has a copy of the stored data. When for 
example a transfer of funds or information 
about a shipment is recorded, it is 
validated, made transparent and available 
to all participants collectively, and updated 
across the network almost instantly. Only 
certified parties can initiate transactions by 
using encrypted digital signatures, which 
underpin ‘smart contracts’, a digital protocol 
that verifies and enforces a contract reliably 
without human intervention.

Blockchains are suited to large networks 
of disparate parties, o ering a solution 
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that makes global supply chains much 
more manageable. W hile some digital 
platforms already provide higher levels of 
visibility for all supply-chain participants, 
blockchains make such visibility more 
secure and immutable for all actors by 
allowing them to share and agree upon 
important information. This removes 
data redundancy and crosschecking. W ith 
blockchain, the BRI can o er a new quality 
of cross-border supply chains.

CURBING CORRUPTION 
Corruption within trade is one of the 
most persistent and difficult challenges 
to overcome  and at its core lies lack 
of transparency. According to the World 
Economic Forum, many stakeholders have 
cited blockchain technology as a tool that 
can reduce corruption due to its ability 
to increase transparency. A blockchain 
system can help to expose and eliminate 
corruption witnessed in certain public-
private interactions, provided those in 
power are ready to take action. Although 
this can make it more difficult for unethical 
behaviour to occur, it is still important 
to recognize that both existing and new 
checks-and-balances may still be necessary.

INCLUSIVE ACCESS TO FINANCE
The Asian Development Bank estimated a 
global trade finance gap of USD 1.5 trillion 
in 2016, with most of the underserved 
businesses located in East Asia and the 
Pacific. That gap stems largely from hugely 
underserved small and medium-sized 
enterprises (SMEs). While trade is ge ng 
more efficient for large multinationals and 
companies in developed nations, small 
companies in poorer countries are paying 
a high price.

Blockchain, when used in trade finance, 
helps to remove inefficiencies from 
existing processes. Over time, it creates 
records that allow entities such as banks 
to enhance KYC (know your customer) 
processes and improve assessments of, 
in particular, SMEs in emerging markets. 
Bain and Company argue that blockchain 
can enable processes that may be used for 
faster credit risk assessment, minimized 
human errors in documentation checks, 
instant verification and reconciliation of 
records, as well as automatic execution 
of workflow steps via smart contract, and 
the instant and secure exchange of data. 
In this way, blockchain can help to reduce 
the global trade finance gap, especially for 
SMEs.

FOREIGN DIRECT INVESTMENT
Foreign direct investment (FDI) in 
technology will broaden the economic 
base of Kazakhstan, Uzbekistan and 
other countries along the BRI. They could 
leverage such technology advances as 3-D 
printing to develop their manufacturing 
industry; in fact, blockchain facilitates the 
creation of secure digital memories for 
each product and each part of the 3-D 
printed products. Smart manufacturing 
technologies would enable SMEs to make 
more of their money selling intellectual 
property (IP) than shipping final products 
to customers.

The revived railway along the “Belt”, 
combined with wise technology 
investments, also creates exciting 
prospects. Imagine: half-empty container 
cars traveling across a central Asia desert 
could advertise their available space in 
real-time  and at a discount  connecting 
with potential shippers en route looking 

for a low-cost way to send their wares. 
Centuries a er it was established, the 
New Silk Road could define the future of 
trade  but only with the right technology 
in place, including container cars equipped 
with Internet of Things (IoT) devices, as 
well as smart contracts enabled through 
blockchain.

ABOUT THE AUTHOR

Wolfgang Lehmacher is thought leader, 
business angle, advisor and practitioner 
in supply chain and logistics. He supports 
corporate clients, investors and startups. 
He is Industry Advisor Logistics of Anchor 
Group and Contributor of Hyperloop 
Transportation Technologies (HTT). During 
his career, he was Director, Head of 
Supply Chain and Transport Industries at 
the World Economic Forum, Partner and 
Managing Director (China and India) at the 
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and CEO of GeoPost Intercontinental, 
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they continuously grow, change, and move.
That is why a port’s network should be able to do the same.

Today’s shifting technology landscape has monumentally impacted how we 
communicate, how we do business, and how we trade. Specifically, the Internet 
of Things (IoT) – which began mainly in consumer-oriented applications – is now 
being applied to create, enhance, and extend networked connectivity across 
industrial settings such as ports to connect to, communicate with, and control  
all the high-value moving assets operating within them.

This level of port connectivity has the potential to not only maximize operational 
efficiency and productivity, but to also truly transform port business models by giving 
operators the ability to predict equipment health and performance, create autonomy, 
and deliver new services.

Unfortunately, many ports are still limited by outdated, disparate networks that restrict 
expansion and make the scale and mobility needed to create a truly connected ‘Port 
of Things’ feel out of reach. This is only compounded by the fact that ports are vital 
hubs of international trade, and therefore key targets of both physical and 
cyber attacks. As greater amounts of mission-critical information traverse 
the network, redundancy (to mitigate communications downtime) 
and data security (to protect against advanced hacker 
threats) becomes even more essential.

THIS LEADS TO A 
DIFFICULT CONUNDRUM

...to take advantage of the data-
driven opportunities IoT 

provides?

How do ports evolve their 
existing networks...

RAPIDLY SECURELY RELIABLY

1

CONNECTED PORT 
OF THINGS

ENABLING THE

How a Living Network™ Addresses the 
Top 5 Challenges of Port Networking Today

www.rajant.com/maritime


As ports and other supply chain players 
move from theory to practice in their 
distributed ledger and blockchain 
deployments, one of the first decisions 
that arises is how the blockchain should 
be structured. This o en  boils down to 
“ Should we use a public blockchain or 
private blockchain –  and how should the 
permissions be structured” ?  As with most 
technologies, there are several ways to 
design a solution to best suit the needs 
of the organization. However, given the 
early stages of the technology and the 
strong philosophical debates still present 
within this space, these decisions can be 
daunting and difficult to navigate. How can 
ports and their port community systems 
think through this process?

Industry decision-makers need to be 
able to sort through marketing hype to 
pick the best solution. For instance, some 
blockchain technology providers in the 

industry have made claims such as “ W e’re 
the first ever truly neutral system” or 
“We’re the only public solution” or “Our 
private blockchain is best positioned to 
protect your data” . Port professionals 
understandably need help evaluating 
such claims, some of which are inevitably 
misleading or inaccurate.

A BRIEF PRIMER – AND THE IMPORTANCE 
OF PRECISION IN BLOCKCHAIN 
TERMINOLOGY
Note: This is not an exhaustive primer. For 
a more detailed overview of blockchain 
in supply chains, see the W orld Economic 
Forum’s paper, “Inclusive Deployment 
of Blockchain for Supply Chains –  Part 1:  
Introduction published in April of this year.”: 

As blockchain is a nascent technology, 
the exact categorization and definitions of 
di erent blockchain structures and types 
are subj ect to some debate, and the terms 

are in flux. Typically, the technology is 
divided into two broad categories:  private 
and public. The distinction is based on 
access –  in other words, who can read and 
submit transactions to a blockchain and 
participate within the consensus process. 

According to Hileman and Rauchs (2017), 
blockchain can be further segmented by 
distinguishing between di erent types of 
permission model granted to participants 
of a blockchain network. 
•  Read: Who can access the ledger and 

see transactions 
•  Write: Who can generate transactions 

and send them to the network 
•  Commit:  W ho can update the state of 

ledger
Though this may suggest that there are 

clear categories for decision-making, it is 
important to reiterate that definitions of 
‘public,’ ‘private,’ and even ‘blockchain’ can 
mean di erent things to di erent people. 

CHOOSING A  
FIT-FOR-PURPOSE 
BLOCKCHAIN STRUCTURE
Nadia Hewett, Project Lead, World Economic Forum, USA;
Sumedha Deshmukh, Project Specialist, World Economic Forum, USA 
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Determining the facts, understanding the 
variants, and e ectively communicating 
the capabilities of the technology can be 
challenging when terms are misleading or 
used out of context. As such, it is important 
to align on the terminology used for 
blockchain structures in any discussion of 
the topic. 

THE PUBLIC VERSUS PRIVATE DEBATE IN 
THE SUPPLY CHAIN LANDSCAPE
Research done by the World Economic 
Forum (Inclusive Deployment of Blockchain 
for Supply Chains:  Part 3  –  Public or Private 
Blockchains  Which One Is Right for You? 
published in uly 201 ) as part of the 
Redesigning Trust: Blockchain for Supply 
Chains project  a multi-stakeholder e ort 
of 100+ organizations creating guidance for 
the responsible deployment of blockchain 
for supply chains –  found:
•  Both public and private versions of 

blockchain technology have been 
useful in achieving di erent objectives 
and proj ect req uirements in supply 
chain experiments to-date.

•  Industry veterans believe supply chain 
actors are generally cautious in adopting 
new technologies, such as blockchain.  
Since collaboration and data sharing 
have traditionally not been the norm, 
those encouraging blockchain adoption 
are likely to face challenges. Many 
see private technologies as a near-
term solution with the potential to 
increase the use of public chains –  as 
appropriate –  in the longer-term.

•  As the industry explores private 
blockchain solutions, it is important to 

distinguish the benefits of blockchain 
technology from that of traditional 
databases. In use-cases where the 
uniq ue advantages of blockchain aren’t 
particularly helpful, providers may opt 
to stay with, for example, an SQ L or 
NoS L database or similarly traditional 
solution.

KEY CONSIDERATIONS FOR BLOCKCHAIN 
STRUCTURE IN PORT USE CASES
As port ecosystems weigh the public versus 
private question, they must consider 
several factors that may vary greatly from 
port to port. Decision makers must look 
at the context of their selected use case 
and distinct requirements. The Port of 
V alencia, one of Spain’s busiest ports, is 
exploring blockchain and distributed ledger 
technology for addressing pain points 
and improving logistics. Ram n G mez-
Ferrer, Head of Strategy and Innovation at 
the V alencia Port Authority explains the 
factors they considered to determine the 
optimal blockchain structure in a recent 
proof of concept:

“The Port of Valencia solution, 
called GESPORT 4.0, aims to digitize 
documentation, increase process 
efficiency and ease communication. The 
port experimented with private and public 
chains and recently developed a private 
permissioned solution for container 
management that is based on Hyperledger 
Fabric. While a host of factors came into 
play, our approach was primarily driven 
by the existence of sensitive data, the 
need for governance via a community of 
stakeholders, the ability to store data and 

the avoidance of convoluted consensus 
mechanisms. In addition, decision-makers 
investigated performance, transaction 
volume, system saleability and security 
prior to their commitment to Hyperledger 
Fabric.”

As with this blockchain experiment from 
the Port of V alencia, the choice of a public 
or private blockchain depends heavily on 
the use case in question. Within heavily 
regulated industries, for instance, private 
chains will tend to be more prevalent, since 
data can be protected in a more tightly 
controlled way for compliance purposes. 
An example is Corda, a permissioned 
blockchain platform which enables privacy 
and finality across any agreement or asset 
type. 

As Corda was originally built to meet 
the stringent req uirements of highly-
regulated industries  financial services, 
in this instance – it deployed a private 
chain. It aimed to enable businesses to 
transact directly with complete privacy, 
using smart contracts to streamline 
business operations. This key privacy 
feature is applicable to supply chains 
under stricter levels of regulation, such 
as pharmaceuticals and aerospace and 
automotive sectors.

However, a public blockchain may be 
a better fit for use-cases that require 
open distribution of records or public 
verifiability  for instance, government 
agencies that must respect public-records. 

Given the variance in requirements 
across the supply chain, it has been an area 
ripe for experimentation and productions. 
“Di erent examples of applications 

A summary of the potential structures is summarized in the table below.
Source: Inclusive Deployment of Blockchain for Supply Chains – Part 1: Introduction, World Economic Forum
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built by supply chain service providers 
include Evrythng, which uses a public 
version, to consumers of FMCGs to access 
provenance data for a product. Another 
example is the IBCS Group that has 
designed a solution for tracking recyclable 
racks among a large group of users 
without the need for a central database, 
where competitors could find information 
about each other’s’ supply chain”  explains 
ens Munch Lund-Nielsen, Head of Global 

Trade  Supply Chains at IOTA Foundation, 
which produces a private, permission less 
distributed ledger system

There is no silver bullet to enable 
organizations to choose between public 
and private blockchain. Stakeholders first 
need to understand the characteristics, 
advantages and drawbacks that each 
type of structure o ers before making an 
educated decision. A proactive approach 
to understanding the technology is a 
must, as the structure a ects supply 
chain stakeholders strategically and 
operationally.
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The research done by the World Economic Forum identified typical requirements that supply chain operators have for blockchain solutions. The 
importance and priority of these features differ depending on the use case in question:
Source: Inclusive Deployment of Blockchain for Supply Chains: Part 3 – Public or Private Blockchains – Which One Is Right for You?, World 
Economic Forum
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Blockchain is the latest technology to 
create a buzz throughout the world of 
shipping and logistics management. 
Its origin in financial sectors, namely 
Bitcoin, has o ered tremendous insight 
into the potential of the distributed 
ledger technology;  thanks to blockchain’s 
immutable nature, the financial industry 
has experienced significant benefits, 
such as lower costs, faster execution of 
transactions, audibility of operations, 
and increased transparency. Evidence 
of this revolution has also been seen in 
the maritime industry, with  so ware 
developers and shipping giants looking to 
tap into the value of blockchain through 
blockchain consortiums, privately held, and 
public platforms. The decision of which to 

j oin though is not yet clear to stakeholders 
operating within the shipping space.

Global companies see blockchain as 
the end goal to renewed sustainability 
and immense end-to-end visibility, while 
key players such as IBM and Maersk 
have devoted countless resources into 
developing a company-owned-and-
operated blockchain. This paper will clear 
up confusion and help companies avoid 
the risks, as it is vital to understand the 
di erence between private blockchain 
platforms and public blockchains and 
which is best for the industry at large.

DRIVING FORCES OF BLOCKCHAIN 
INTEREST
The value of blockchain is clear. Modern 

supply chains consist of hundreds of 
locations, the use of dozens of shipping 
and logistics companies, financial 
institutions and customs authorities, 
exceedingly complex contracts and much 
more. While Incoterms may provide some 
visibility into who technically owns liability 
for a given shipment in international 
shipping, problems still arise. Document 
management, such as transactions of 
ownership, become a hassle and failure 
to track shipments and information at any 
stage will contribute to a lack of visibility. It 
is a well-known fact that reduced visibility 
amounts to considerable uncertainty and 
increased operating costs; it is simply 
impossible to improve what cannot be 
measured and traced back to its root 

THE DIFFERENCE 
BETWEEN AND VALUE OF 
PUBLIC VERSUS PRIVATE 
BLOCKCHAIN 
John Monarch, Chief Executive Officer and Co-Founder, ShipChain,  
Greenville, South Carolina, USA CLICK HERE FOR  

BLOCKCHAIN NEWS
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— 
Safer, greener and 
more productive.  
Automation from  
ship to gate. 

Mega ships with mega calls require higher speed and capacity at every node 
of the process in container terminals, where large cranes work side by side with 
people and vehicles in motion. Our solutions help moving more containers per hour 
– from ship to gate. They ensure predictable production and allow extracting more 
capacity from existing systems as a response to the requirements of the mega-age. 
They eliminate inefficient processes and bottlenecks at critical transfer points, 
and reduce emissions and increase energy efficiency in the terminal. Our solutions 
for next level remote operation of all gates and cranes makes the terminal safer and 
more productive. Begin the transformation today. Let’s write the future. Together. 
abb.com/ports

in Panama, Nov 13-15
Stand E10

abb.com/ports


cause. The following are the current driving 
forces of interest in blockchain:
•  Supply chain leaders want more 

visibility in supply chain processes to 
enable continuous improvement. 

•  Blockchain is well-positioned to 
eliminate many tracking issues within 
the supply chain, providing increased 
accountability for shipments from origin 
through final delivery.

•  The growing consensus that connected 
sensors are critical to e ective supply 
chain tracking and traceability. 

•  Demand to meet the challenges created 
by omnichannel supply chain processes. 

WHAT ARE PUBLIC BLOCKCHAINS?
Now that we know the drivers of interest 
in blockchain, it is essential to distinguish 
public and private blockchain to 
understand blockchain' s various nuances 
and capabilities. Public blockchains openly 
share information between participating 
users, which is where the blockchain 

conversation gets confusing. Any user can 
j oin or leave the network at their will, 
and there is not a central authority acting 
as a gatekeeper. That being said, many 
organizations are developing public chains 
that are targeted to specific industries. 
Data is still recorded on a block, and 
multiple copies of that ledger are stored 
across data nodes. 

A data node refers to any computer, 
server or device that possesses an IP 
address and can communicate with the 
blockchain. Multiple types of nodes exist, 
providing a source for continuous review 
of entered information and verifying data 
authenticity, as well as restricted functions 
based on type. Using a peer-to-peer (P2P) 
protocol, nodes communicate data with 
other blockchain nodes for the given system 
or protocol within the distributed network. 

Essentially, anyone is allowed to use a 
public chain, and anyone can run a node to 
help validate transactions and data within 
the blockchain. Public blockchains also 

allow each user to retain data ownership. 
Data is fully decentralized, and while some 
developer maintenance and management 
tasks may exist - such as managing 
participation in the blockchain and 
integration of blockchain-based systems 
with legacy platforms - each user still owns 
their data. 

Due to each user owning their data, 
public blockchains o er a significant 
advantage. Unlike a traditional bank, which 
has a central authority, public blockchains 
do not req uire a middleman to make a 
transaction. In fact, blockchain came into 
existence to decrease the central authority 
of banks, institutions or other businesses. 
The technology allows peer-to-peer (P2P) 
transactions, and gives control back to 
the user. This enables individuals and 
corporations to retain control of their data, 
without having to be concerned about the 
risk of data loss in the event a so ware 
provider no longer exists or can host 
their data, and enables those businesses 
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to authorize that data to be accessed by 
whom they choose, not who the provider 
chooses for them.

Increasing the level of detail within 
supply chain management o ers vital 
benefits to companies and consumers. 
Businesses and trading partners can 
validate product history, authenticity, 
warranty details, and more. However, 
blockchain is still a new technology, and 
companies have altered the idea of an 
open blockchain to take on components of 
a privately held organization: i.e. a private 
blockchain platform.

WHAT ARE PRIVATE BLOCKCHAINS?
Private blockchains are somewhat 
antithetical to the spirit of the 
decentralized nature of blockchain. 
In a private blockchain, privately held 
organizations combine traditional supply 
chain management tools with a blockchain-
based system. This may sound great on the 
surface, with the system seemingly more 
controlled, but due to the central authority 
of a single entity or organization, who also 
picks the user group of the platform, private 
blockchains have an additional layer of 
risk:  a middleman is reintroduced into the 
equation. Transactions are limited to the 
privately held user group, and while this 
increases transaction processing speed, it 
opens the door to questions about data 
ownership. 

Creating a private blockchain will 
naturally req uire a third-party-managed 
database, which could render the 
e ectiveness, transparency, and ultimate 
data visibility of blockchain-based 
systems moot. A central authority could 
presumably alter data to benefit the 
developer itself or charge additional fees 
to simply validate information, including 
the possibility of creating false records 
and more. Since private blockchains reside 
within a company-owned database, a 
traditional form of encryption is necessary. 
Thus, conventional cryptographic auditing 
will be included with the overhead of 
maintaining such systems, which is 
the critical weakness of privately held 
platforms; blockchain managers of the 
private platform could alter blockchain-
held data as needed, eliminating the whole 
idea of why blockchain exists in the first 
place:  trust in the data.

ADDITIONAL PROBLEMS WITH PRIVATELY 
HELD BLOCKCHAIN-BASED SYSTEMS
A 2018 study of third-party logistics 
providers found that as few as 2% of 
shippers are actively engaged in the 
process of blockchain implementation, 
including the exploration of blockchain 
options. The reason for such low interest 
goes back to the potential problems 

posed by blockchain, specifically 
concerns arising in private blockchains. 
U nfortunately, the problems of private 
blockchains are not limited to the 
increased risk of data corruption; 
consider these potential issues of a 
private blockchain-based system:
•  Private blockchains limit the number 

and type of systems that can be used 
with the blockchain, creating problems 
for companies that have already 
invested millions into new technologies 
and resources.

•  Private blockchains have a significant 
risk of conflict of interest. Hosts of 
said private blockchain still hold the 
metaphorical keys to the castle and can 
view, modify, and tamper with data as 
they please. This presents a massive 
competitive risk for businesses not 
looking to share private data with one 
another, such as lane pricing.

•  Private blockchains carry a potential 
antitrust risk. Because this is a 
private consortium of potential 
competitors, narrow industries such 
as maritime are presented with the 
risk of anticompetitive practices being 
facilitated in a private blockchain. This 
risk is mitigated in a public blockchain, as 
competitors cannot have administrator 
access to said public chain.

•  Private blockchains may be incompatible 
with existing systems. It is not a 
question of whether a company that 
develops blockchain is actively seeking 
to restrict access; it may simply be 
incompatibilities within the company-
owned platform and other systems. For 
example, the use of internal blockchain 
to track IBM functions might sound 
great, but it may lack the value in 
tracking the unique characteristics of a 
food-driven supply chain.

•  Private blockchains also have limited 
known value. Since the private 
blockchain is wholly maintained and 
owned by a company, as well as leaving 
data ownership in the hands of the 
developer, another risk arises. The value 
of the blockchain is limited solely to the 
overarching company’s assessment, 
not necessarily the value achieved in 
existing blockchain partners.

•  Inability to leverage a blockchain 
across an entire supply chain network, 
including suppliers and vendors. W hile 
visibility is integral to the supply chain 
today, the value of blockchain is in 
its ability to increase traceability and 
tracking across your entire network, 
including companies that fall outside 
of your ownership. In other words, 
your suppliers and vendors must use 
the same blockchain-based platform 
as your company to maximize its 

value, which may not be possible with 
privately held blockchains for the above 
reasons.

WHICH BLOCKCHAIN-DRIVE SOLUTION IS 
THE BEST OPTION?
The potential value gain from leveraging 
blockchain is too significant to ignore. 
W hile public blockchain advocates may 
exist to increase adoption and develop this 
technology, the focus must be on making 
data accessible and ensuring ownership 
of data stays in the hands of its users. 
This principle is evident by looking at the 
number of shippers and partners that have 
joined existing blockchain consortiums, 
hoping to implement a privately held 
blockchain as the next frontier. Suspicion, 
however, is rampant among today’s supply 
chain leaders. They are not blind to the 
nature of larger corporations, and basic 
business principles imply no corporation 
should pursue anything that will not benefit 
their own company first and foremost. 

FINAL THOUGHTS ON DIGITAL 
TRANSFORMATION VIA BLOCKCHAIN
In a recent podcast on the value of public 
over private blockchains, a common theme 
emerged: visibility e ectively opens the door 
to efficiency. Trust unlocks that visibility. 
Blockchain will increase both visibility and 
trust among blockchain users, making it the 
key to true efficiency. The future may reveal 
that today’s private blockchain consortiums 
choose to pursue a public blockchain path, 
but the more likely option is that companies 
will rise to provide a public blockchain to 
supply chain players faster and gain the 
momentum necessary to drive blockchain 
innovation and development across the 
global supply chain.
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If the global supply chain is going to see 
greater innovation and improved efficiencies, 
collaboration between emerging start-
ups and established logistics and shipping 
companies is critically important. This article 
will explain what The Worldwide Supply 
Chain Federation (WSCF) has learned and 
why there’s a need for such collaboration. 
First of all, here is how the WSCF came to be. 

The WSCF was founded following a 
series of summits in 2017 that sought to 
bring buyers’ and builders’ together in 
order to network and discuss their shared 
supply chain-related problems. Ultimately, 

the goal is to nurture and grow the world’s 
foremost open, global, multidisciplinary 
community of people devoted to building 
the supply chain networks of the future. 

It has now grown to become a truly open 
and supportive coalition of grassroots 
communities focused on technology and 
innovation in the global supply chain. 
As well as start-ups, these communities 
count mature companies, academics 
from research institutions, early stage 
technology venture capitalists (and 
other late stage investors), journalists, 
regulators, professional service providers 

and all other supply chain stakeholders 
among their number.   

The WSCF’s approach has uncovered a 
counterintuitive conclusion about what 
is required to drive the adoption of new 
technologies, such as blockchain, in the 
global supply chain: The culture problem 
might be more difficult to solve than the 
technological problem. This is because 
successful implementation of blockchain-
based supply chains require established 
companies in mature industries to do 
business with each other, as well as with 
start-ups, in a way that is di erent from 

CAN COLLABORATION 
AND BLOCKCHAIN 
SERVE AS CATALYSTS 
FOR SUPPLY CHAIN 
INNOVATION? 
Brian Laung Aoeah, Co-founder,  
World Supply Chain Federation, New York, USA
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SUPPLY CHAIN NEWS
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standard practices. 

IDENTIFYING THE CHASM
On the one hand, executives at 
established companies know the business 
problems in supply chain operations 
for which they desperately need new 
innovations. However, they typically do 
not have sufficient time to meet their 
daily responsibilities at work and scour the 
globe seeking out new technologies and 
innovations. Moreover, their companies 
might not be plugged into the right 
communities to find such innovations 
through traditional RFP processes. 

They also tend not to have a very 
good sense of how much emerging 
technologies have matured or appreciate 
their potential to accelerate collaboration. 
Such executives are known by some 
as buyers’. These are individuals and 
organizations who want to buy new 
technology innovations for supply chain 
operations. 

However, founders of so ware startups 
that are creating new supply chain 
innovations tend to understand the 
technology well, but they lack a deep, 
nuanced, and practical understanding of 
the business problems that buyers’  face. 
As well as that, they lack a sufficiently 
mature understanding of the value 
proposition they must o er if they are to 
win large-scale market adoption. These 
are known as builders’ - individuals and 
organizations who are developing new 
technological innovations and models for 
supply chain operations.

For this conversation to make sense, it 
is critical that we first share a common 
understanding of what is meant by 
supply chain.’ The definition used for 

this paper from the 4th edition of Martin 
Christopher’s Logistics  Supply Chain 
Management: Creating Value-Adding 
Networks. Christopher defines a supply 
chain’ as: “A network of connected and 
interdependent organizations mutually 
and cooperatively working together to 
control, manage and improve the flow of 
materials and information from suppliers 
to end users.”

 THE DAWN OF THE AGE OF OPENNESS 
Why are companies like Amazon, Apple, 
Airbnb, Microso , Alibaba, Google, 
D.com, Uber and others, posing a threat 

to companies in traditional industries? 
Why are startups that many people 
have never heard of beginning to attack 
and threaten companies in mature, 
established industries that one may have 
considered immune from such threats as 
recently as even just half a decade ago? 

It is because the above companies, 
as well as many others that have been 
omitted understand the importance of 
business models that are built on open 
ecosystems rather than proprietary value 
chains owned by a single company. Using 
the internet and other maturing so ware-
enabled technologies as the foundation, 
these companies are launching demand-
side and supply-side attacks on industries 
that have become accustomed to 
relatively sanguine competition among 
well-established companies. 

That raises the question: What is an 
ecosystem? uite simply, a business 
ecosystem has three main characteristics:
•  First: It is a network of networks.
•  Second: The focus of the ecosystem 

orchestrator must be on enabling and 
facilitating the creation and trusted 
exchange of value, between all 
participants of the ecosystem.

•  Third: The creation and exchange 
of value must occur in a way that 
increases the aggregate well-being of 
the entire network over time.

When executed well, platforms and 
ecosystems give rise to powerful network 
e ects. Network e ects matter because, 
in the most extreme cases they can lead 
to winner-take-all outcomes. At best, they 
lead to winner-take-most situations. 

Any blockchain for supply chain 
application is attractive because it 
promises to bring data, network e ects, 
distributed computing and security 
together in a powerful combination that 
has not been possible before. 

THE RESULTS ARE EARLY, BUT THE SIGNS 
LOOK PROMISING 
As already stated, the WSCF’s e ort is 
almost entirely grass-roots driven and 
there have been promising results in the 
past 24 months. A key lesson has been 
the need for a product that connects all 
supply chain participants end-to-end. 
This product should ideally be built on 
blockchain as it would need to allow 
several independent parties to collaborate 
with one another while providing each of 
them with anonymity for certain aspects 
of their interactions.

For example, customs agencies around 
the world might demand special access 
rights to enable them monitor international 
trade transactions happening under 
various national regulatory jurisdictions. 
Around about the same time the WSCF 
reached this conclusion, Maersk and IBM 
released the first details of TradeLens, a 
blockchain-based collaborative platform 
designed to drive greater innovation in 
the supply chain.

Maersk and IBM were present at a 
WSCF summit in April 2018 and were 
joined by many other major stakeholders, 
including EY, Mstate, Celsius Networks, 
Algorand and TigerTrade. The key topic of 
discussion was what it would take to take 
blockchain out of the lab and into the real 
world supply chain. A general consensus 
was that blockchain-based supply chain 
applications must be interoperable with 
the older technologies that businesses 
have been built upon until this point. 

Platforms and ecosystems work well 
because they allow each participant to 
play to its unique strengths while relying 
on its ecosystem partners for capabilities 
that it does not have in-house. This is not 
an issue that has mattered for shipping 
companies in the past. But, it is becoming 
more of an issue now, and it will continue 
to become a more acute problem in the 
future as BCOs (beneficial cargo owners) 
demand more sophisticated services from 
shipping companies. 

Those shipping companies who 
do not partner with others to meet 
their customers’ demands stand the 
risk of losing those customers to 
shipping companies that come to grips 
with platform-and-ecosystem-driven 
competition more quickly.  
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