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CUSTOMS AND 
SECURITY

Container seal guidelines
In recent years, there have been few secur ity issues as 
contentious as the ongoing debate over container seals and 
container security. The recent container seal guidelines issued 
by US Customs and Border Protection (US CBP) for Customs-
Trade Partnership Against Terrorism (C-TPAT) importers may 
have established new container seal standards, but they did little 
to end the debate. Seal manufacturers, customs brokers, security 
professionals, US importers, government regulators, and other 
members of the international trade community continue to 
argue about the ‘ideal’ container seal and related best practices 
and regulatory schemes. 

The instructions for compliance with the new seal standards for 
cargo bound for the US can be found on US CBP’s website. I will 
not spend much time on the specifics, but the programme can be 
summed up with a short quote from their website; ‘Container 
integrity must be maintained to protect against the introduction 
of unauthorised material and/or persons. At point of stuffing, 
procedures must be in place to properly seal and maintain the 
integrity of the shipping containers. A high security seal must be 
affixed to all loaded containers bound for the US. All seals must 
meet or exceed the current PAS ISO 17712 standards for high 
security seals.’

The first line tells us US CBP’s goal; ‘to protect against the 
introduction of unauthorised material and/or persons.’ The fact 
that there is no reference to cargo theft is missed by most as it 
has always been assumed that the primary purpose of a container 
seal is to protect the cargo from theft or pilferage. This shift in 
perception about the purpose of a container seal is central to 
the debate about the appropriateness of the PAS ISO 17712 bolt 
seal and quite confusing to many security stakeholders. Whether 

one agrees with this action or not, it is now the benchmark from 
which we must all work, and viewing it with the lens of US 
CBP’s stated goal may lead to better understanding. 

Merits of PAS ISO 17712
While International Cargo Security Council (ICSC) supports 
US CBP for taking this step toward better container security, 
our members continue to debate the merits of PAS ISO 17712 
bolt seals. ICSC members include seal manufacturers and 
distributors, supply-chain security experts, anti-terror experts, law 
enforcement, government officials, and a wide-range of members 
from international shippers and transportation companies. Because 
of the diversity of backgrounds, expertise, and points of view, 
ICSC members have varying opinions about the appropriateness 
of the PAS ISO 17712 bolt seal as the choice of US CBP. Much 
of this debate comes from differing perspectives on the real 
purpose of a container seal. Container seals:

1)  Are meant to insure the integrity of the container contents, 
insuring that nothing is inserted into (smuggling or terror) or 
removed from (cargo theft) the international supply chain.

2)  Act as indicators for law enforcement that container integrity 
has been either maintained or breached.

Some ISCS members want to ensure 100 per cent container 
security and advocate going to extreme measures (and costs) to 
achieve that assurance. These members feel that US CBP has not 
gone far enough or that the ISP PAS 17712 bolt seal is not a good 
choice. Others are happy that the bolt seal standards were adopted 
and feel they will be adequate until better technology options are 
developed. Both points of view have merit. 

Several ICSC members worked closely with US CBP and ISO 
as this seal standard was being developed. The final outcome came 
after extensive discussions with multiple parties and should be 
viewed as a compromise position among relevant stakeholders 
that considered risk, available technologies, costs, potential impact 
to the movement of goods, and the concerns of many nations. 
It should also be noted that this is not the end of the process. 
Instead, it should be viewed as the beginning of the journey 
toward 100 per cent security of the international supply chain. 

Concerns and potential solutions
Rather than go into a description of the deliberative process that 
resulted in the PAS ISO 17712 standard bolt seal, I wish to discuss 
some of the issues that still exist. It is my hope that they will help 
all to better understand what US CBP is trying to accomplish 
with the new bolt seal standard, and to illustrate concerns and 
potential solutions.

•  Minimum Standards: PAS ISO 17712 is an important first 
step toward establishing international standards for container 
security from an anti-terror perspective. As we learn more about 
terrorist methods and develop new cargo security technologies, 
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Figure 1. Trailer door modification. A drilled 1⁄2” hole allows a mechanical or  
electronic seal to be affixed through the inboard vertical bar on the right-hand  
door and through the lower plate fastening that bar to the door of the container. 
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these standards will be changed. It is also important to remember 
that, though anti-terror and anti-theft deterrents are not 
mutually exclusive, they are not always the same. For that reason 
alone, this initiative should not be judged by its relative value as 
the perfect deterrent to cargo crime, but rather as an important 
tool in the fight against global terrorism. 

•  C-TPAT best practices: As indicated on US CBP’s website, the 
PAS ISO 17712 bolt seal is part of an integrated security regime 
that includes seal verification procedures along the entire supply 
chain, beginning at the point of stuffing. These best practices are 
readily available to anyone with an internet connection and are 
presented in a concise, understandable manner. Following these 
guidelines makes compliance easily attainable, will improve 
supply-chain security, and reduces the chances of cargo being 
subject to delays in the custom’s inspection process. 

•  You can do more than the minimum: If you or your 
company feels that the PAS ISO 17712 bolt seal is inadequate, 
you are not prohibited from doing more. In fact, the ICSC Seal 
Committee’s best practices go well beyond this initial step taken 
by US CBP. Just as US CPB feels that US C-TPAT importers 
will use their market power to force partners within their 
international supply chain to comply; you too can do the same 
with any additional security requirements you deem necessary 
to protect your products and your company’s image. 

•  Spinning: Many are concerned that PAS ISO 17712 is a 
rather poor attempt at seal security because they can be easily 
compromised through a process called spinning. (This can occur 
when the bolt end of the seal set is modified by cutting the bolt 
into two pieces and adding threads that allow the bolt to be 
separated and reattached. It is possible to spin these pieces apart, 
compromise the container, and spin them back together with no 
evidence that the container has been compromised.) The focus 
on brute strength (pull-up strength) may therefore be ineffective 
and provide a false sense of security. As long as bolt seals can 
withstand 2,000 pounds of pull, they are deemed as secure 
and meet the PAS ISO standard but, as an excerpt from ISO’s 
‘Security Seal Manufacturer Best Practices’ document indicates, 
‘PAS ISO 17712 is not a comprehensive document; it addresses 
physical strength and not tamper resistant design.’ Inasmuch as 
bolts can easily be ‘spun’ and a cargo hold compromised, using 
compliant seals that are not subject to this technique is critical 
and may require working with seal manufacturers and suppliers 
to identify appropriate seal models that avoid this weakness. 

•  Bolt Seal Placement: Extensive evidence exists that containers 
are easily compromised when seals (including PAS ISO 17712 
seals) are placed through the container door’s standard hasp. To 
increase the effectiveness of the new seal standards, US CBP 
makes the following recommendation; ‘Given the known 
vulnerabilities of existing trailer door hardware and in an 
effort to increase the security of cargo loaded trailers, all FAST 
participants who elect to use bolt seals will be required to 
modify their trailers. This modification would require a 1/2" 
hole be drilled that would allow a mechanical or electronic seal 
to be affixed through the inboard vertical bar on the right-hand 
door and through the lower plate fastening that bar to the door 
of the container. The seal, when affixed through this hole, should 
cover rivet heads on the plate to prevent tampering” (see Figure 1).

At this point it is important to discuss, ‘What’s next from US 
Customs?’ Though no one knows for sure (anyone who says he 
has the exact answer is either misinformed or delusional), there 
are several basic thoughts I would like the reader to come away 
with:

•  PAS ISO 17712 is an anti-terror initiative, not an anti-theft 
programme.

•  Compliance with the PAS ISO 17712 seal requirements are 
fairly straightforward and, if certain cautions are taken, will 
improve supply-chain security.

•  This is the beginning and not the end of the process. US CBP 
and WCO are continuing to investigate new methods and 
technologies, and new guidance on container seals is expected 
this fall.

The debate over how much is enough, which technologies 
are effective, and what response is appropriate for differing 
perceptions of risk will continue. It is important to recognise 
that all stakeholders in this debate have the same goal: improved 
security of the international supply chain and deterring global 
terror. Differing opinions are essential to an informed decision 
making process – one way to insure your voice is heard is to join 
the International Cargo Security Council. 
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