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SECURITY

The implementation of the International Ship and Port Facility 
(ISPS) Code as of July 1st 2004 has changed things greatly as far 
as access to port facilities is concerned. The ISPS Code is a ‘code 
of conduct’ between a number of parties involved in maritime 
transport with the aim to improve safety of such transport. An 
important party involved is the ‘Port Facility’ generally known as a 
‘terminal’ of some kind.

Preparing for the ISPS Code
During the last quarter of 2003, the Antwerp Port Community 
started working on preparing for the implementation of the ISPS 
Code. Within the ISPS Code there were some recommendations 
on what to do as far as protecting the perimeter and dealing with 
access control and identification of visitors. Unfortunately, the 
ISPS Code did not go as far as making it clear on how to do this. 
It was left to the good judgment of the companies involved.

Knowing this, the Antwerp Port Community started working 
on a common view and system to easily identify and log visitors 
of port facilities. The Port of Antwerp also hosts an important 
cluster of petrochemical plants (2nd largest in the world). These 
plants overnight also became, according to the ISPS directive, 
port facilities. Everybody wanted to avoid a situation where 
every frequent visitor of multiple port facilities needed to carry a 
separate ID-card for each individual port facility. First order of the 
day was to take inventory of any operational system used for the 
identification of visitors and/or access control. These could also be 
systems originally designed for ‘time and attendance.’

In view of this, the work group launched a project aimed to 
take inventory of the existing systems in the ports of Belgium, 
thus not limiting the project to Antwerp only. More than 100 
companies representing some 130 port facilities were contacted 
and asked to complete a web based questionnaire. 

More than 90% of the consulted companies completed the 
more than a 160 question questionnaire. As was more or less 
expected, the traditional cargo handling companies responded 
as not having any systems operational for access control and 
identification of visitors.

The next step was to involve two MBA students to 
compile the results, research the needs of the sector and make 
recommendations. This was a chosen approach to avoid any biased 
view on the possible solution. The findings and recommendations 
of the two researchers were proposed to a group of experts who 
answered a few binary questions:

1.  Do we need a centralised system for issuing and managing a 
ID-card system?

      a. Answer: YES

2.  Does this project need to be managed centrally with the 
strictest neutrality?

      a. Answer: YES
      b.  Obvious choice to run it operationally is Seagha, already the  

ICT organization of the maritime sector and neutral by concept.

3.  Do we need to integrate biometrics in the project?
      a.  Answer: YES, but not yet sure if we will use a hand scan or 

a fingerprint scan.
4.  Do we need the possibility of integrating the withheld 

technology in the operational systems of the port facilities?
      a.  Answer: YES, the technology must also be able to support 

the internal logistic processes of a port facility.

5. Do we need a centralised access control system?
      a.  Answer: NO, each port facility must be free to choose a 

provider for an access control system.

Biometrics technology
With these questions answered the expert group decided to go 
for a proximity card based on the Mifare 4K technology. The only 
remaining choice was to decide on which biometric technology 
would be used.

With biometrics, there are several technologies available. The 
most common being finger scan, hand scan, face recognition etc. 
After weighing the pros and cons of each available technology the 
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expert group decided on using a hand scan. This was chosen over 
the other possibilities mainly for the following reasons: Usability 
in rough (port) environments, proven technology, socially better 
accepted than i.e. a finger scan which is sometimes associated 
with police procedures.

It was also obvious that the top of the hand instead of the palm, 
should be scanned because it would avoid the reader getting dirty. 
Furthermore, the left hand would be scanned over the right hand 
since truckers needed to be able to extend their arm and have 
their hand scanned upon arrival on a port facility without leaving 
the cab of the truck. 

All these findings and recommendations were written down 
in a white paper and sent to each port facility, not only in 
Antwerp, but throughout Belgium, thus guaranteeing that all port 
facilities could adapt their chosen system to the commonly agreed 
principles and technology.

Alfapass
Once these decisions had been made, the port community decided 
to set up a new company called “Alfapass,” entrusted to issue 
and manage the ID-Cards. The port facilities started their talks 
with their preferred solution provider for access control. Alfapass 
needed to develop a system where the centrally managed Alfapass 
database, containing all the cardholders, would synchronise with 
the individual access control databases of the port facilities. All 
new entries and updates would be synchronised in real time. 

The impact of the overall system on the port community was a big 
issue that raised a number of questions. The relation between the port 
facilities and Alfapass needed to be written down. The responsibility 
of Alfapass was restricted to issuing ID-Cards and managing the 
system. Access rights to cardholders were granted by the individual 

port facilities. They decided who, when and where card holders could 
gain access to their premises. It needed to be clearly understood that 
holding an Alfapass ID-Card was no guarantee of gaining unlimited 
access to whatever port facility one wished.

The port facility also decides on which access control system 
to be used at their premises. The access control system could be 
visual, using guards checking the picture on the Alfapass ID-Card 
or electronic. Even when the port facility chooses an electronic 
access control system they remain free to integrate it with the 
biometric template on the ID-Card or not, and also use the card 
to support their own internal logistic processes.

Supporting the internal logistic process can i.e. be done by 
writing a reference to an internal handling instruction on the 
chip of the ID-card whenever the truck comes to the gate of a 
terminal. Furthermore the internal computer system of a port 
facility can detect if all necessary documentation is accompanying 
a transport before allowing a truck driver to leave the terminal. 
Read and write keys are made available against strict “non 
disclosure agreements”. Alfapass wants to make sure that whenever 
write keys are made available that there can be no operational 
interference between interested parties (port facilities).

Alfapass made a tremendous effort to guarantee the authenticity 
of the ID-Cards. On one side there will be a hologram and on 
the other side UV markings will allow authorities with the use 
of proper equipment to make sure the card at hand is an original 
Alfapass. As said earlier, read/write keys for the incorporated 
chip will only be made available against strict non disclosure 
agreements. 

Alfapass started its operation in Antwerp January 2005 and 
issued until now some 23,000 Id-cards. As of September 1st 
Alfapass is also used in the Port of Zeebrugge.
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