
Autonomous technology is poised 
to change the face of the maritime 
industry, and at many port gateways this 
transformation is already beginning to 
take place. Over the past several years, 
major port equipment manufacturers 
have focused their attention on developing 
autonomous systems to support the more 
efficient and cost-effective movement of 
goods in, out, and across the portside – 
from automated ship-to-shore (STS) and 
rail mounted gantry (RMG) cranes to self-
driving terminal tractors. Forward-thinking 
port operators have realized the compelling 
economic advantages that autonomy can 
deliver, and have sought to implement 
this equipment to achieve marked gains in 
efficiency, safety, and cost savings.

What these operators are finding is 
that wireless communications will be a 
critical component of enabling port-wide 
autonomy, particularly as autonomous 
systems become increasingly mobile and 

connectivity via wired fiber cable is no 
longer a serviceable option. The challenge 
is that autonomy, while no longer a novel 
concept, is still in its early phases of real-
world implementation, and a lack of 
deployment experience often causes both 
port operators and the manufacturers of 
port equipment to misjudge the wireless 
network requirements of autonomous 
applications. As a result, many fall back on 
what they already know – Wi-Fi – as their 
wireless infrastructure of choice; but the 
primary application is not connecting to 
Wi-Fi devices but providing broadband 
communications between both fixed and 
mobile equipment. Both Wi-Fi and LTE for 
that matter are designed to communicate 
to client devices so are sorely under-
equipped to support port-wide autonomy.  

To effectively run autonomous port 
systems requires a different size and scale 
of network. It demands careful assessment 
of each application to effectively address 

its wireless communication requirements, 
as well as understanding the complexities 
involved with migrating to autonomy in 
an environment well-known for its RF 
challenges.

This paper details why those capabilities 
are beyond Wi-Fi and LTE’s reach, and 
what operators really need in a wireless 
infrastructure to effectively enable 
autonomous operations port-wide.

AUTONOMOUS APPLICATION DEMANDS
The first step to determining the optimal 
wireless infrastructure for port autonomy 
is to look closely at the types of data 
required to support autonomous systems, 
and the unique challenges of delivering 
those different data streams across the 
port environment.

Whether remotely controlled or fully 
self-operational, all autonomous port 
systems will utilize some combination of 
three types of data streams. These include:
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 REMOTE CONTROL DATA
 This telemetry data encompasses all the 
communications sent to the autonomous 
system to direct and guide its movements. 
Generally the data communicates simple 
commands (stop, turn, lift), resulting 
in a low-bandwidth stream requiring 
transmission rates in the kilobits per 
second (Kbps) range; but, importantly, 
delivery of this data is mission-critical. 
Autonomous applications are not delay 
tolerant, and even momentary drops 
in connectivity can quickly nullify the 
productivity benefits ports are aiming 
to achieve. For virtually any piece of 
autonomous equipment, if there is latency 
or a break in the data transmission to the 
system, it will emergency stop as a safety 
precaution. This stop can be triggered if the 
stream is broken for as little as a quarter of 
second, depending on the system.

 VIDEO
 Streaming video from cameras mounted 
on autonomous equipment enables 
remote awareness. Many manufacturers 
and port operators assume that to obtain 
HD-quality views from those streams, they 
need to significantly aggregate wireless 
network bandwidth to add capacity. But, 
actual implementations of autonomous 
equipment using video for remote 
awareness – across verticals including 
ports, mines, and oil and gas operations 
– have shown that in reality, a 1080p 

camera streaming full H.265 quality video 
requires a transmission rate of about 2 
megabits per second (Mbps). H.265 is 
the latest video standard and requires 
½ the bandwidth of H.264 for the same 
image quality. Most camera manufacturers 
are now releasing H.265 cameras, 

just make sure it encodes the video in 
hardware otherwise latency will increase.  
Reassessing the true bandwidth 
requirements of video streaming reveals 
that they are often overestimated, and 
with that understanding the port can focus 
on bandwidth optimization to effectively 
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scale video for remote awareness and 
surveillance port-wide.

 REMOTE LOCATION AND SENSOR DATA
 This telemetry data encompasses 
information from LIDAR, radar, and other 
sensors that enable autonomous systems 
to report their location and status to 
other autonomous equipment and to 

the command center. Again, although 
the data transmits in the Kbps range, the 
stream is mission-critical because it gives 
the autonomous system awareness of 
its positioning relative to the equipment, 
people, and other assets around it so that 
it may move safely around the port.

As you can see, all of this data lends 
itself in some way to mobility – enabling 

autonomous systems to traverse the port 
on their own, and sense their surroundings 
to do so safely. Network mobility is a critical 
requirement for any wireless solution to 
keep up.

Ports are also an extremely challenging 
environment for microwave RF 
communications, and increasingly mobile 
operations only complicate this matter. 
Autonomous systems are constantly 
moving past massive metal infrastructure 
and between tall stacks of metal containers, 
causing extreme RF reflection. Operators 
must consider how their wireless network 
will effectively utilize RF communications 
in an environment where they can easily 
break down.

AUTONOMOUS OPTIMIZATION: BEYOND 
WI-FI’S REACH
Due to the reasons above – the mission-
critical nature of remote autonomous 
telemetry data; the increasingly mobile 
nature of autonomous equipment; and 
the broadband connectivity requirements 
across the port – Wi-Fi is simply unable to 
support port-wide autonomy.

Whether configured in a point-to-
point (PTP) or point-to-multipoint (PtMP) 
topology, fundamentally in a Wi-Fi 
network, mobile clients can only connect 
to an access point and not to each other. 
This creates a number of issues that hinder 
the network’s ability to enable autonomy, 
because Wi-Fi is:

NOT MOBILE
 Wi-Fi was never designed to be a full 
mobility technology as the access points 
can’t move. Originally built for indoor and 
fixed settings, significant shortcomings are 
revealed when trying to repurpose Wi-Fi in 
dynamic, expansive outdoor environments. 
A number of augmentations, such as 
controllers, are required to ‘force’ it to 
cope with only limited mobility. Even 
then, operators still face higher latencies 
and service interruptions when there is 
a change in network characteristics or 
physical configuration. The controller is 
unable to proactively synchronize peer 
assignments with changing operational 
and network dynamics, limiting its ability 
to support and scale mobility beyond a 
relatively small number of client nodes.

BREAKS FOR HAND-OFF
 The other reason Wi-Fi is not truly mobile 
is that it employs a “Break-Before-Make” 
approach to connectivity, in which 
mobile clients must continually break 
and re-establish connectivity as they 
move between access points. A mobile 
client can only make one connection 
with an access point at a time, so when 
a new access point comes into range, the 
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client’s previous access point connection 
must be temporarily broken before 
the new connection can be formed. 
Therefore, the network periodically 
but regularly loses connectivity 
as part of its normal operations, 
interrupting data streams each time. 
The problem is exacerbated when trying 
to expand coverage over large areas like 
port gateways, and to mobile clients 
throughout that area. Pools can be made 
to combat the challenge, but roaming 
will still need to occur between pools. 
Ultimately, the network needs to break 
in order to move, and cannot maintain 
the continuous connectivity required 
to reliably deliver mission-critical 
autonomous application data.

 UNABLE TO COPE WITH ADVERSE NETWORK 
CONDITIONS
 Wi-Fi dedicates one frequency 
to infrastructure-to-mobile node 
communications, and one to infrastructure-
to-infrastructure node communications. 
Not only does this greatly limit total 
bandwidth availability, but the network 
also has no way to route around issues like 
multi-path interference, which is extremely 
common in port environments. This can 
reduce signal strength or cause the signal 
to drop out completely, again impacting 
mission-critical reliability and in turn, the 
ability of autonomous systems to perform 
their tasks without stoppage.

DIFFICULT TO SCALE
 The shortcomings of Wi-Fi culminate in 
an inability to effectively and efficiently 
scale the network beyond a relatively small 
number of nodes, and limit its usefulness 
to large ports that are looking to build out 
their autonomous operations over time.

WHY PORT AUTONOMY DEMANDS 
ALTERNATIVES
Autonomous systems are complex new 
technology; it stands to reason that their 
communications requirements outpace 
the capabilities of traditional network 
offerings. Ports need only to take a closer 
look at the fundamental design of cellular/
LTE, PTP, and PtMP networks to see why 
autonomy demands an alternative solution 
– and they are available.

Take for example Kinetic Mesh®, a 
private wireless network solution which 
uses a totally fresh approach to enable 
network mobility and in turn, autonomous 
operations.

The difference of Kinetic Mesh is that is 
essentially a fully mobile distributed switch, 
enabled by a combination of wireless 
BreadCrumb® nodes and InstaMesh® 
networking software. BreadCrumbs form 
a peer-to-peer network in which all nodes 

can be mobile and maintain multiple 
simultaneous connections, even while in 
motion. Each BreadCrumb is compact, 
lightweight, and ruggedized, making them 
easy to deploy directly onto autonomous 
equipment and vehicles. Every autonomous 
system, when equipped with a BreadCrumb 
node, becomes a port on the switch, with 
InstaMesh as the backplane. This gives the 
network the robust capabilities needed to 
effectively support port-wide autonomy, 
including:
• Full Mobility
  Every BreadCrumb node is equipped 

with the intelligence of InstaMesh, 
which enables the network to 
autonomously adapt to changes by 
establishing new links in real-time as 
nodes are added, moved, or removed. 
No manual intervention is needed 
because the network self-heals and 
self-optimizes automatically. The 
software enables complete network 
mobility, robust fault tolerance, 
and high throughput with minimal 
maintenance and administration. 
BreadCrumbs can be affixed directly 
onto autonomous vehicles and 
equipment to augment or create 
infrastructure ad hoc and provide 
ubiquitous mobile coverage port-
wide.

•	 	Mission-Critical	 Reliability	 with	
“Never-Break”	Connectivity

  The other mobility enabler for Kinetic 
Mesh is its unique “Make-Make-Make-
Never-Break” approach to connectivity. 
In-motion BreadCrumbs maintain their 
existing connections while forming new 
connections with approaching nodes as 
they come into range. No connections 
must be broken for new ones to be 
made, upholding mission-critical 
reliability and continuous data streams.

•	 	Multi-Channel	 to	Mitigate	Multi-Path	
Interference

  In addition to multi-radio redundancy, 
BreadCrumb nodes can also support 
up to four frequencies. InstaMesh 
leverages all available frequencies and 
links for all network functions, giving the 
network hundreds of potential paths 
to direct data. InstaMesh proactively 
scans nodes and takes corrective 
action the instant it encounters 
interference or an obstruction, 
redirecting traffic as needed so that 
communications continue unbroken. 
This is particularly beneficial in a 
port environment, as multiple radio 
interfaces operating in multiple channels 
are extremely effective in mitigating 
multi-path interference common in 
the port’s challenging RF environment, 
and will significantly enhance network 
performance and reliability.

•	 Easy	Management	and	Scalability
  A distributed switch is extremely logical 

and easy to manage; the network 
automatically establishes new links 
with new nodes as they are added. 
In fact, network resilience actually 
increases with scale, because additional 
nodes establish more pathways for the 
network to leverage. The switch also 
provides a mechanism to effectively 
utilize VLANs and to configure VLAN-
based quality of service (QoS) for 
administrative advantages.

CONCLUSION
In order to effectively enable autonomous 
systems, port operators and equipment 
manufacturers must rethink their 
applications and the wireless network 
options that can support them. They 
are not limited to retrofitting a mobility-
constrained technology in an environment 
that demands total movement.
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