
The port is the smart link in the 
intelligent supply chain. An ‘intelligent’ 
port will connect its non-automated, 
semi-automated, and fully-automated 
assets in the yard. A digitally connected 
operati ng space leverages data generated 
from within, received or extracted from 
external sources to reach decisions that 
benefi t the business and its customers. 

The system will monitor informati on 
about the positi on and state of assets and 
goods that approach and depart from the 
port, and provide insights into weather, 
labour disputes and congesti on.

Smart ports constantly gather and 
analyse data to establish full visibility 
of the fl ows within a port and steer the 
assets in the safest and most effi  cient way. 
The capability of data management, i.e. 
the gathering, categorizing, computi ng 
and storing of data, sits at the core of the 
intelligent systems. Data is the oil of the 
digital economy. Digital businesses and 

governments capture all types of data 
that is obtained through the devices of 
The Internet of Things (IoT) and moves 
over its data highways to the computi ng 
engines. 

Data availability, computi ng power and 
arti fi cial intelligence (AI) drive visibility 
and autonomous decision-making along 
the enti re supply chain. Fricti on in the data 
fl ow aff ects the system, which is why ports 
need to live up to their role as a smart link 
in the global world of commerce seriously 
by collaborati ng and investi ng in such 
technology

DIGITIZING FOR INTELLIGENCE
AI does not only provide the brain that 
is needed to compute data for decision 
making, but also the senses to capture 
and share data through many tools, such 
as opti cal character recogniti on (OCR), 
which interfaces with other systems of 
the digital and biological worlds, including 

humans. Intelligence along the supply 
chain starts with digiti zati on, which allows 
process automati on to reduce cost and 
mistakes by taking paper and human 
error out of the equati on. Digiti zati on 
also allows the parti es to collaborate and 
transact on the basis of smart contracts. 
IoT captures and transmits data to inform 
smart contracts about the positi on of 
cargo. The product of digiti zati on is data, 
which can be used for smart contracts 
but also analyse and manage the supply 
chain. Ulti mately, smart supply chains use 
data to steer themselves. 

THE GAIN
Digiti zing and smartening the supply 
chain off ers huge tangible benefi ts. One 
example is trade and supply chain fi nance. 
The Asian Development Bank esti mated a 
global trade fi nance gap of US$1.5 trillion 
in 2016. The gap stems largely from 
hugely underserved small and medium 
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sized enterprises (SMEs), caused by the 
massive volume of paper required for 
communicati on among customs brokers, 
freight forwarders, transportati on carriers 
and myriad government agencies. Paper-
based, manual processes, some created 
centuries ago, lead to complexity and 
delays, introduce errors and risks and 
stand in the way of reliable, real-ti me 
informati on gathering and tracking 
required for credible fi nancing decisions. 
Consequently, 52% of SME fi nancial 
request rejecti ons are due to higher risk 
and lack of collateral.

Paperless border processes are another 
source of potenti al improvement through 
digiti zati on and automati on. In 2016, 
the United Nati ons Economic and Social 
Commission for Asia and the Pacifi c 
adopted the Framework Agreement on 
Facilitati on of Cross-Border Paperless 
Trade in Asia and the Pacifi c to advance 
regional coherence. Esti mates suggest 
that the agreement could boost Asia 
Pacifi c exports by as much as $257 billion 
annually if it fulfi ls its aim to encourage 
the adopti on of digital tools to facilitate 
trade. The United Nati ons Economic 
Commission for Europe (UNECE) has also 
found that export ti mes could fall by 44%.

IBM and Maersk esti mate that managing 
documentati on represents a fi ft h of total 
shipping costs.

 THE BRAIN
AI allows computers and machines to 
functi on in an intelligent manner, and it 
is computi ng engines that are pivotal to 
the intelligent supply chain ecosystem. 
Two important functi ons connect AI and 
computi ng engines. The fi rst is machine 
learning, which designs and deploys 
models into applicati ons, processes and 
other machines. The other is streaming, 
which controls system data fl ows. The 
brain needs to perform the processes of 
sensing, reasoning and acti ng. Sensing is 
needed to capture what is happening in 
the supply chain. Reasoning is the process 
that helps to assess the importance of 
what has been sensed, and acti ng means 
taking necessary steps in a reliable way.

OPERATIONAL AND BIG DATA
Millions of sensors, tags and badges 
allow the collecti on of conti nuously small 
operati onal data about the status and 
changes in each and every part of the 
system. Real-ti me locati ng systems (RTLS) 
identi fy and track the locati on of assets, 
individuals and objects, such as trucks, 
rubber-tyred gantry (RTG) cranes and 
reefer containers.

Small and big data combined with 
immense computi ng power allows the 
intelligent supply chain to constantly 
perform predicti ve analyti cs and uses 

machine and deep learning models to:
• Track the developments within and 

around the supply chain 
• Identi fy trends and anti cipate risks and 

opportuniti es to avoid disrupti on 
• Create additi onal value for government, 

businesses, consumers and citi zens 
Powerful data mining tools can extract 

data from hundreds of thousands of 
websites. The soft ware tools connect the 
operati ng system with the digital world 
through applicati on program interfaces 
(API) and allow slicing and dicing social 
media and website data according to 
specifi c needs. Cogniti ve operati ng 
systems crawl internal enterprise resource 
planning (ERP) systems to fi nd and fi lter 
out informati on as the basis to make 
longer term but also short term decisions 
to ensure the highest fl uidity of goods, 
data and fi nances along the supply chain 
and avoid disrupti on.

DIGITAL EYES, EARS AND VOICE
There are many ways data is captured and 
shared. Intelligent cameras help to raise 
security at the gate. Facial recogniti on 
ensures that only authorized personnel 
can enter the port. Cameras feed cogniti ve 
operati ng systems with informati on taken 
off  number plates and help to monitor 
and follow the movements in the port, 
including people moving in offi  ce buildings 
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and warehouses. Optical character 
recognition (OCR) in combination with 
AI can help to populate fields with text 
extracted from documents. OCR does not 
only minimize data entry efforts but also 
assists AI tools in checking the progress of 
documents that validate and remediate 
data with cross-references. OCR reduces 
risks by scraping documents for anti-money 
laundry keywords.

AI powered tools like Alexa help humans 
to interact easier with the digital world. 
Chatbots are now ubiquitous in customer 
service and Google has just announced 
a device dubbed ‘AlterEgo’ that can, in 
their words, read our minds by picking 
up neuromuscular signals triggered by 
internal verbalizations. In order to speak, 
the brain needs to send impulses to our 
muscles which the systems can analyse 
and decode. Facebook and Neuralink 
are aiming at building brain-computer 
interfaces (BCI) that turn thoughts into 
text by intercepting brain-signals instead 
of nerve signals.

AGILITY AND SCALABILITY
Constantly rising amounts of data require 
systems to scale. A system that reaches 
capacity is no longer fully reliable and 
limited in response. Companies have two 
options: scale up or scale out. 
• Scale up: Extend the specialized 

hardware with its numerous central 
processing units (CPU), the brains of 
the computer where most calculations 
take place. Scaling up by extending 
hardware requires procuring, installing 
and testing.

• Scale out: Use cloud-based systems 
with distributed architecture that stings 
together – behind one interface for 
the customer – numerous computers 
to scale larger data sets with powerful 
parallel computing. If something fails, 
other computers take on the extra load.

PIONEERS
The Port of Rotterdam has installed the port 
community system Portbase, which offers 
intelligent services for optimizing calls at 

the terminals, and efficiently exchanges 
information between companies and with 
authorities for planning. This includes 
analysis to understand how to bundle 
containers to and from terminals to reduce 
costs and emissions.

An application combining several 
technologies was used by the Australian 
cotton trader Brighann Cotton Marketing 
for a shipment of 88 bales of cotton from 
Texas (USA) to the Chinese Port of Qingdao. 
The Commonwealth Bank of Australia 
and Wells Fargo have used a combination 
of distributed ledger, smart contracts 
and IoT to facilitate a trade transaction. 
Sensors allowed the banks to monitor the 
shipment’s route, triggering the smart 
contract to release payment for the cotton 
once it crossed a predefined location. 

Maersk has introduced a remote 
container management (RCM) system that 
permits monitoring the moves of cargo. 
This is particularly relevant for sensitive, 
higher value refrigerated container freight, 
where elements such as rough weather 
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can knock off a container. However, the 
installation of IoT devices to track roughly 
300,000 reefer containers took Maersk 
close to three years.

Maersk has also recently announced 
the formation of a joint venture with IBM 
to apply digitalization of supply chains 
and blockchain to trade. This initiative is 
engaging an ecosystem of corporations, 
customs agencies, and logistics companies. 
The goal is to take the paper out of the 
chain and make all processes transparent. 

SMART GOVERNMENTS
The de facto central banks of Hong Kong 
and Singapore recently announced plans 
to connect the Global Trade Connectivity 
Network (GTCN), the trade finance 
platforms they are developing, which will 
use distributed ledger technology. Their 
objective is to make the multi-trillion-dollar 
funding of international trade more efficient 
and reduce the risk of fraud in letters of 
credit (LOC) and other transactions. Linking 
the two digital platforms is part of a broader 
plan between the Hong Kong Monetary 
Authority and the Monetary Authority of 
Singapore to join forces on distributed 
ledger and other financial technology. 

Another example is the single window. 
The one simple point of entry that can ease 
submission of import and export documents 
and other supporting evidence offers 
extraordinary gains. According to ‘Paperless 
Trading: How Does It Impact the Trade 
System?’ by the World Economic Forum 
and UNECE, in Senegal the electronic single 
window reduced border preclearance and 
clearance processing time by 90%, from an 
average of two weeks to just one day. The cost 
of border processes has decreased by 60%.

Governments need to find ways to 
ensure full IoT coverage. This is particularly 
true for those that are responsible for large 
countries. Humans need large bandwidth – 
IoT does not. There is a difference between 
watching videos and tracking a container. 
IoT needs strong antennas to provide 
national and global coverage. 

BEYOND THE TECHNOLOGY
Technology is an enabler. It is a means to 
an end and not an end in itself. Enablers 
are components of a digital strategy that 
improves, adjusts or reinvents business 
models. The business model is what drives 
real value for customers and businesses. 
Thus, digital transformation is business 
model transformation.

Here are some basics for future 
organizations:
• Upgrade legacy IT systems and shift to 

a modular, more adaptable architecture 
that uses middleware and application 
programming interfaces (API) 

• Define an advanced technology 

roadmap, and prioritize use cases for 
proof of concept, specific business 
models and cost-benefit cases

• Invest selectively in new technologies, 
such as AI and robotic process 
automation, to harness near-term 
benefits and prepare for developing 
longer term solutions 

• Explore strategic partnerships with 
other ecosystem participants 

• Design a next-stage operating model, 
including new governance and ways of 
working

Moving towards a new way of working is 
critical in making the supply chain and ports 
smarter. Orchestrating the change towards 
a digital organization requires strong 
leadership. Transformation roadmaps and 
digitization programmes are needed to 
back up the push. Most digital programmes 
start with experimentation. The successful 
ones are selected to be taken to scale 
them throughout the enterprise, with all 
the challenges and obstacles, including 
securing funding and changing the thinking 
and behaviour of people.

THE DARK SIDE
Security and other risks associated with 
automating processes, transactions and 
decision-making along the supply chain will 
arise. This should not hold us back, we just 
need a new quality of risk management. 
In the Fourth Industrial Revolution, 
cybersecurity is the responsibility of leaders. 
The good news is that cyber-risk can be 
managed with traditional risk management 
tools. However, the magnitude of the 
potential damages requires a more 
holistic analysis and attention from the 
top. Further, the exchanging of successful 
practices across systems will help to 
increase resilience.

Some operating systems will be private 
or semi-private, within a specific supply 
chain, operated in a closed group of trusted 
parties. Other platforms might need to 
be neutral to attract and not scare off 
participants. Despite the advantages of 
fully integrated systems, we might need 
to think about some level of fraction for 
security reasons. Companies, governments 
and banks will be forced to develop robust 
API gateway infrastructures to be able to 
connect safely with all types of platforms. 
The cyber war is the battle of bots. AI 
powered agents wait at the gateways but 
also patrol the systems to detect malicious 
activities at the earliest stage. 

LOOKING AHEAD
Smartening the supply chain requires 
coordinated change across the ecosystem 
of buyers, sellers, brokers, carriers, banks 
and governments. In theory, it requires 
the simultaneous adoption of required 
technologies along the entire chain. However, 
technologies will develop irregularly, with 
certain supply chains or businesses achieving 
early benefits, and certain countries moving 
faster than others. Harmonization of standards 
allows for scaling across different platforms. 
Common regulation and interoperability 
between platforms are prerequisites for 
the full exchange of data across the global 
connected network of supply chains with 
ports as important links.

Building intelligent ports and systems 
requires investment, collaboration and 
the mitigation of risks. Realizing a largely 
automated supply chain that makes and 
executes its own decisions requires moving 
from manual to digital, from connected 
to intelligent. We have embarked on the 
journey. Let’s make it an enjoyable and 
enriching experience for all.
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