
CYBER RISK & SECURITY

Following its publicati on in anuary, 2018, 
BIMCO and the Internati onal Associati on for 
the Marine Electronics Industry, and CIRM 
(Comit  Internati onal Radio-Mariti me), 
have presented the industry’s fi rst industry-
wide standard for soft ware maintenance 
to the Internati onal Mariti me Organizati on 
(IMO).

The standard on soft ware maintenance of 
shipboard equipment has been refi ned and 
developed by a joint CIRM BIMCO working 
group, with the intenti on of developing 
a document that would be eff ecti ve and 
meet the requirements of the industry. 

MAKING SOFTWARE MAINTENANCE SAFER
Ships are increasingly dependent on 
more and more integrated soft ware, and 
improving the shipboard updati ng process 
has become criti cal to ensure the safe and 
effi  cient navigati on of the vessel, as well as 
to maintain opti mum security standards. 
BIMCO has already seen incidents 

where ships have suff ered blackouts and 
malfuncti ons in their radar and navigati onal 
systems because of unforeseen diffi  culti es 
with soft ware maintenance.  

Also, cybersecurity threats are increasing 
and growing in severity. Companies must 
secure their internal networks and their 
equipment against potenti al att acks when 
soft ware maintenance is carried out on-
board. They must also ensure that their 
internal networks are protected against 
potenti al att acks during remote connecti on.

The new soft ware standard will help 
ship owners and operators to manage the 
process of maintenance bett er. It sets out a 
process to ensure that qualifi ed people are 
coming on-board at the right ti me and right 
place to perform maintenance. It allows the 
shipowner operator to confi rm whether 
they are adequately trained and to ensure 
that the ship owner operator is informed 
about the cause and eff ect of the problem 
being investi gated.

HARMONISING REQUIREMENTS
The standard on soft ware maintenance of 
shipboard equipment seeks to harmonize 
the requirements for all stakeholders 
involved in the soft ware maintenance 
process, by identi fying, planning and 
clarifying the measures necessary to 
support the maintenance acti viti es 
undertaken through the full soft ware 
lifecycle. 

HOW WILL IT WORK?
The simple aim of the software 
maintenance standard is to make sure 
that any software updates happen in a 
secure and systematic way. As a result, 
the standard sets out clear requirements 
for the stakeholders involved in the 
software maintenance of shipboard 
equipment and associated integrated 
systems for each stage of maintenance.  
These requirements cover the following 
systems: 
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•  Power generation systems 
•  Propulsion systems 
•  Control and alarm systems 
•  Navigation and communication systems 
•  Steering control systems 
•  Ship management systems 
•  Performance systems 
•  Fire and water mist systems 
•  Auxiliary systems 

The standard clearly identifies the 
various ‘roles’ involved in maintaining 
software (producer, system integrator, 
data provider, service and ship-owner) 
and covers the manufacturers, software 
houses, IT subcontractors, data suppliers, 
service providers, servicing companies, 
technicians, ship-owners, masters and 
crews, as well as providing a procedural 
flow for maintenance and an outline of the 
requirements and responsibilities of the 
five roles. A stakeholder may take on one 
or more ‘roles’.

The requirements of the standard will 
apply to stakeholders working across the 
full software lifecycle, with specific regard 
to: 
•  On-board maintenance, where software 

maintenance is performed on board the 
ship by an external service provider

•  Onshore maintenance, where shipboard 
equipment is sent for software 
maintenance to the premises of an 
external service provider

•  Remote maintenance, where the 
software maintenance is performed 
by accessing the shipboard equipment 
from a location external to the ship, via 
communication link(s)

The new standard will increase the 
visibility of the software installed on-board 
and will ensure the effective planning of 
maintenance. It will also improve effective 
communication between the different 
parties involved in maintaining it. 

The crew will need to have a complete 
list of the software versions that are 
currently running on the ship’s equipment, 
and will need to make certain that the 
equipment can display the current software 
version. Appropriate software will have to 
be developed, allowing the ship to do a 
complete roll-back to a previous software 
version if an update goes wrong. By keeping 
the software up to date, the opportunities 
for hacking will be minimized, thereby 
further enhancing safety. 

The software maintenance standard has 
been developed over a four-year period in 
collaboration with many industry leaders. 
CIRM and BIMCO started working on the 
project in 2013 and the launched pilot tests 
for the standard for software maintenance 
in 2017. 

Over the course of its development, more 
than twenty companies including shipowners, 
bridge equipment manufacturers, service 

providers and system integrators from 
across the industry have been involved in 
the standard’s development. The pilot test 
participants have included BIMCO, CIRM, 
BP Shipping, Emarat Maritime, ongsberg, 
Furuno, Maersk Line, MAN Diesel  Turbo, 
Radio Holland, and Sperry Marine.

THE NEXT STEP 
BIMCO and CIRM would like to see the 
standard become an ISO-standard in 
order to make it more robust. ISO has 
provisionally accepted the proposal and 
BIMCO expects a work group to complete 

the standard in 2021. It is BIMCO’s and 
CIRM’s hope that everyone involved in 
producing and maintaining software for 
shipboard equipment will use this standard 
moving forward. 

It is our hope that all of BIMCO’s 
members will use suppliers who use 
this standard and that the shipowners 
will adhere to it as well, for example, by 
ensuring that there is an updated software 
log on board. 

The entire standard an e re ie ed on 
O s and s e site
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