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CUSTOMS AND 
SECURITY

The two words ‘Port Security’ hold a much more sinister 
connotation than they did five years ago. True, ports throughout 
the world still look for illegal contraband, whether it’s in the form 
of illegal aliens or goods, but there’s something else; something 
more threatening lurking in today’s seaports.

Bio-terrorism and Weapons of Mass Destruction are not new 
terms; both have been used for decades. The use of bio-terrorism 
or bio-tactics has been around for at least two thousand years. 
Warriors were known to pour poisons from upstream that would 
eventually find its way into the enemy’s camp. Decomposed and 
plague ridden bodies were catapulted over castle walls to infect 
the sequestered enemy. 

As we have evolved in our technology, so has the means to 
create new forms of existing viruses, new bio-terror elements. For 
millennia, disease could only travel as fast a person could walk. 
Today, a toxic virus can be on the other side of the world within 
24 hours. It can be concealed in a vial, on the back of a postage 
stamp or within a human being. A simple shake of a hand or a 
sneeze could create a domino effect of death.

Detecting these forms of attack is considerably more difficult 
than securing our ports from the other means of terrorist 
infiltration. Smuggling in mechanisms to construct ‘dirty 
bombs’ or bombs is another story. With today’s highly evolving 
technologies, we can scan and x-ray effectively through inches of 
steel. Containers from ships can be scanned at a rate of one every 
30 seconds. The United States Customs and Border Protection 
established the Container Security Initiative to diminish the 
chances of Weapons of Mass Destruction from entering American 
seaports. As a result of this stringent programme, the international 
maritime community is coming together as a collective body to 
make ports around the world safer.

Enhancing port security
Prior to the events of that tragic day in September four and a 
half years ago, Maryland’s Port of Baltimore had been updating 
their security measures. Security projects were completed after the 
attack in New York and at the Pentagon. In less than a year after 
September 11th, the United States Congress began the approval 
of funds to enhance ports throughout the country. Since June of 
2002, Maryland’s Port of Baltimore has received $18 million in 
federal funds as well as special state funds. 

Video surveillance and perimeter security
Recently, the Port signed a $5.5 million contract with the security 
firm Adesta. The agreement included the design and installation 
of a remote video surveillance system as well as enhancements 
to current terminal perimeter security. This system will include a 
fully scalable communications and electronic security network. The 
perimeter security measures include closed circuit television, video 
analytics and force protection for all terminals located at the Port.

Real time intrusion detection technology and thermal and 
low-light cameras will allow security personnel to monitor fences, 
terminals, gates and piers in order to quickly respond to suspicious 
activities. The communications network will provide a wide area 
network with both wireless and fiber optic links to connect the 
public facilities.

Enhancing port security at the  
Port of Baltimore
J.B. Hanson, Public Information Officer, Maryland Port Administration, Baltimore, USA

Enhanced gate security ensures better terminal safety.

The Port has received $18 million in federal funds since June 2002.

Another addition to the Port’s arsenal against terrorism. 
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Patrol boats
With some of the federal port security funds allocated, the Port 
purchased a 32V Dauntless Security Patrol Boat (DSPB) to patrol 
the waterside perimeters. The DSPB is equipped with a Raytheon 
Radar System, Davit 300 Lb capacity winch, weapon mount 
foundation, diving platform, two Yanmar 315HP inboard engines 
and a Portable Side-Scan Sonar System. In keeping with the Port’s 
security partnership and memorandum of understanding with the 
Maryland Transportation Authority Police (MDTA), the DSPB is 
assigned to the MDTA’s arsenal of security vessels, but the Port 
retains ownership.

Mobile Sea Container Systems
In addition to the almost $18 million in security improvements, 
Maryland’s Port of Baltimore can also boast that it has one of only 
two Mobile Sea Container Systems in the United States. This $6 
million x-ray machine commonly known as the ‘Eagle’ has the 
capabilities of scanning a 40 foot container in under 30 seconds 
was provided by the Customs and Border Patrol.

The human factor
With all the security currently in operation there is one factor 
that is essential for success – the human factor.

The recently appointed Executive Director for the Maryland 
Port Administration (MPA), Brooks Royster has made a point 
of building a bond with the private sector to ensure a better 

relationship in the event of an incident. His belief is that if we 
know our partners and their capabilities more things will go right 
rather than wrong if something happens. Mr. Royster is also a 
proponent of table-top and site exercises. What went wrong with 
the first exercise won’t happen in the second one and what went 
wrong with the second one will not occur during the third.

In September of 2005, Mr. Homer Williams became the 
Port’s first official security director. In 1995, Mr. Williams was 
the Assistant Commissioner, Office of Internal Affairs for the 
former United States Customs Service, forerunner to the now 
Customs and Border Protection. In 2002, he retired while holding 
the position of Special Advisor on Enforcement. Mr. Williams 
believes that security is a mindset that must be embraced by 
the community it is intended to serve. Consequently, he strives 
to administer security methodologies and technologies in 
collaboration with clients, stakeholders and other government 
agencies to include various law enforcement jurisdictions.

The Port’s reputation for security and its close proximity to the 
nation’s capital brought President George W. Bush to the terminals 
in July 2005.

With the mechanical hardware in place and the community 
working closely together, Maryland’s Port of Baltimore is much 
more secure than four years ago, and four years from now, it 
will be more secure than today. Security requires vigilance, 
enhancements and partnerships to succeed and when that 
happens, the world’s ports become a safer place.

J.B. Hanson is a Public Information Officer for the 

Maryland Port Administration (MPA). He came from 

the private to the Maryland government in 1998 and 

has been with the MPA since July 2004. He has been 

in the field of media relations for over thirty years.

Maryland’s Port of Baltimore is number seven 

nationally for value cargo and fourteenth in national 

standings for cargo tonnage. The Port is celebrating 

its 300th anniversary of water-bourne commerce in 

2006. The Maryland Port Administration, celebrating 

its 50th year in 2006 as well, is the facilitator for the 

public sector terminals and falls within the auspices 

of the Maryland Department of Transportation.

Maryland Port Administration

World Trade Center

401 E. Pratt Street

Baltimore, MD 21202

USA

Tel: +1 410 385 4444

Website: www.mpa.state.md.us

ABOUT THE AUTHOR ABOUT THE PORT ENQUIRIES 

The ‘Eagle’ has the capabilities of scanning a 40 foot container in under 30 seconds.
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