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Customs and 
seCurity

Ports are the lifeblood of most of the world’s countries – a 
disruption in one of them can create chaos thousands of miles 
away. For example, a major industrial accident in a UK south 
coast port facility recently caused a significant downturn in 
production in a car manufacturing facility. 

Protection of a port and its environs is accepted practice across 
the globe with a range of initiatives and technology in place to 
profile and manage traffic entering both territorial waters and 
port limits – but many countries forget the sub-surface threat, 
and this is done at their peril. Earlier in 2010, for example, Israel 
detected a series of potential terrorists wearing scuba diving 
equipment off the Gaza coast. 

Assessing the underwater threat
Let’s look first at what can be threatened by an underwater attack. 
The obvious answer is a vessel either alongside or transiting a port 
– but what about the berth or jetty it moors to; or a lock gate, or 
a set of pipelines or cables which run below the surface? Is there a 
bridge that spans any part of the waterway? If so, does it have any 
supports in the water – this could also be classed as a vulnerability. 

So how do you go about assessing your underwater threat to 
ports? The first thing to look at is why anyone would want to 
attack your port. In order to ascertain this it is recommended that 
you get an expert to conduct a threat analysis. For this, you will 
need to look at a range of risks including the geopolitical arena, 
any criminal or terrorist influences, or indeed local issues. Once 
this has been completed you will have a good idea of the types of 
issues you are facing.

Once the key threat drivers have been identified you then 
need to look at what parts of your port could be at risk of a sub-
surface attack. A small yacht marina in the port limits could be a 
good spot for smugglers; likewise a LNG dock in the same port 
could be a great target for terrorists – both will require different 
solutions. You also need to work out what types of mediums could 
be used to launch an attack – could it be simple swimmers with a 
snorkel, divers on air, or a piloted or autonomous mini submarine?

Responding with effective technology
So what types of protection solutions are available in today’s 
highly technological market? The answer is lots, but bear in mind 
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that sometime old-fashioned ones can be as effective as their 
newer counterparts. The basic defense is a physical barrier – this 
is used to great effect around many military and high value assets 
today. Such nets or barriers are made of high quality materials, 
which make them very difficult to breach in a short period of 
time. The problem with such equipment is that it is difficult and 
time consuming to put in place and remove – this is not ideal 
when working in a busy port.

Routine high definition multi-beam sonar searches will 
allow the authorities to form a picture of the seabed and see if 
anything has changed; for example, the placement of underwater 
improvised explosive devices (UWIED) or mines, but this is only 
as good as the last survey – so time doesn’t help in this regard. 
Another option is to lay a seabed-based scanning system at key 
strategic locations – this allows security personnel to monitor 
the underside of vessels for any suspicious activity (i.e. keel 
appendages used for smuggling). This system has potentially high 
start-up costs and is obviously only of use against compliant 
vessels. Another, slightly cheaper method of detecting hull 
anomalies is the deployment of divers or small remotely operated 
vehicles (ROVs). 

Turning to the more asymmetric threat – where the potential 
to cause damage to life or infrastructure from a sub-surface 
attack is a potential problem – it is obvious that manpower alone 
cannot solve this issue cost effectively or safely (imagine trying 
to police the underwater threat to a port with rolling teams of 
divers!). It is here that technology comes into its own. There 
are a number of Diver Detection Systems (DDS) on the market 
currently that can monitor multiple contacts and allow users the 
ability to prioritize and prosecute threats in an effective manner. 

Similar solutions are also available for mini-submarines and 
other larger underwater threats – such vessels are being used to 
smuggle narcotics, which is arguably only a small step away more 
dangerous threats. 

Finally let’s not forget old technology used in novel ways – 
around 50 million years ago dolphins came into being. Recently 
the Space and Naval Warfare Systems Centre (SAIC), based in 
the United States, issued a US$49 million contract to develop a 
training regime for these mammals, which includes teaching them 
how to patrol areas, mark suspicious objects and conduct wider 
security duties – they need no electricity to run and only food to 
keep them happy – the only downside is that they need training. 

Summary
In summary, the underwater threat from either divers or more 
technological means is increasing. The location of many aspects 
of critical national infrastructure (i.e. oil and gas, or cable landing 
sites) close to the sea could prove to be a natural magnet for 
terrorist organizations. Underwater smuggling of nefarious people 
or goods (be it weapons or drugs) is also expected to rise due to 
a number of factors, including increased surface surveillance and 
intelligence causing criminals and terrorists to look for alternative 
means of attack. 

In addition, the development and greater availability of covert 
technological solutions, such as closed-circuit self-contained 
breathing apparatus (or re-breathers), or larger mini or narco-subs, 
allows the criminal fraternity to operate with greater scope below 
the waves. 

So is it necessary to take measures to reduce the underwater 
threat? The answer is yes. 
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divers can be deployed to detect hull anomalies and other underwater threats. 


