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More than ever the cruise ship industry is being put under the 
security microscope and is being forced to step up their security 
and to adhere/proscribe to tighter security measures. While many 
of the changes in cruise ship security are very good, they are still 
really only looking at the bigger ‘PR picture.’ Right now, the 
cruise ship industry is being battered and assaulted by a whole 
variety of complaints against their attitude to security, not the 
least of which is the ongoing US political hearings into missing 
passengers at sea. 

Worldwide, major ports are also being put under tighter 
security and more and more are proscribing to the ISPS Code. In 
this post 9/11 world, port security on all levels and in all areas has 
been increasing and improving, which is a definite positive trend. 
However, to date there are still some areas that have either been 
ignored completely, or simply just not thought about. One of 
these areas that I would like to put some focus on is ferries.

Although the big picture is one that I don’t think anyone should 
let go of, some of the littler pictures can be just as dangerous an 
environment to operate in and in many cases, a recipe for even 
more damage to occur if allowed to continue without change 
or consideration to the terrorist potential threat. I think in many 
countries, with the possible US exception, that ferries are being 
allowed to do this.

An un-thought of target
In maritime security, we all know that the possibility is always 
there for a terrorist group to want to take control of a ship or any 
vessel for that matter, and take hostages or cause damage – and it 
is not something that is new or foreign to us. Once taken over, the 
disaster can be as wild as your imagination’s. In the wrong hands, a 
vessel could easily become a battering ram to be used to run into 
other ships, port berths or shore-side facilities to cause extensive 
damage to them all. Also, the global media proliferation message 
of such an event to the common traveller (as with the planes on 
9/11 going into the twin towers) sends the very real message 
of fear that perhaps no one is immune from such an attack. Just 
the same as with cruise ships or any other vessel, terrorist groups 
may also want to use a ferry in a military style attack to sink and 
blockade harbours and/or place explosive charges for immediate 
threat or later use. Basically, if we can think of the unthinkable, so 
can the terrorists, so as much as we will continue to use our best 
and brightest security minds to plan and design our contingencies 
for such events, a big part of that contingency recovery plan has 
to be how to get back to normal operations as soon as possible. 

At major ports and ship facilities around the world, security has 
been upped dramatically, thus potential terrorists would not be able 
to simply gain access to many key areas now – or so we’d all like to 
think. At the local ferry terminals however, in Canada especially, the 
security is basic at best and non-existent in most – as demonstrated 
by the Millennium Bomber. So there is absolutely nothing to stop 
the terrorist threat from gaining access to just about anything and 
doing almost anything imaginable in ferry terminals and/or on 
the ferries, in most locations today. As with the subway bombings 
in the UK, the terrorist threat to all our transportation systems is 
now very real. Not just to airports or seaports, but to all passenger 

transportation terminals and modes of public transport; as the 
Israeli’s can attest from decades of such events. 

Problems surrounding ferry security
As we have also seen in the past with New York’s Staten Island 
Ferry System, and British Columbia’s BC Ferries, ramming into 
a dock (even accidentally) can and does occur. Just imagine if a 
terrorist group planned and did it right, it could have a far more 
disastrous outcome if their intent is to create deliberate damage 
and loss of life. As we have seen with the Egyptian ferry disaster, 
any large number of lives can be lost at sea and very quickly. If the 
Egyptian ferry had continued on to its desired port, a lot more 
damage and lives could have been affected. 

Due to their geographical borders, some countries rely more 
heavily on their ferry systems than others. Again in B.C., Canada, 
where more recently the sinking of a single ferry completely 
isolated entire communities; people were stranded and supplies 
had to be helicoptered in. Months later, they are still trying to 
recover and figure out how best to resume normal operations to 
meet travellers’ needs. Terrorist groups could easily target such 
systems (and communities) where the disruption factor alone, 
once coupled with fear and costs of recovery and media coverage, 
could all make these very insecure areas quite appealing future 
targets of the terrorist, on a global scale. Coordinate this type of 
disruption with other non-maritime attacks, and you do not have 
a very good situation.

Ferr ies are in most cases under the local government’s 
jurisdiction, not the federal governments. As such, security 
levels are nowhere near up to what they should be. Because the 
majority of the sailings are within domestic waters, the thinking 
or direction is that such security is not really necessary. Many 
wonder why they should spend hundreds of millions just to 
bring attention to an area of a ‘potential’ security risk, if the flaw 
itself has not been publicly identified as one of concern, or a 
high enough profile elsewhere around the globe. But as I have 

just pointed out, indecision and refusal to accept the facts that 
most public ferry systems have little to no security, is a recipe 
for disaster, as more and more terrorists are home grown and 
are performing terrorist acts within their own country. Also as 
mentioned, just because a ferry remains in operation in domestic 
waters, does not mean that the impact of an act of terrorism 
would be small. 

The littlest fish could end up being the 
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Security for local ferry systems is basic at best and non-existent in most cases. 
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The next step
I think that all ferry systems should be brought into the post  
9/11 security world, revamped in a lot of areas and also made to 
be ISPS Code compliant, like any other seaport, I refuse to see 
how they are, if they have not addressed the security shortfalls 
most large ferry terminals have in this regard. These ferries are still 
maritime vessels and are still coming in and out of ports – so why 
don’t they have port police or port security personnel present at 
the very least? You simply cannot ignore the risk anymore. 

In this day and age though, more thought and awareness needs 
to be given to the fact that more and more terrorists are being 
home grown. This reality also means that they do not have to 

cross any borders or go through any border security checks while 
inside their own country. So what is there to stop them from 
doing something inside that same country? The message of the 
bombers on the London subway and why they did this terrible 
act cannot be forgotten, for they stated it was to bring attention 
to the plight of Muslims within the UK – which must surely 
indicate the change in the face of terrorism, as it is reported by 
experts that one of the largest growth areas for such support in 
the US today, is within their very own jails. 

The message is, always keep the big picture in mind, but do 
not ignore completely or gloss over the little details. It could be 
detrimental to your health!

Derik Latham  i s  a publ ished 

international author and writer. 

He has recently been invited to be 

considered for recognition as a 

Transportation Expert by the United 

Nations Security Council. He has extensive experience 

as a Marine Security Specialist and Security Consultant 

and Cruise Line Police Liaison Officer and now works 

full time for the BC Ministry of Transport, supervising 

Peace Officer/Inspectors who handle Enforcement, 

Investigations and Audits around the Province of 

British Columbia, Canada. Derik is an expert on Risk 

Assessments and the ISPS Code. He also worked for 

the former Ports Canada Police as a Security Team 

Leader at Canada Place Cruise Vessel Terminal and 

was considered their resident bomb expert.

Angela Latham is Derik’s daughter. She has been his 

personal assistant and associate for the past decade 

in Maritime Consultancy and Security and has done 

contract work for the IAASP on their Accreditation 

Manual and in helping to develop their Threat and 

Risk Assessment Manual. She earned her BSc from 

Canada’s Simon Fraser University, and is currently 

enrolled in Singapore’s Institute of Defence and 

Strategic Studies, where she will earn her MSc in 

Strategic Studies along with a further Certificate in 

Terrorism, from the International Centre for Political 

Violence and Terrorism Research. She is also a 

Research Assistant there and works with both the 

Maritime and Internal Conflicts programs at IDSS.

The IAASP, a non-governmental and non-profit 

association, was formed in 1969 bringing together 

representatives of police, other enforcement agencies 

and the transportation industry in the movement 

of passengers and cargo at airports and seaports 

around the world. The Association has served in a 

consultative capacity with the United Nations, the 

US Department of Transportation, US Senate, the 

National Cargo Security Council, the Canadian 

Ministry of Transport and other organisations 

dedicated to port law enforcement, port security and 

economic development.

IAASP

Email: derik.sb@shaw.ca

Website: www.iaasp.net

ABOUT THE AUTHORS AND THE ORGANISATION

ENQUIRIES 


