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CUSTOMS AND 
SECURITY

Something strange is happening in our ports, harbours, airports 
and terminals and I am sure that few of us are aware of the 
revolution which is occurring right here in the UK.

We are being watched... not by the police, a security guard or 
even a camera, but by an array of some of the most sophisticated 
networked surveillance solutions in the world.

As an organisation that represents more than 100 manufacturers 
and system solution providers of security and related technology, 
‘THE IP PEOPLE’ as we are euphemistically named, are closer 
than most to the changing technologies which are being employed 
around the country and across the globe. Our independent 
technology forum; the IP UserGroup has more that 10,000 
members in the UK alone and some 14,000 around the world.

Going digital
It is estimated that every individual in the UK is imaged by 
CCTV an average of 340 times per day – we are the most watched 
population in the world and what is more we are being digitised. 

More and more CCTV, access control and surveillance systems 
are going digital and what’s more many systems are networked 
and transmitting our images across the internet; not to be viewed 
by a voyeuristic ‘Big Brother’ but to ensure that our day to day 
lives are safer, that theft and arson is reduced and that incidences of 
terrorism and anti-social behaviour are identified and dealt with.

In truth we rely upon surveillance technology more and more, 
not simply to monitor or record images, but to assess, analyse and 
store material that is vital in the war against crime. 

Sophisticated integrated surveillance, access control, biometric 
and intruder alarm systems are now being adopted across the 
country and the world, many of which are also being considered 
to enhance Homeland Security, Border Control and Immigration 
Management functions.

Digitised surveillance and biometric data can now be processed 
by some jaw-dropping application software, tracking vehicles, 
property or even individuals, preventing access to sensitive or 
dangerous areas or even turning off the lights when leaving a 
building. This in conjunction with all of the mandatory security 
management requirements, storage, monitoring and retrieval all of 
which adhere to European and UK standards and current Privacy 
and Data Protection legislation.

Port Authorities, the Immigration Service, police, airports and 
other border control and monitoring establishments are now 
seeing the benefits of networked surveillance particularly utilising 
existing network and DSL infrastructure such as a Local or Wide 
Area Networks and Wireless Technologies. Networked or ‘IP’ 
based security systems have now been installed across the world 
from Project Bluebird in Kent to a Port Facility in Norway.

All of these applications rely upon networked digitised 
surveillance technology much of which interfaces with traditional 
analogue CCTV cameras and intruder alarm systems protecting 
existing investment and opening up ‘closed’ systems remote 
monitoring, storage and data management.

The technology is there, the manner in which it is being 
applied is growing daily and the future of Security and Building 
Management is TCP/IP – Networked solutions.

But don’t take our word for it...
There follows extracts from case studies which illustrate how 
networked solutions can be deployed within a port environment.

Case study 1: Bluebird project tightens port security
In these days of heightened security alerts and increased calls for 
tighter policing of the entry points into Britain, finding more 
effective ways to control our borders has become a top priority.

With some of the country’s major ports under their jurisdiction, 
the Kent Police are in the frontline of this activity. They launched 
‘Project Bluebird’ to improve their effectiveness in monitoring 
vehicles entering the country by sea. The project is to deploy 
Automatic Number Plate Recognition (ANPR) at all the Kent 
ports, and at their corresponding exit ports on the continent. 

This highly sophisticated remote surveillance system, uses 
state-of-the-art RAID technology for the utmost flexibility and 
reliability. It features a 1Gb backplane to give RAID 5 ‘hot swap/
hot standby’ capabilities for the highest levels of reliability. It can 
be expanded to up to 1,024 Terabytes and can accommodate 
input from a virtually unlimited number of cameras.

The Bluebird project features a highly advanced system for 
automatic storage management of CCTV images. All cameras 
are set to record continuously for a specified time period. When 
a suspicious number plate is identified, images recorded pre and 
post the identification are moved to a separate buffer for a longer 
storage period. Finally, if the identified plate matches a specific 
criterion set by the police, it is automatically moved to an off-site 
archive store. The system also allows for manual archiving and 
event extending when required.

Reducing security and surveillance to 
ones and noughts
Paul Hennings, Director, IP UserGroup, Surrey, UK

With the exiting LAN and Internet infrastructure, Westcon AS gets more 
flexibility with IP surveillance solution. IP surveillance also makes the possibility 
of easy installation for temporary camera sites.
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To make the system as easy to use as possible, the DVR controls, 
enabling video recording, playback and archiving, are fully 
embedded within the main system user interface. Partners in this 
prestigious project were Petards, who provided the user interface, 
data handling and control software; Civica, who linked the system 
to the police database; and Tyco Integrated Systems who provided 
the systems integration.

Case study 2: Enhance the protection of port facilities with 
international shipping arrivals 
Due to the difficult cabling issues in the dock, Westcon AS, 
the Norway-based service provider for oil rigs chose Acti’s IP 
Surveillance products and Imenco’s video surveillance system 
integration services to deploy their security surveillance. There are 
a total of 16 channels with video servers, IP cameras and IP speed 
domes installed in this surveillance project.

Since the ISPS code, surveillance requirements for port facilities 
have become more strict, therefore Westcon AS at Ølen had 
to upgrade and extend the surveillance facilities in their yard 
area. In order to have cost-effective investment for the security 
surveillance deployment, they decided to reduce cable installation 

and use an IP-based surveillance proposal instead. With the 
exiting LAN and Internet infrastructure, Westcon AS gets more 
flexibility with IP surveillance solution. IP surveillance also makes 
the possibility of easy installation for temporary camera sites. In 
connecting to the exiting analogue cameras, they used video 
servers, which digitize video from analogue cameras and transmit 
video via LAN and internet. They installed the IP cameras and IP 
speed domes for all new sites. Based on the successful IP solutions 
implementation, they are also able to monitor and manage all 
remote cameras in multiple monitoring stations. Meanwhile the 
IP cameras and video servers now provide Westcon’s management 
with video from nearly every area of the yard, 24 hours a day, via 
the internet.

Find out more 
To find out more about IP based security solutions and the 
convergence of building management systems, visit the IP 
UserGroup website www.ipusergroup.com where you will gain 
access to both technical and application based information on 
the technology and how it is being used. The IP UserGroup is 
independent, subscription is free and you will be entitled to join 
us at our regional IP-in-Action LIVE events in a city near you 
and receive a complimentary copy of IP focus Magazine quarterly.

Alternatively visit IIPSEC 2008 at Stoneleigh Park Coventry 
29th – 31st January where you will be able to see the technology 
in action in the Exhibition Hall, attend Technical Seminars 
and Workshops or visit IP-in-Action case study presentations.  
For details visit www.iipsec.com or email info@iipsec.com
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Westcon AS, the Norway-based service provider for oil rigs upgraded their 
security with IP surveillance. 

Port Authorities and others are now seeing the benefits of networked 
surveillance particularly utilising existing network and DSL infrastructure such 
as a Local or Wide Area Networks and Wireless Technologies.


