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CUSTOMS AND 
SECURITY

The new edition of ‘The World Maritime Security Report,’ by 
market analysts Douglas-Westwood, describes the developments 
in maritime security from the end of the 19th century to the 
current position and suggests possible trends for the future, as well 
as costing for the implementation of the current international 
security requirements for vessels and ports. 

Background
In 1985 the Achille Lauro was seized by Palestinian terrorists 
who had been planning to carry out an operation against Israel. 
It was yet another failed terrorist attack on Israel but became 
a major maritime terrorist incident, in that it was the first 
time a cruise liner had been hijacked and a hostage executed. 
Furthermore, the incident demonstrated that the maritime 
industry as a whole was lacking in basic security awareness and 
procedures. Following this incident, many nations instigated 
legislation to protect passenger vessels and the UN Agency 
and the International Maritime Organization (IMO), realised 
that the Safety of Life At Sea (SOLAS) needed to address the 
terrorist issue and introduced international legislation aimed 
at passenger vessels. However, the majority of the maritime 
industry remained somnolent.

All this changed with the hijacking of four airliners and the 
destruction of the World Trade Centre in New York on 11th 
September, 2001. The airline industry was well aware of the 
threat to their assets and had undertaken numerous security 
measures to protect themselves and their passengers. However, 
their measures were not enough. The US, in particular, 
recognised that there was a glaring shortfall in security with 
regard to the maritime industry. The US pressured the IMO and 
an international agreement was reached on the introduction 
of the International Ship and Port Security (ISPS) Code in 
December 2002. The measures described within this Code were 
to be implemented by 1st July, 2004.

The ISPS Code
The Code was introduced following a terrorist incident, yet the 
terrorist threat to the maritime industry is generally not deemed 
to be high and where attacks have been carried out (USS Cole in 
Aden (Oct 2000), VLCC Limburg off Yemen (Oct 2002), Port of 
Ashdod, Israel (Mar 2004) – to name some of the more significant 
attacks) have, in terrorist eyes, not been successful. The vessels did 
not sink and the port was not destroyed. However the maritime 
industry is viewed as vulnerable and the US has particular 
concerns as to the potential targets of terrorist attacks.

The Code addresses the majority of the world maritime fleet 
and even more significantly the security of ports, particularly the 
interface between a vessel and a port and the port facility. The 
Code identifies the need to undertake a risk assessment of a vessel 
and/or port facility, whereby the vulnerabilities of the vessel or 
port facility are identified. Once the assessment is completed a 
security plan, incorporating security measures, is produced and 
implemented in each vessel and/or port facility. The Code, in 
respect of facilities and individuals, recognises that there is a 
corporate responsibility for the security of a vessel or port. 

Security measures
A number of security measures are identified within the Code 
but they can be encapsulated by a single principle – the control 
of access to the vessel or port facility. This is controlling the access 
of personnel, vehicles, cargo and equipment to the vessel or port 
facility, i.e. allowing in that which has a legitimate reason for 
being there and preventing that which does not. The Code does 
not state how control of access is to be implemented or gives 
detailed requirements for physical measures but gives general 
guidance on what is required.

It is a well known fact that efficient security cannot rely solely 
on one particular measure and that an effective system is based 
on a number of interlocking measures which complement and 
support each other. These measures can be proactive – where a 
particular measure attempts to catch the interloper before access is 
gained, e.g. vetting of employees – or reactive where the measure 
forces an interloper to reveal their intentions, e.g. a perimeter 
fence surrounding a site forces the interloper to climb the fence 
to gain access. 

The use of additional measures can enhance security, thus a pass 
and permit system reinforces the vetting of employees, while lighting 
and alarms can improve the effectiveness of a perimeter fence.
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The Achille Lauro incident in 1985 brought basic maritime security issues to light. 

9/11 was the catylist for radical changes to maritime security. 
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Ports
The size and complexity of ports almost defies the implementation 
of effective security measures. Additionally, their history within a 
country may mean that a port has grown within the infrastructure of 
the country/surrounding hinterland and cannot be easily separated 
from the urban sprawl. However, the Code requires effective control 
of access and, as an immediate measure, ports need perimeter fences. 
The size of a port and its port facilities often require extensive 
lengths of fencing which cannot be effectively patrolled. Alarms and 
lighting are essential but the need for an ability to react effectively 
and efficiently demand that systems be in place to enable limited 
resources to be deployed in time and to the appropriate location. 
There is no doubt that an effective CCTV system, with its ability for 
24 hour all weather observation, tilt, pan, zoom control, movement 
detection and linkage to alarm systems, will meet this requirement.

An EU report in 2006 stated that there were 3,700 port facilities 
in 1,200 ports within the European Union. The US is identified as 
having 4,365 port facilities in 226 ports in a document produced 
by the OECD in 2003. There is no doubt that in many of these 
ports’ existing CCTV systems are in operation, as there is no other 
way to cost effectively police these ports and their facilities. Lloyds 
Register Fairplay’s Ports Guide identifies 8,336 port facilities 
worldwide. If ports undertake self-assessments to identify threats 
and vulnerabilities, security plans can be put into place. It is very 
difficult to assess the proportion of the huge number of ports 
worldwide which are undertaking such self assessment, to aid their 
compliance with ISPS. In addition to this obligation for ports to put 
together comprehensive security plans, such measures can also be of 
economic benefit to the facilities. For ports and ships which are 
sufficiently protected, it would be hoped that piracy and robbery 
could be reduced and lead to less disruption of trade. 

The US are continually concerned about port security, and feel 
the ISPS code does not go into enough detail, therefore they have 
introduced a number of initiatives to further address the security 
of cargo in particular, specifically containers:
•  Container Security Initiative: additional measures for ports 

where containers are checked before arrival, so far more than 40 
ports have signed up.

•  Secure Freight Initiative: primarily aimed at the detection of 
radioactive material hidden in containers implementing the 
‘Secure Freight Initiative.’

•  C-Tpat: shippers sign up to an initiative that ensures the security 
of all goods handled have gone through a robust security 
procedure from manufacture and loading through to delivery.

If ports outside the US comply with these additional 
requirements, then they will find it easier for goods to clear the 
US ports system and thereby streamline the whole process, which 
may in turn lead to increased volumes of trade. 

Vessels
While initial reaction to the terrorist attack on the Achille 
Lauro cruise vessel has lead to increased security on the vessels 
themselves, no particular attention to the security of the majority 
of the maritime fleet was undertaken until the introduction of 
the Code. Cruise vessels have, in the main, sophisticated security 
measures in place covering the passenger areas but not exclusively. 

However, in most instances cargo vessels do not have extensive 
security measures in place and the introduction of the Code has 
forced a ‘sea-change’ in their attitude towards security. The margins 
within the cargo sector are tight and the application of security 
measures within the industry has further reduced these margins. 
Vessels are becoming larger, more complex and more highly 
automated with reduced crew levels and working to tight schedules.

The threat to the cargo industry is primarily from criminal gangs 
especially while the vessel is at anchorage or in port, where they are 
easily accessible to robbers. The majority of all maritime incidents 
reported to the International Maritime Bureau concerns attacks on 
cargo vessels while either at anchor or at a berth in a port. Again 
the Code does not lay down specific measures to be undertaken by 
vessels but the control of access is the main principle. There is no 
doubt that physical security measures can assist in the protection of 
a vessel. While new technological systems could be as sophisticated 
as those used in port facilities, the major issue would be a robust 
system capable of operating in or still functioning after the most 
adverse weather conditions. It is more than likely that vessel 
operators would want systems permanently in place and not ones 
that would be deployed when the vessel arrives at an anchorage or 
berth as this would take up too much of the crew’s time. 

Conclusion
The real issue is: has ISPS improved security in ports? It is very 
difficult to ascertain this, as security issues in ports have never really 
been measured. All major terrorist incidents have all been carried 
out in or approaching ports. The cost of implementing the ISPS 
code onboard ships and in ports is extremely difficult to estimate. 
Sufficed to say, outlay on capital expenditure since the code’s 
implementation in 2004 is likely to have been considerable and to 
spread over several years. Different levels of compliance, pre 2004, 
in ports around the world will have necessitated different levels of 
spend to bring facilities up to scratch. Operational expenditure is 
obviously an ongoing issue, with equipment requiring maintenance 
and personnel requiring proper remuneration.
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