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CUSTOMS AND 
SECURITY

Our greatest fears have been realised over the past few weeks with 
the attempted car bombing of London’s Haymarket, the second 
car found in Cockspur Street and the horrendous site of the jeep 
ablaze as it tried to smash into the terminal at Glasgow Airport.

Although at the time of writing this piece no-one has claimed 
responsibility for the attacks it is clear that terrorism in the UK 
has moved into a new and frightening phase. Car bombing and 
worse suicide car bombing has been the method of choice in both 
Baghdad and Afghanistan for some time, but to see it employed 
on the streets of our great cities is a new development.

A new role for security systems
The question on everyone’s lips is how can we combat this type 
of atrocity and how long before someone is maimed or worse 
killed. From a security perspective this type of activity is our worse 
nightmare, identifying potential risk and denying access to sensitive 
areas is a challenge that the security market will have to rise to.

As we see on TV and from comments from those on the 
ground, there is already technology which provides ‘crystal 
clear’ images and can record and store data of an extremely high 
standard for post-event analysis, but is there anything else that the 
industry has in its armoury that will assist in preventing this tyre 
of terrorist activity.

Traditionally CCTV and surveillance technology has been 
utilised to monitor and deter but does it now have a new role; 
‘identification.’ Ask any video forensic scientist what they need to 
give best results and they will say “the highest resolution image at 
the highest frame rate recorded continuously,” but all will also agree 
that this is simply not possible in all cases. So what can be done? 

Joined up security
Let us take each of the incidents and look at what could have 
been done in an ideal world utilising the very latest networked 
security technology – I hasten to add this does not necessarily 
mean that much of this solution is not already in place.

Incident one: Haymarket. Bringing potential problems to the 
attention of CCTV monitoring stations has always been a huge issue, 
I can only guess how many cameras there are in Central London 
but it will be several thousand, so how can a potential incident 
be identified and the security services alerted – Analytics – the 
latest buzz word in the security industry. Put simply this is a layer of 
intelligence which analyses digital video data caught on CCTV and 
processes the data against certain rules. Examples include reading 
Car Number Plates (as in the congestion charge area) identifying 
unattended luggage and in this case spotting a suspicious vehicle, 
which has been stationery somewhere that it should not be and 
at a time when this is not normal behaviour. The system would 
alert the monitoring station, possibly bringing up the image from 
the CCTV camera in question on his monitor and in some cases 
automatically focusing other available cameras on the area of interest 
– what follows would be the usual procedure for dealing with a 
suspect vehicle which I will leave to the security services.

Within seconds the owner of the car will be known from its 
number plate, where it entered the congestion charge area and 
even who paid the fee. All of which is invaluable intelligence 
for those on the ground. As we have seen in this case joined 
up security also identified the vehicle from automatic number 
plate recognition (ANPR) systems on the motorway network, 

providing information on where the vehicle had travelled from, 
how often and with luck have some quality images of the 
occupants of the car. Throw in a couple of facial recognition 
algorithms and bobs your uncle... Potentially we know who the 
perpetrators are, where they have come from, and what they look 
like – again we leave the rest to the professionals who will then 
return to the CCTV footage for assessment, however now they 
have a far more focused view of the situation and again with 
the latest digital storage and retrieval technology can call upon 
supporting information from across the network.

A very similar methodology would be utilised in the case of the 
Cockspur Street incident. I must however remind the reader that 
this does not replace existing systems and procedures it simply 
enhances their effectiveness, providing the security services with 
information which could take hours if not days to collate without 
the systems help.

Further enhancements to this scenario would be post incident 
use of mobile or fast deployment surveillance technology. Again 
digital and networked CCTV systems which are connected via 
wireless telecoms can be easily located in high risk areas or those 
which are of particular interest to the security services – these 
systems allow both local and central monitoring with information 
being storage on site or utilising wireless or GPS (mobile phone) 
technology beamed to the men on the ground. Now we are 
talking seriously joined up and this is not technology of the 
future, its available and being used across the world right now.

Wake up and smell the coffee
Paul Hennings, Director, IP UserGroup, UK

Analytics is a layer of intelligence which analyses digital video data caught on 
CCTV and processes the data against certain rules.
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Incident three: Glasgow Airport. Again a very difficult scenario 
to deal with and I know that much of the technology discussed 
here is in place in this case. Controlling access to sensitive areas 
is an issue and at times of heightened security alerts all ports, 
airports and public building become targets and hence considered 
sensitive areas. However they are also extremely busy and to deny 
access is not appropriate. So how can we make these areas safer? 

I would see this as a multi pronged approach; firstly ANPR 
systems on all perimeter and access points. These systems like those 
at Dover Harbour would not only read the number plate but 
capture an image of the occupants, acting as both deterrent and 
identification for post incident analysis. Secondly the utilisation of 
video analytics and audio analytics for behaviour analysis – people 
under stress act differently to those who are relaxed and just going 
about there normal daily lives – people where people should not 
be, another identifier and finally raised voices which also indicate 
incident or high stress levels. Thirdly Access Control – This may 
not be as popular however if you had to be a valid traveller to 
access sensitive areas such as terminal building etc. this again can 
easily be achieved – until we ALL have identity cards, the Passport 
is probably the only reliable document for this type of solution 
– to gain access to the terminal you would need to have your 
Passport scanned or in the case of biometric passports simply 
read, no passport no access or at least you would need to undergo 
alternative procedures. Data is Data is Data, once the passport 
has been scanned the information is in the system and can be 
compared with the passenger manifest and again can be assessed 
and analysed – this is both Deterrent and Control. Alternative 
methods such as smart cards should be employed for staff.

In the case of suicide car bombing however, there is little that 
technology alone can achieve, and in the Glasgow case where 
the perpetrators do not appear to have any previous involvement, 
even facial recognition would not help. In these cases vigilance is 
the key – the general public will continue to have a crucial role to 

play but this again raises another issue. When you are in an airport 
and you see someone acting suspiciously what do you do – who 
do you talk to? Again networked ‘joined up’ security technology 
has an answer... for several years the London Underground has 
utilised Help or Panic Points around the railway network allowing 
passengers to communicate with a central control station if help 
is required. The level of sophistication of these devices and their 
management has moved on at a pace to the point now where a 
help point can be located pretty much anywhere utilising wireless 
communications, can display information in several languages, 
provide two way communications to the central station and even 
provide CCTV images from the unit, also as they are networked, 
there is no reason why the conversation can’t be relayed directly 
via mobile phone technology to the security services on the 
ground. Now put a few of these around the airport, educate the 
passengers to there use and you have many thousand more pairs 
of eyes helping in the fight against terror. 

The security industry has the answers – but 
are you asking the questions?
Security technologists have been working on integrated surveillance 
and access control solutions for years – if you wish ‘a technology 
waiting for an application’ – digital surveillance technology’s day 
has arrived and the industry is ready and waiting to help.

It is essential that those who are responsible for the deployment 
and use of these types of systems engage with the technologists 
who have the answers and work together to ensure that citizens 
are both safe and secure in daily life.

How can you engage and learn more?
Simple – there is an independent organisation which represents 
more than 120 manufacturers, developers, software houses and 
integrators who are at the forefront of this type of security 
technology, it has an international forum with more than 16,000 
members and organises events around the world to help people to 
better understand the very latest security technology – its name 
– the IP UserGroup.

Alternatively you can join the IP UserGroup at the Annual 
IIPSEC (International IP in Security Exhibition & Conference) 
in January at Stoneleigh Park Nr Coventry. This is the culmination 
of the IP UserGroup year when more than 4,000 members and 
visitors come together with the major manufacturers and developers 
to discuss and demonstrate the very latest in physical security 
technology.  Visit www.iipsec.com now for details and registration.

The IP UserGroup™ is an independent security technology 

forum representing a community of individuals who are 

interested in the development and adoption of Internet 

Protocol (IP) based products and services for use within networked security and 

intelligent building applications. The group is made up of both members and 

affiliate members from a diverse and complex mix of disciplines and industry sectors 

including, security, IT & communications, building management and the internet.

If you would like to learn more about this type of joined up security technology you 

can contact us directly on +44 (0) 1293 786822, email info@ipusergroup.com or 

visit www.ipusergroup.com where you will find a wealth of information (registration 

is FREE) and receive regular email updates and a quarterly copy of ‘IPfocus’ magazine 

(UK only). Alternatively join us at one of our many events where our members will be 

delighted to discuss and demonstrate the very latest security products.

Paul Hennings, Director – IP UserGroup Email: paul.hennings@theippeople.com

ABOUT THE ORGANISATION ENQUIRIES 

What steps could have been taken differently to prevent attacks such as the 
one at Glasgow Airport from happening?

More than 4,000 people come together at IIPSEC to discuss and demonstrate 
the very latest in physical security technology.


