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CUSTOMS AND 
SECURITY

FIPS (Federal Information Processing Standards Publication) 
201 is a United States federal government standard that specifies 
Personal Identity Verification (PIV) requirements for Federal 
employees and contractors.

In June 2006, GSA instantiated the first Laboratory for testing 
products and services used in Agency HSPD-12 systems for 
compliance with FIPS 201 and related publications, as directed 
by OMB Memorandum 05-24. Since that time, the Lab has tested 
hundreds of Products and Services against the requirements of all 
defined categories, according to the Approval Procedures.

In order for Suppliers to have their products listed on the GSA 
Approved Products List, their offering must be submitted to a 
GSA Accredited Evaluation Program Laboratory in accordance 
with the Approval Procedure associated with that particular 
category. 

Step-by-step process for approval
The first step that a Supplier must take in order to submit their 
offering to the Lab for evaluation is to determine whether or not 
their product or service fits into one of the categories defined by 
GSA. A description of the current product and service categories 
can be found at the end of this document. Suppliers who are 
unsure whether or not their offering fits into one of the defined 
categories can contact either April Giles at +1 202 501 1123 or 
an accredited Lab for consultation.

Second, Suppliers need to download the latest version of the 
Approval Procedure to determine the requirements that will be 
evaluated by the Lab. The Approval Procedure documents are 
the requirement documents that were developed as a basis for 
performing evaluations of Supplier offerings. Suppliers must ensure 
that the Product or Service submitted to the Lab meets all of the 
requirements as stated. Currently, there are five (5) methods, or 
Approval Mechanisms, used by the Lab to determine compliance 
with the Lab. A description of each Mechanism can be found 
in Section 3 of all Approval Procedures. The requirements for 
each Product or Service, located in Section 4.1 of all Approval 
Procedures, may have one or more Approval Mechanisms used to 
test each requirement. The Approval Mechanisms serve as a basis for 
determining if the offering meets GSA requirements for testing.

Third, Suppliers are required to furnish the appropriate 
documentation which shows compliance to each requirement. 
Where applicable, the Lab will perform additional testing to 
further verify that a particular requirement has been met. In the 
case where the Supplier’s offering is a Service, the Lab requires 
that a site visit be performed to ensure that process related 
requirements are being executed as required by FIPS 201.

Fourth, Suppliers must apply for a login to the GSA Evaluation 
Program Web Enabled Tool, using the appropriate login request 
document. A link has been posted on the Evaluation Program’s 
website, found at http://fips201ep.cio.gov, which provides the 
login request document and email address needed to setup an 
account in the Web Enabled Tool. 

Fifth, Suppliers must submit their offering to the Lab. To begin 
submission of an offering to the Lab, login to the Web Enable 

Tool using the account acquired in the previous step. Upon 
logging in, click the ‘Apply for Product/Service Evaluation’ 
link at the top of the page to being filling out the application. 
Note that one application is used for each Product or Service 
submitted to the Lab. After the application package has been 
added to the Suppliers account, documents can be added to 
the application by clicking the ‘Submit Document Package’ 
link at the top of the page. All applications submitted will be 
displayed, and documents can be uploaded to the applicable 
case. For products and services that require Lab testing, it will 
be necessary to deliver a production version of the Product 
to the Lab. Specific instructions regarding this process can 
be found in Section 2.4 of the Approval Procedure. Once all 
artifacts necessary for evaluation have been received by the Lab, 
the product will be moved into the Evaluation Queue were it 
will wait to be tested.

Evaluation in progress
Once the evaluation of the Product is in progress, typical 
turnaround time is ten (10) business days. In the case of 
Service evaluations, the turnaround time may be extended 
due to scheduling conflicts. The Lab will attempt to be as 
accommodating as possible in the event that conflicts arise. 
During the time that the Suppliers offering is under evaluation, 
it is important for Suppliers to ensure that a point of contact 
can be reached at all times during the 10 day evaluation period. 
If it is necessary that a member of the Testing Team needs to 
contact the Supplier regarding questions that arise during the 
evaluation, the typical mode of communication is via email or 
telephone. The Lab will conduct automated and manual testing 
to ensure that the product meets the requirements described 
in the Approval Procedure. At the conclusion of the evaluation 
phase, the Testing Team will submit an Evaluation Report to the 
Lab Director for review.

Upon receipt of the Evaluation Report, the Lab Director will 
review the findings of the Testing Team. If the offering has been 
found to comply with all of the requirements of the Approval 
Procedure, an Approval Request Letter is sent to GSA by the Lab 
to request that the Product or Service be placed on the Approved 
Products List. GSA will then review the Evaluation Report 
and approve or disapprove the placement of the offering on the 
Approved Products List. In the event that the offering does not 
comply with all of the requirements of the Approval Procedure, 
the Supplier is issued a non-conformance letter.

In the event that a non-conformance letter is issued by the 
Lab, the Supplier has two options. The first option is to accept 
the non-conformance as is and update the offering based on 
the Lab’s recommendations. The second option is to file for a 
non-conformance review. This option may only be chosen if 
the Supplier believes that the offering was in compliance with 
the Approval Procedure and the Lab has made an error in their 
findings. If a non-conformance review is requested, the supplier 
must submit the non-conformance review request within thirty 
(30) days of issuance of the non-conformance letter.
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Descriptions of GSA FIPS 201 Evaluation 
Program categories
The following list briefly describes each of the categories defined 
for the GSA FIPS 201 Evaluation Program. Suppliers should 
consult this list when determining whether or not to submit their 
offering to the Lab.

1.  Authentication Key Reader – A contact smart card 
reader device that authenticates a cardholder using the PIV 
Authentication Certificate found on the PIV Card, in accordance 
with Section 6.2.4 of FIPS 201. Additionally, the reader must 
contain the capability to determine the expiration date of the 
PIV Card using the expiration date found in the CHUID. 

2.  Biometric Reader – A contact smart card reader device that 
authenticates a cardholder using the Fingerprint Biometric 
found on the PIV Card, in accordance with Section 6.2.3.1. 
Additionally, the reader must contain the capability to perform 
a standards-compliant PKI path validation of the certificate that 
was used to sign the biometric data structure.

3.  Card Printer Station – A smart card personalisation device, 
consisting of hardware and software, that provides the capability 
to graphically personalise a PIV Card, in accordance with 
Section 4.1 of FIPS 201.

4.  CHUID Authentication Reader – A contact or contactless 
smart card reader device that authenticates a cardholder using 
the CHUID found on the PIV Card, in accordance with Section 
6.2.2 of FIPS 201. Additionally, the reader must contain the 
capability to perform a standards-compliant PKI path validation 
of the certificate that was used to sign the CHUID data structure.

5.  CHUID Reader – A contact or contactless smart card reader 
device that authenticates a cardholder using the CHUID found 
of the PIV Card, in accordance with normative statements from 
Section 6.2.2 of FIPS 201.

6.  Cryptographic Module – A device which consists of hardware, 
software, firmware, or some combination thereof, that implements 
cryptographic processes, including algorithms, key generation, 
key storage, and key protection. A prerequisite for submitting this 
Product to the Lab is that the Cryptographic Module must be 
already validated to FIPS 140-2 Level 2 or higher.

7.  Electromagnetically Opaque Sleeve – A device that protects 
information that is readable over the contactless interface of a 
PIV Card from skimming attacks.

8.  Electronic Personalisation (Product) – A device that 
generates and loads mandatory and optional data objects, 
defined by SP 800-73, to a PIV Card. The device must contain 
the capability to load certificates issued from the Certification 
Authority (CA) that participates in the hierarchical PKI for the 
Common Policy, managed by the Federal PKI.

9.  Electronic Personalisation (Service) – A Service that utilises 
and Electronic Personalisation (Product) to perform electronic 
personalisation on behalf of a contracting Agency. The Service 
provider must adhere to GSA defined best practices for 
electronically personalising PIV Cards.

10.  Facial Image Capturing Camera – A device that captures 
an Applicant’s photograph at the time of Enrollment, in 
accordance with the size requirements of Normative Note 7 
found in Section 5.2 of SP 800-76-1.

11.  Facial Image Capturing Middleware – A software 
library(ies) that perform the task of converting an electronic 
Facial Image picture, captured from a Facial Image Capturing 
Camera, and converting it into an INCITS 385 profile in 
accordance with Table 6 of SP 800-76-1.

12.  Fingerprint Capture Station – A device that captures a full 
set of fingerprints for use in the background checks, using either 
the live scan or card scan methods. A prerequisite for submitting 
this Product to the Lab is that the Fingerprint Capture Station 
must be on the FBI’s list of IAFIS certified products.

13.  Graphical Personalisation – A Service that utilises a Card 
Printer Station to perform graphical personalisation on behalf of 
a contracting Agency. The Service provider must adhere to GSA 
defined best practices for graphically personalising PIV Cards.

14.  OCSP Responder – A device that is used to provide Online 
Certificate Status Response Protocol responses in accordance 
with RFC 2560. OCSP Responders provide revocation 
status information to relying parties requesting the status of 
certificates issued by a Certification Authority (CA).

15.  PIV Card – A smart card with both contact and contactless 
interfaces that meet the interface, graphical, and physical 
requirements of FIPS 201 and SP 800-73-1. Prerequisites for 
submitting this Product to the Lab is that the PIV Card be 
validated to FIPS 140-2 Level 2 requirements, or higher, and 
have undergone NPIVP testing.

16.  PIV Card Delivery – A Service that performs delivers 
personalised PIV Cards to cardholders. The Service provider 
must adhere to GSA defined best practices for graphically 
personalised PIV Cards.

17.  PIV Middleware – A software library(ies) that implements 
the interfaces described in SP 800-73-1; Part 3: End-Point 
Client-API and Part 3: Card Application Command Interface.  
A prerequisite for submitting this Product to the Lab is that 
the PIV Middleware must have undergone NPIVP testing.

18.  Single Fingerprint Capture Device – A biometric device 
that is used to capture the Applicant’s live fingerprint biometric 
sample and comparing to the template found on the PIV Card 
at the time of issuance. A prerequisite for submitting this Product 
to the Lab is that the Single Fingerprint Capture Device must be 
listed on the FBI’s list of IAFIS certified products.

19.  Template Generator – A software library(ies) that are 
capable of converting a live fingerprint biometric image into 
an INCITS 378 compliant template.

20.  Template Matcher – A software library(ies) that is capable of 
matching a live authentication template to the INCITS 378 
template extracted from a PIV Card.

21. Transparent Reader – A contact or contactless smart card 
reader device which extracts data from a PIV Card. Transparent 
readers operate with either physical or logical access systems.

The General Services Administration (GSA) is an independent agency of the 

United States government, established in 1949 to help manage and support 

the basic functioning of federal agencies. The GSA supplies products and 

communications for US government offices, provides transportation and office 

space to federal employees, and develops government wide cost-minimising 

policies, among other management tasks. Its stated mission is to “help federal 

agencies better serve the public by offering, at best value, superior workplaces, 

expert solutions, acquisition services and management policies.”
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