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Steven Van Till, President and COO of Brivo Systems recently made 
the presentation “Taking access control beyond its Boundaries with IP” 
at the IPUserGroup USA – Boston event. He shows how with an IP 
Infrastructure and a little creativity one can take access control far beyond 
its traditional boundaries in the security world. 

With the introduction of Web-hosted access control, it is now 
possible to leverage existing access systems by connecting them to 
the vast information services available on the Internet. Web-hosted 
access control service can provide a single point of integration that 
can be shared across thousands of accounts, sites, and control panels. 

This integration enables access control, device management, 
and other systems to ‘listen’ and respond to data such as weather 
conditions, public service announcements, and much more. 
Accessing data in this manner allows municipalities, schools, and 
businesses to address or respond to changing conditions. The same 
techniques can be applied to corporate data sources such as HR 
systems and automated kiosks. 

Brivo’s Service Oriented Security Infrastructure™ (SOSI) 
enables such transfer of information between very diverse systems. 
SOSI uses Brivo’s XML API to exchange data in the XML 
standard so both systems can ‘understand’ one another. 

This can include a classic example (see ‘HR Integration’ in 
Figure 1) of a Human Resources system such as PeopleSoft™ 
passing information to the access control system. New employees 
are automatically assigned proper credentials, and terminated 
employees have theirs automatically revoked. 

Integrating Web applications (see ‘Web Site Integration’ in 
Figure 1) opens the door to new services, such as combining 
online hotel reservations with access control, so a guest arriving 
after hours can be assigned a PIN code to enter after the front 
desk is closed for the night. 

Finally, the ability to integrate disparate services (‘Services 
Integration’ in Figure 1), such as ID management, become a 
reality, enabling customers to build the exact system they need 
without creating it from scratch. The cost savings are great, and 
the capabilities are limited only by the customer’s desires. 

Example: Hospitality
In this example (illustrated in Figure 2), a resort property has 
a parking problem. With limited spaces and agents throughout 
the country making reservations, guests often arrive to find no 
available spots. Credentials are in the form of a card that allows 
access to the lot at any time, even after the guest’s stay is over, 
meaning that former guests have access to the lot – and new 
guests drive in circles looking for a space.

A creative XML solution solves several problems. Agents, 
regardless of their location, can now book parking spots along 
with accommodation reservations. With such integration, the 
limited number of spots can no longer be overbooked. And the 
crucial piece for this project – no longer do credentials remain 
valid forever. Instead, a valid credential exists only as long as the 
accommodation is booked. Once a guest checks out, even if they 
keep their card, it will no longer allow them to enter the garage.

In this way, parking is controlled to provide convenience to 
current guests, but it also opens up an additional revenue stream. 
By being able to guarantee a place for the guest’s entire stay, the 
resort can charge for the spot. 

This makes use of the resort’s existing Web reservation system, 
creating a custom application that integrates the system with the 
Brivo ACS WebService application that controls access to garage 
gates as well as the hotel room doors – across multiple properties.

Example: Real estate
Here again is the issue of distributed properties that Web-hosted 
access control serves so well. In this scenario (see Figure 3), there 
are kiosks located in shopping malls that allow prospective buyers 
to register to visit properties offered by the real estate company. 
Without being linked to a system, the kiosks’ information must 
be manually retrieved and there is no tracking of actual visits, no 
way to know who is visiting, and therefore no follow-ups. There 
is also a need for a way to get valid credentials to visitors – either 
an agent must meet the visitor, or the property would have to be 
left open. 

The XML interface links the kiosks to the access control 
system and in turn to the individual properties. Wireless control 
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Figure 1. Service Oriented Security Infrastructure™ (SOSI).
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panels at each property avoid the need for special wiring. The 
visitors are able to register at the kiosks and immediately receive 
a Personal Identification Number (PIN) that will grant them 
access to the property. The PINs can be valid only during certain 
times, to avoid multiple visits and sharing of credentials with non-
registered visitors. 

The additional value comes to the real estate company by 
having a detailed record of who actually visited the property. 
Follow-ups are now highly efficient and targeted, leading to 
better closure rates and saving agents time. 

Example: Weather-controlled devices
Thinking beyond doors, using the XML API the access control 
system can be used to control devices as well. Consider the water 
conservation efforts in western United States. A sprinkler system 
set to automatically water on timers may be sufficient when there 
is never any precipitation falling, but when precipitation varies, 
the sprinkler system may easily be watering too much, wasting 
water, or too little, damaging the vegetation. 

Combine the XML API with the Brivo ACS WebService 
solution, and a highly efficient controlled system can strike a 
perfect balance between the water coming from sprinklers and 
the water coming from the sky (Figure 4). 

Pulling information from the publicly available website of the 
National Oceanic and Atmospheric Administration (NOAA), the 
system can be fed accurate data on how much precipitation is 
available. Through setting up rules about how much precipitation 
relieves how much watering, the ACS can react by triggering 
events that tell the sprinklers when to turn off and on, and even 
at what level to water. 

This balance can generate huge savings of water while still 
maintaining the vegetation at its optimal level. 

Conclusion
IP-based access control clearly offers opportunities that previously 
would have required major expenditures for custom systems. 
Savvy organisations are realising that their access control system is 
more than a security tool; rather it is a business tool that is part of 
the enterprise’s core systems.

(PeopleSoft® is a federally registered trademark owned by Oracle 
International Corporation.)
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