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CUSTOMS AND 
SECURITY

Since the terrorist attacks of 2001 and 2002, the world has 
achieved a heightened sense of security awareness. The maritime 
industry is no longer considered a safe, non-political, global 
transportation system that moves goods by sea harmlessly from 
one place to another, but rather, a liability that exposes all 
nations, maritime and non-maritime alike, to criminal threats 
and attacks.

There are hundreds of criminal/terrorist organisations around 
the world and these are not just the ones you hear about in 
the daily news. They all have their own political agendas, their 
own complaints, and their own victims. For the first time in the 
history any such organisation has the capability of wreaking mass 
destruction within or outside the nation in which it is located. 
Consequently, no nation, whatever its political affiliation, make-
up or geographic location, is safe from such activity.

Such incidents in the maritime sector will have a significantly 
adverse impact, for a considerable period of time, on the 
transportation of the world’s trade of which, over 90 per cent is 
carried by merchant ships and passes through ports, and into the 
global economy. 

IMO port security programme
In 2002 the IMO launched a global programme on maritime/
port security in order to provide assistance through the use of 
regional, sub-regional and national seminars/workshops. This then 
developed even further into training programmes for personnel 
who have specific responsibilities in maritime security, such as 
company security officers, ships security officers and port facility 
security officers.

The IMO has always played a major role in maritime affairs 
and it recognises the importance of enhancing maritime security 
and making the seas a safer place. However, the security measures 
as detailed in SOLAS Chapter XI-2 and the ISPS code, which 
took effect on the 1st July 2004, will only be effective as long as 
the people responsible for protecting the industry carry out their 
duties effectively; this is where there seems to be failings.

Within the US there is the Maritime Transportation Security 
Act (MTSA) and within Europe there is EC Regulation 
725/2004 and the EC Directive 65/2005, which carry in some 
way a little more punch with the compliance process. But to date, 
in the year 2008, many countries who claim they are compliant 
are in fact not, if you adhere to the content of the code in its 
entirety.

The industry today still faces major incidents of piracy, 
smuggling of drugs & weapons, and theft of cargo. It is also 
still facing a complex situation of International, National, inter-
agency and government/commercial partnerships failing to be 
able to communicate and co-operate. This is in no way blaming 
any one organisation, but identifying that the complexity of 
the current situation is very difficult and in some cases almost 
impossible to overcome. Add to this the budgetary restraints  
and legislation incompatibility only adds further problems to 
the situation. 

Enforcing practices
The Industry will need to find ways to enforce practices that 
will provide the required physical protection that is workable, 
measurable and can be policed by whoever to ensure these will be 
maintained.

There is no easy shortcut answer and we cannot wait for 
another major disaster to rock the industry, we cannot afford to let 
our guard down, because if we do we will face the consequences 
of our non-action.

Yes, security is a costly investment but it has now become a 
requirement of the world we live in today, and the sooner we 
realize this the better it will be for all.   

Of course maritime security does not have to be nationally 
led or government sponsored. There are a host of initiatives 
which take place across Europe which are much more locally 
inclusive but very effective. An example of this is Project 
Kraken, which is run by Hampshire Constabulary in the UK. 
This force has developed an excellent reporting strategy for 
the public for the identification of anomalous activity within 
the maritime community which then allows for the immediate 
reporting to Police for an appropriate response. It also allows 
boat owners to sign up to Project Kraken and in return they 
would receive newsletters updating them on significant maritime 
issues affecting the region. It is also a way of having a network 
of people whom operate daily in The Solent who could be 
contacted in times of threat and given information which would 
benefit the Policing process and general maritime security.

This system allows the Police to collate all information on 
suspicious maritime activity from within The Solent portal area 
and then identify risk/threat to the portal and subsequently plan 
a policing response which is both proportionate and measured 
against the posed threat. This threat is not just CT but also serious 
and organised crime and allows for a more inclusive and proactive 
approach with partners such as the customs and immigrations 
services to the incident.

Tactical and strategic intelligence: 
improving on the foundations set about by post 
9/11 maritime security programmes
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The European Association of Airport and Seaport Police 
(EAASP) have members across Europe from 25 countries and 
engage the expertise of not just the Police authorities from 
these countries, but also professional security organisations and 
government departments charged with a security response to 
air and seaports across Europe. This inclusive approach has been 
recognised and welcomed by the European Commission and as 
such the EAASP are represented on the European Commission 
group, SAGMAS – Stakeholder Advisory Group on Maritime 
Security. This group meet and discuss the new policies and issues 
affecting the grass roots stakeholder, which in turn moulds the 
Commission’s considerations around the implementation of new 
processes and legislation across Europe. 

Attendance within SAGMAS also offers the opportunity for 
the EAASP to put forward items for consideration which the 
Commission welcome but also form the basis of concerns from 
members across Europe in respect of maritime and general portal 
security. Examples of the areas which the EAASP have prompted 
work on are the poor dissemination of low level intelligence and 
information between stakeholders operating in the maritime 
domain across Europe and also concerns over the delayed 
reporting mechanisms to portal authorities upon activation of a 
ships security alert system (SSAS).   

Intelligence
There is an increasing recognition that intelligence in the 
maritime environment is fragmented and occurs in silos, the 9/11 
commission report identified that lack of information was not 
the main failing in the successful implementation of the attacks 
on the World Trade Centre. It was the lack of coordination and 
the silos between agencies that prevented anyone recognising the 
significance of the information and intelligence that was available.

In short, the greatest failing of intelligence occurs when we do 
not know what information is available in the system. Without 
that knowledge we cannot seek to plug that gap.

Throughout Europe there are sources of intelligence and 
information in the maritime environment but this information 
is not assessed, analysed and disseminated in a coherent way. In 
addition, there are information sources that would significantly 
inform the policing tasks that are not used or that are not 
as integrated as they should be and this has led, on a number 
of occasions, to both crime and security opportunities for 
interdiction or intelligence gathering not being exploited. It 
is important to identify the method by which the operational 
resources available are tasked appropriately and exploit the 
opportunities that are identified.               

What is intelligence?
This is a fundamental question and appears in some cases to be 
a confounding issue particularly between the Private sector and 
other law enforcement agencies and front line policing. In this 
regard a definitive police definition should be sought supported 
by the European Intelligence Model.

“Intelligence deals with all things which should be known in 
advance of initiating a course of action.”

For maritime issues there are some simple but fundamental first 
questions and they are: 

1.  What should be known?

2.  What could be known?

It is clear that if we do not know what should be known and 
we have no concept of what could be known then it is highly 
unlikely that we will achieve a comprehensive intelligence or 
operational picture.

The intelligence model provides two types of intelligence 
applications: 

•  Tactical

•  Strategic

Vessels from Hampshire Constabulary Marine unit.
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These are defined as:

Tactical 
Operational: Contributes directly to the success of an immediate 
law enforcement objective.

•  Tactical assessments may tell us which ships to check and which 
areas to search, what time to start an interception operation on 
small craft or which slipways, boat dealers or training schools 
to visit.

Strategic
Long term: Contributes to producing an informed judgement in 
respect of long term law enforcement objectives and goals.

•  Strategic assessments will enable us as a group to show how 
substantial the links are between crime, drugs, people smugglers 
and terrorists or whether the navy, police or civilian resources 
should be tasked to examine some maritime activity in an 
extended way as part of a European strategic plan. In terms 
of European Maritime Security, we do not have a maritime 
strategic intelligence requirement and this should be rectified in 
order to assist in focussing intelligence gathering opportunities.

By utilising these definitions we are able to start to define 
our intelligence purpose and then determine which groups and 
organisations are able to contribute to that requirement.

Information relating to the maritime and port environment is 
available from a wide variety of sources, both Law Enforcement 
and non Law Enforcement. Some of the sources are already 
exploited and some are not.

Having set out the broad purpose, some of the information 
sources will identify the potential for analysis, identify some 
products and who may be regarded as the ‘customers’ for those 
products and map a process. Figure 1 shows a generic feedback 
process for information and intelligence.

Purpose
We need to make effective use of the information available in 
order that we can;

1.  Identify risk or support risk assessment.

2.  Identify vulnerability.

3.  Identify threat or support threat assessment.

4.  Support the strategic planning and core business of Police and 
the civilian maritime sector.

5.  Inform partners and other agencies.

6.  Provide an informed intervention strategies and options.

7.  Support and direct day to day business.  

8.  Provide support in incident management or resolution through 
the development of maritime situational awareness picture.

9.  Identify the unknown.

All organisations working in a maritime environment see and 
address matters which are related to terrorism, crime, movement 
of persons illegally, etc. and will no doubt have their own method 
of dissemination of information or intelligence to their staff.  
This information, if disseminated appropr iately to other 
organisations, may be beneficial in identifying patterns, trends 
or individuals who may be involved in networks across Europe. 
It may also be that the dissemination of best practice across 
Europe would also benefit each organisation whilst adopting and 
implementing new European legislation etc.   

Information can also help to inform the intelligence 
requirement, for example structured information requirements 
for officers checking ships at sea or alongside will help to inform 
about current security issues at non EU ports which in turn will 
then inform the assessed ISPS level of vessels entering Europe or 
the risk assessed from a vessel that has called at a particular port.

SSAS
On the matter of the SSAS – Ship Security Alert System, the 
Association have initiated discussion as concern is felt that 
the current procedures followed upon activation of a ship 
security alert system (SSAS) may need a significant review. 
Current procedures dictated by the ISPS codes suggest that 
upon activation, the first point of contact from the ship is 
to notify the ships administration and not to notify the port 
authority in whose waters the vessel may be or the nearest 
port that the vessel perhaps could be heading should it be in 
international waters.

Police and other emergency responders feel that current 
procedures mean that there is a considerable and unnecessary 
delay which does not allow for a mitigated or appropriate 
response to the possible incident or attack. This is essential in 
issues where the vessel itself could be used as a weapon on 
approaching a port or in hostage situations.

A review has been requested of the Commission to review 
or recommend an update to SOLAS regulation XI -2/6 on the 
SSAS or to consider updating the policy through the control 
and compliance route which further benefits all manner of 
portal security.

The EAASP hosted their annual conference between the 
21st and 24th April 2008, this year in Gibraltar, guest speakers 
included the Swedish Coastguard, Morrocco Ports Police, 
Rotterdam Seaport nodal security, Frontex and also included 
a full interactive workshop, where delegates were challenged 
to address issues around an emerging threat to a ship and port.

The European Association of Airport and Seaport Police lies at the heart of 

European transport policing, providing a unique forum for professional information 

exchange and benchmarking.

If you are a European law enforcement officer or a senior security professional 

working within the aviation and marine industries or a related industry, the EAASP 

is an organisation relevant to your needs and interests.

Website: www.eaasp.net

Figure 1. Generic intelligence and information feedback process.
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