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The need for container logistics security
For the past 10 years, container throughput in China has been 
steadily growing at a rate of 30 per cent, with 112 million 
TEU passing through ports in 2007. That same year, Shanghai 
Port realised container throughput of 26.15 million TEU, which 
ranks second in the world. With the rapid development of 
container logistics, the need for the distribution of information 
is becoming an important factor in container transportation. 
However, since no information could be obtained from the 
container itself , information delivery dur ing container 
transportation still relies on conventional methods. 

In recent years, smuggling by container has become a serious 
problem. The Seattle Times reported that 22 stowaways were 
spotted by US Customs hiding in a container. In addition, 
concern over food safety has been raised around the world as 
hundreds of Japanese reported feeling ill from eating insecticide-
tainted dumplings at the end of January, 2008. Experts in the 
food industry believed that the contamination most likely took 
place during the long transportation and storage. 

These are the application benefits expected of the system: 

•  A controllable and transparent process for container logistics, 
effectively enhancing the level of Government supervision of cargos

•  Raising the level of national security and protection, as well as 
the level of port security

•  Providing real-time status of all cargos 

•  Prevention of cargo losses.

Thus, it is urgent for modern container logistics to adopt an 
online real-time monitoring system which can record container 
information, its cargo, as well as the time and location that a 
container is opened and closed, in order to improve logistics 
efficiency and increase level of service.

System overview
This Online Real-time Monitoring System for the Whole Process 
of Container Logistics Chain is a revolutionary system of two 
procedures (‘Port to Port’ and ‘CFS to CFS’) and three parts that 
provide several functions:

•  At any stuffing/stripping area, web-based R/W equipment can 
communicate with electronic-tags and upload information to 
the website in real-time

•  It can automatically record container opening or closing time 
and the location by R/W equipment connected with GPS

•  An alarm is raised in real-time if the container is not authorised 
to be opened, so that unsafe incidents can be traced

•  At the terminal, EDI data can be automatically recorded, 
including all information related to container logistics

•  Developed fixed reader and portable reader 

•  The real-time data exchange for the whole process of container 
logistics chain can be realised by a hybrid network which is 
composed of GPRS/CDMA, wireless LAN and the internet 

•  The real-time inquiry can be provided for ocean carriers, cargo 
owners, cargo agency, ports, customers, inspections, etc. The 
whole container transportation process can be visually tracked.

Part 1 – RFID Automatic Identification System. This 
part mainly focuses on the real-time collection and automatic 
identification of information about containers, guarantees 
that container logistics data could be captured and identified 
automatically, rapidly, long-range and reliably. It is applied in the 
stuffing/stripping point, gate-in/gate-out of the terminal, QC and 
inspection area.

Part 2 – Hybrid Network Transmission System. This part 
realised the function of real-time uploads to ensure that the entire 
container logistics process has no data transmission blind spots, 
providing flexible network access at the same time.

Part 3 – Web-based Online Information Service System. The 
major function of this part is to manage and process the back-end 
database which involves container information, and exchanges EDI 
data and web data interactively in real-time. Shipping companies, 
container owners, cargo owners, freight forwarding, ocean carriers, 
ports, customs, import and export commodities inspection, and 
frontier inspection have access to the system to aquiry container 
security information, container information, cargo and logistics 
information in real-time. Therefore, the whole process of container 
transportation can be visually tracked through this development.

Procedures
The application of this system which involves many fields and 
service objectives is only generated under a network with mass 
and wide logistics information due to the global characteristics 
of container transportation. It has high requirements on whole 
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coordination, safety, reliability and economical efficiency. 
According to the container logistics production process, we have 
designed two processes (‘port-to-port’ and ‘CFS-to-CFS’) to 
effectively integrate logistics and information flow, for the purpose 
of the whole process visualised synergic management based on 
RFID technology.

‘CFS to CFS’ procedure, compared with ‘Port to Port’ 
procedure, covers the whole process of the container logistics 
chain with more service objects. And this results in a more 
serious requirement on the system’s whole compatibility, security, 
reliability, economical efficiency and so on.

RFID Automatic Identification System
The devices of this part are e-tags, fixed readers, wireless readers, 
moveable readers (handheld, portable reading head, laptop, GPS 
module, etc.)

Intelligent E-tag
The e-tag, with multi-frequency (2.4 GHz and 868 MHz), is 
made up of information sent-receiver, microprocessor and limit 
switch or non-contacted proximity switch, including bolt pattern 
and cap pattern. With the dual function of tag and e-seal, they can 
automatically store the time when opened and closed. E-tags can 
be used with the original mechanical seal without any infection. 
The technology features and advantages are:

•  Active tag, its operating distance 0~30m is adjustable and 
readable, memory capacity is 32k byte

•  Made up of e-seal and tag

•  Can be recycled; with a life span of 10 years

•  High safety data transmission system, dissymmetry encrypt/
deciphering

•  Integrated with EDI and GPS data

•  Solid sealing and reliable anti-dismounting functions meet the 
requirement of industrial environment.

Fixed readers
Installed at the gate, fixed readers automatically garner information 
from E-tags which pass through the gate. The server can verify 
the security of containers by comparing logistics information of 
container and deciding whether to alarm. Fixed readers can also 
capture EDI data to exchange and update the information in the 
E-tag. The technology features and advantages are:

•  Support RS232/485 wire mode and upper machine 
communication

•  Encrypting calculation and certification to ensure data safety and 
prevent from wiretapping or data breaking

•  Advanced anti-collision technology to support multi-label read 
and write

•  Anti-jamming and lightning protection design

•  Satisfy industrial environment.

Wireless readers
The wireless readers are installed on moveable devices such as 
quay cranes, and communicate with servers through a wireless 
bridge. The main functions are the same as fixed readers. The 
technology features and advantages are:

•  Supports wireless mode and upper machine communication, 
matched with bridge of RFID in container for use

•  Encrypting calculation and certification to ensure data safety. 
Prevention of wiretapping or data breaking

•  Adoption of frequency range seclusion to avoid interferences 
among multiple equipment

•  Advanced anti-collision technology to support multi-label read 
and write

•  Possible to equip with microwave a module working mode and 
the radio frequency software is adjustable

•  Anti-jamming and lightning protection design

•  Satisfies an industrial environment.

Moveable readers
Laptop and handheld PDAs, integrated with GPS and Internet 
communication, are used in stuffing and stripping area and 
inspection area to capture, read, check or exchange the information 
in the E-tag. The technology features and advantages are:

•  Adoption of a worldwide universal ISM 2.4 GHz for working 
frequency range

‘Port to Port’ procedure.

Bolt pattern e-tag (2.4 GHz).  Cap pattern e-tag (868 MHz).

The affixation methods for e-tags.

Fixed readers installed at the gate.
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•  Read-write module adoption of a PCMAC interface mode 
and notebook to realise two-way communication or adoption 
of a CF interface mode and handheld to realise two-way 
communication

•  Encrypting calculation and certification to ensure data safety 
and prevention of wiretapping or data breaking

•  Adoption of frequency range seclusion to avoid interferences 
among multiple equipment

•  Advanced anti-collision technology to support multi-label read 
and write 

•  Possibility to equip a microwave module working mode. Radio 
frequency software is adjustable

•  Quiet, portable, universal and multi-functional

•  Satisfies an industrial environment.

Hybrid Network Transmission System
This partially guarantees the data transmission between several 
networks, including cable networks, Mobile and Unicom 
communication networks, and LAN of the port (as shown below).

At the stuffing area, a CDMA/GPRS wireless card fixed into 
the PC or handheld, is used to exchange data and obtain the 
current GPS coordinates by Bluetooth technology and GPS 
module. Information can be recorded and uploaded with an 
anytime/anywhere solution.

At access points covered by the terminal’s WLAN, such as at the 
gate, quay crane, and inspection areas, wireless LAN adapters are 
adopted to record and upload information by WLAN transmission 
protocol.

In a cable network, the information transmission, exchange, and 
query, are realised by TCP/IP protocol with a connection to the 
internet through a cable transmission medium.

Web-based online information service system
The website we designed (http://www.container-rfid.net), with 
both a Chinese version and an English version, is a public service 
platform, serving the function of a real-time information exchange 
and online enquiry during containers transportation. It can reflect 
real-time information for containers, cargo, logistics and security. 
The following figure shows the container detail query results, and 
the red icon means the container has been opened illegally.

Related works
SIPG has headed the container RFID solution since 2001. 
Starting with a domestic trade pilot, we commenced on the 
industrial pilot using container RFID technology and tested 
the process of ‘port to port’. ‘Zhehai 325’ Shipping bound for 
Shanghai from Yantai on Dec. 3rd, 2005, mounted with tags on 
containers. It is the first time container e-tag systems have been 
applied in a real pilot called ‘2 ports and 1 line’. Until January 
19th, 2006, container throughput of this demonstrative line has 
reached 5294 TEU.

LAN of the port.

Moveable readers.      

Container detail query results.
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To further promote the project to a level of inter-nationalisation 
and standardisation, our project has been listed in the National 
Scientific and Technical Supporting Programs of China ‘Logistics 
Service demonstration project for Modern Port’. SIPG and 
Georgia Ports Authority (GPA), supported by some well known 
companies, developed the ‘Online Real-time Monitoring System 
for the whole process of Container Logistics Chain’ based on E-
tags, in order to improve the overall safety of container logistics.

The inaugural ceremony for China-US E-tag pilot sailing was 
held on March 10th, 2008, which witnessed the implementation 
of the first international container pilot – ‘Shanghai-Savannah’ 
with E-tags mounted. In order to publicise and attract more 
partners into the project, GPA also held a promotional conference, 
which evoked a strong response from the port industry.

In 15th meeting of ISO/TC 104/SC4,10 April 2008, Hamburg, 
Germany, the Chinese delegation made a presentation on the 
E-tag system. After that, the proposal of a new work item was 
officially submitted by Standardization Administration of China to 
ISO/TC104/SC4 and is already part of a ballot process

Experience is the best teacher
In November 2007, December 2007 and January 2008, we 
successfully tested all three times two process flows (‘port to port’ 
and ‘CFS to CFS’) during these real pilot project at Shanghai 
Waigaoqiao terminal and the terminal in Savannah. 

‘CSCL SYDENY’ (voyage no: PX395E) bound for Savannah 
from Shanghai on Nov. 20th (Beijing time). It’s the beginning of 
the international pilot testing, when 10 E-tags were mounting 
on the containers, two of which were tested for ‘CFS to CFS’ 
while others for ‘port to port’. This vessel arrived at Savannah as 
expected on Dec. 19th (Savannah time). E-tags were successfully 
read as containers discharged from the vessel. 

All containers have been mounted with E-tags between 
Shanghai and Savannah since March 10th, 2008, and 3927.5 TEU 
were completed as of July 22nd.

Conclusion
This system is of great importance for the security and reliability 
of container cargo transportation. The application of ‘CFS-to-
CFS’ process has especially been of great significance on the 
enhancement of container transportation security and reliability: 
all nodes in the container logistics chain have access to the system, 
which strengthens service functions of the port as a third-party 
logistics service business; managing and monitoring the whole 
container logistics system from the perspective of supply chain 
management; improving the overall efficiency of container 
logistics, freight quality and security so as to enhance global 
container transportation services in an all-around way.

It has been successfully applied in the China-US pilot, which 
can now be taken for reference and lay a good foundation for the 
future research and application of RFID technology in container 

service. This project is financed by the Chinese National Key 
Technology R&D Program Logistics Service, as a demonstration 
project for Modern Ports.
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 Zhehai 325 carries containers mounted with E-tags. 

‘CSCL SYDENY’ vessel with some E-tagged containers.
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