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Over the past seven years a number of U.S. Business Schools 
undertook a variety of studies to answer questions relating to 
making investments in supply chain security and the use of 
technology to either minimise risk or to increase logistics 
efficiency. The main question being asked: “Is there a financial 
return for those companies that invest in a higher level of logistics 
security through the use of technology?”

The studies suggested this was the case, especially when there 
is visibility of the cargo and its condition from beginning to end, 
as well as the implementation of a proper monitoring programme 
within an overall logistics plan. Currently, according to the a 
recently published report on container scanning, the World 
Customs Organization claimed there were approximately 250 
million containers currently handling global trade. Very few have 
visibility technology whereby the shippers or logistics partners 
can identify exactly where their containers are and if the cargo 
inside has been breached in anyway. 

Tracking and tamper technology
There are a growing number of supply chain professionals, 
however, who view the use of tracking technology as a tool 
similar to the concepts of “lean manufacturing”, to lower cost 
when it was implemented around the globe in the 1990s. If you 
improve supply chain efficiency by lowering inventory, reducing 
cycle and shipping time, reducing pilferage and loss, while 
increasing the efficiency of the customs clearance processes, your 
profits will increase. At the same time, the cost of adding “security 
logistics” visibility must be reasonable, as it now can be.

For security, almost all of these millions of containers use 
some level of tamper evident mechanical seal, whether barrier 
or indicative. As the WCO SAFE Framework Authorized 
Economic Operator, (AEO) programme expands globally, the 
ISO 17712 High Security (H) compliant seal is fast becoming 
the seal standard. On a parallel basis, there are visibility solutions 
that are emerging which are also compliant to the ISO 17712 (H) 
standard and incorporate an electronic seal component intrinsic 
to a “real time” logistics model.

Electronic seals
The use of electronic seals has not gained traction over the past 
seven years because the industry waited to determine what the 
direction the world’s governmental security agencies were going 
to take relative to electronic supply chain security, and then 
marry that direction with the proper technology. Ultimately, the 
world’s governments provided no such direction and electronic 
seal technology development has reverted to its initial purpose; 
providing components that will enable shippers and logistics 
providers to attain significant “Return on Investment” through 
efficient movement and visibility of their cargo.

Initially, active RFID was the only electronic seal technology 
being discussed. Although active RFID does still have a role in 
security logistics, there are other technologies that now may 
make more sense for conveyance visibility. Another electronic 
seal technology that has emerged utilises “Zigbee” technology. 
Zigbee performs like WiFi and allows the seals to interact with 
location and satellite or GSM communication devices that are 

placed onboard the conveyance. As such, there is no need for the 
massive reader infrastructure investment inherent in active RFID 
technology. 

GPS
Additionally, GPS technology has fully emerged as an excellent 
visibility solution. When combined with the use of electronic 
seals as part of a system logistics providers and shippers find that 
not only can they determine the location of a given cargo, but 
also determine if it is secure. If not, they will be alerted in real 
time when the cargo is breached. Some visibility systems also have 
the ability to remotely monitor conditions within the container as 
well. For example, electronic, food or pharmaceutical shippers 
may monitor temperature and humidity variances. Having a 
system that alerts you in real time to disruptions or problems 
allows a shipper to request a helping hand from the logistics 
provider during the journey to minimise spoilage. A logistics 
manager can watch the container move globally online from an 
office computer using a web based approach.

There is also significant interest by the insurance community 
in the use of a system that has GPS tracking capabilities and is 
protected with an electronic seal. Not only will such a system 
send a real time alert to the shipper of breaches in the security 
regime, it enables the insurer to receive clear determination of 
the custody of the cargo at the time of the event. The features of 
a visibility/security solution are being recognised as an excellent 
risk management tool and hopefully would yield insurance 
premium discounts as a result.

Best practices
On a global basis, the AEO (Authorised Economic Operator) 
programmes, similar to the North American C-TPAT (Customs-
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Trade Partnership Against Terrorism), will most probably establish 
a “Green lane” component which will allow certified and 
well trusted shippers to move their goods quickly through the 
customs clearance process. This trust is normally based on “best 
practices” whereby security procedures have been assessed to be 
strong. The use of electronic visibility and security systems in a 
logistics model, whereby the shipper knows at all times where the 
container is and will be immediately alerted if an intrusion event 
occurs, is definitely considered “best practices”. 

World class companies are moving briskly to fashion global 
logistics security models that include electronically managing 
cargo movement to gain greater efficiencies. Many government 
security initiatives are implementing electronically driven data 
analysis to keep up with cross border activities. At some point 
in time, the container seal also needs to have electronic data 
visibility as well. Manual seal verification is expensive, unsafe and 
impractical. Some visibility systems in the market today now have 
the ability to integrate this seal verification into their data systems 
so that one can monitor and make available the security status of 
the seal.

Over time the use of electronics within cargo movement will 
be commonplace. As this technology conversion occurs, the 
use of electronic visibility which is a combination of the use of 
component security devices such as seals will expand accordingly. 
It is also projected that security seals will continue to integrate 
into visibility systems that offer real time tracking, conditioning 
and security. Therefore, market penetration of electronic seals will 
accelerate. The electronics learning curve for industry decision 
makers appears to be much shorter today. The value return of 

using an electronic seal is significantly greater than the current 
mechanical option. With the re-use feature of the electronics, 
whereby only the mechanical components are replaced, we 
all maybe surprised by the speed of the electronic conversion 
timetable.

Mr. Kirk  is  a member of the 

International Cargo Security Council 

and the Executive Vice President of 

EJ Brooks.

The International Cargo Security Council (ICSC) 

is a professional association of cargo transportation 

and security professionals from the entire spectrum 

of cargo security: Air, truck/rail, maritime, and 

intermodal. Its success hinges on each member’s 

personal concern for the safe and secure movement 

of the nation’s commerce. The ICSC has four 

objectives: To improve cargo transportation security 

through voluntary government/industry efforts; to 

serve as a central clearinghouse for the collection 

and distribution of information relating to trends, 

techniques, and efforts to prevent cargo-related 

crimes; to provide a platform to address transportation 

industry matters relating to security of cargo; and to 

assist and support voluntary and self-help initiatives 

by government, transportation centres, and industry 

cargo security interests to develop effective efforts 

and programmes to combat cargo loss.

Richard S. Kirk

Executive Vice President

E.J.Brooks Company

On behalf of the International Cargo Security Council 
(ICSC)

1255 23rd Street

NW Suite 200

Washington

DC 20037

USA

Tel: +1 202 452 1200

Web: www.cargosecurity.com

ABOUT THE AUTHOR  ABOUT THE ORGANISATION ENQUIRIES 

Electronic Hyperion Strap Seal. 


