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CUSTOMS AND 
SECURITY

Recently, Sentinel Maritime conducted a live-exercise in a major 
European container terminal. The terminal was equipped with state 
of the art barrier fencing and CCTV coverage. The guards were well 
trained and highly alert. A sophisticated biometric access control card 
system was in use. Nonetheless, when faced with this Maginot Line 
of defence, our team of three “aggressors” easily walked through 
the front gate and up the gangway of the ship we had targeted 
for “attack”, carrying concealed replica firearms and a simulated 
explosive device. The terminal security system didn’t fail to do the 
job it was specified to perform. But, the assumptions underlying 
those specifications had weaknesses we were able to exploit. I do 
not believe this is an isolated case. I believe we will have to take a 
harder look at the assumptions we use when constructing defensive 
strategies for our own ports and terminals, or risk repeating the 
mistakes of the Maginot Line. Specifically we need to look at 
assumptions about the threats we face and the conditions which 
exist at the boundaries of the defensive systems we design.

What can we learn from the Maginot Line? 
When France was overrun in a matter of weeks by the German 
Army in 1940, it was clear something had gone horribly wrong 
with the defensive strategy anchored on the 600 km network of 
defences’ known as the Maginot Line. The Line itself did not fail. 
The Line was designed to prevent a frontal assault and to force any 
invading army around the defences and into a narrow channel. 
And that’s precisely what happened. So, what went wrong?

A failure in the  assumptions about the system boundaries
The strategy depended on the Ardennes providing an “impassable” 
anchor on the flank and for the Belgian defences on the extended 
flank to be able to delay any attack for at least the time needed 
to mobilise the full French Army. The invaders didn’t find the 
Ardennes impassable and the flank collapsed. 

A failure in the strategic understanding of the threat
The strategic nature of the threat had changed from the trench-
based war of attrition experienced in World War I to the 
mechanised/aerial war of manoeuvre that was to characterise World 
War II. That historic shift is easy to see now, in hindsight, but was 
not nearly so obvious at the time. When the flank was turned, the 
invading army was able to advance at a hitherto unknown rate of 
speed to exploit the breach in defences before France was able to 
fully mobilise and deploy the bulk of its resources to the front.

Technology plays a vital role
Access control
Technology can be used to do things human beings simply cannot 
do. Perimeters, access points and restricted areas can be constantly 
surveyed by high resolution CCTV. Cameras can be computer 
assisted and activated by alarms or motion detectors to reduce 
operator fatigue and zero in on events as they happen. Thermal 
imaging technology can ensure cover is available during hours 
of darkness and camera feeds can be monitored in computerised 
control rooms within the port or remotely monitored locations. 
Workers can be identified using biometric access control systems 
such as the Transportation Worker Identification Credential 

(TWIC), which will soon be mandatory for all U.S. Maritime 
Transportation Security Act (MTSA) regulated facilities. Searching 
can be assisted by hand held metal detectors, detectors which 
detect trace levels of drugs or explosives or the walk-through 
metal detector archways widely used in passenger terminals. 
Baggage and cargo can be subjected to an entire gamut of non-
intrusive inspection (scanning) technology including gamma-ray, 
x-ray, dual-energy x-ray, backscatter x-ray, and muon radiography. 
And this is only a partial list of the technologies available. 

Deterrence
CCTV can also be used to deter criminals or other violators 
from attempting to enter a facility, or entering a restricted area 
within a facility. The debate whether CCTV actually reduces 
criminal activity or merely displaces it to other, “softer” targets is 
unlikely to matter to the port or terminal security manager so 
long as it goes away from his or her “patch”. CCTV can also be 
used to identify and prosecute criminals after the fact. When we 
breached the defences of the container port, for example, the 
guards were able to identify us as the likely “intruders” from the 
CCTV footage available, once they were alerted to an incident 
in progress. Technology can also provide a visible means of 
demonstrating a commitment to safety and security to the port 
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The entrance to Ouvrage Schoenenbourg on the Maginot Line.

Access control at one of Europe’s largest ports.
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community of workers and users, as well as build confidence with 
government regulators and responders worried about the potential 
throughput of ports and terminals (e.g. human trafficking and the 
smuggling of weapons, drugs, and other forms of contraband). 

What are the inherent limitations of 
technology?
Cost/benefit
Technology does not come cheaply, and the investment in 
equipment goes far beyond the initial outlay. Ongoing costs of repair 
and maintenance and the training and supervising of equipment 
operators need to be fully assessed. Moreover, while finance is 
frequently available for installing new technology, enthusiasm for 
funding the on-going costs tends to diminish rapidly over time.

Reliability/flexibility
While the vulnerability of technology to such things as power 
failures is well known, technology is also relatively inflexible. Threat 
levels change and the nature and direction of threats change. Human 
resources are much more easily adapted to changing circumstances 
and can be strengthened on an “as required” basis. We looked at one 
major European port, for example located next to a bridge. The 
technology required to secure the port from attack from the bridge 
would have been extremely expensive. It proved much easier and 
more cost effective to plan for local police to restrict assess to the 
bridge if and when threat levels increased. 

Are there less obvious problems we need to 
face?
I began with a reference to the failure of the Maginot Line and 
pointed to two areas where we could learn from history.

A failure in the  assumptions about the system boundaries
The weakness of most defensive systems lies at the boundaries. 
These boundaries are not always physical boundaries as the 
Ardennes were for the Maginot Line, or the area lying adjacent 
to a port or terminal might be. In the case of our exercise, the 
“Line” we breached fulfilled its mission of channelling us into the 
access control point for identification. But, the system depended 
on the security awareness of parties outside the system. We created 
a fictitious “service” company and got the port agents of the ship 
we targeted to pre-advise the security guards of our arrival. Their 
failure to vet us properly meant security guards at the gate saw us 
as expected visitors rather than potential intruders. Once we had 
breached the perimeter we were free to operate at will. I believe 
the boundary between terminal operators, ship operators and port 
agents represents a worldwide vulnerability of ports and terminals. 

A failure of the assumptions underlying the threats we face
Technology is most effective against opportunistic crime and far 
less effective against organised crime or terrorists. CCTV coverage 
and scanning cargo and baggage may indeed convince intruders 
that a target is too “hard” and shift their focus to “softer” targets. 
Those who are organised and determined, however, will probe 
for and find weaknesses to exploit much as we did during the 
exercise. And, the determined criminal or terrorist organisation 
has an ability to bribe and intimidate that were not available 
to us. Few terrorists or members of criminal organisations are 

caught at the check-in desk at passenger terminals or in the 
baggage scanning line. Most are caught by intelligence operations  
(see the excellent article on tactical and strategic intelligence by 
Paul Campbell of Europol in Port Technology International 38 – 
available at www.porttechnology.org).

What conclusions should we draw?
Technology is not always the most cost effective option, but it 
can do things human beings simply cannot and will play a 
growing role in securing the ports and terminals of the future. 
With technology a permanent feature of the security landscape, 
we must ensure equipment operators are properly trained and 
motivated (see the article on access control by Derik Latham of 
Borderpol, Canada, PTI 38). Moreover, if we are not to be lulled 
into a false sense of security, we must constantly audit our systems 
and re-evaluate the assumptions which underpin them. Whenever 
possible, we should subject systems to external testing. It was 
hard for the French high command to have foreseen the coming 
change in the nature of warfare. But there were “outsiders” 
(among them General de Gaulle, a fierce advocate of armoured 
warfare and aviation) who were already alert to weaknesses in 
the French strategy. As outsiders, we were able to identify and 
exploit boundary weaknesses during our exercise which were not 
apparent to those who designed the terminal’s security system. 
Such weaknesses are seldom apparent to their designers.

Normal security measures and the technology used to support 
them are arguably most effective against the least consequential 
threats (opportunistic crime). Organised crime and terrorist activities 
represent a very different kind of threat which is best addressed by a 
combination of passive security measures and active intelligence 
operations. Your best defence may not be CCTV, but the willingness 
of dockers and other port workers to report suspicious activities. 
The weakest part of your security may not be equipment failure, but 
the port worker or port agent who is overworked or who has been 
bribed or coerced into aiding the criminal or terrorist group. 

Finally, look for weakness at the boundaries and learn to think 
outside the box. Our intruders were all white males who did not 
fit the stereotypes of terrorists or criminals. Today’s criminal or 
terrorist organisation is becoming increasingly adept at recruiting 
“soldiers” from outside their historic, easily stereotyped pool.
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Dockers and other port workers may be your greatest security asset or liability.
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