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CUSTOMS AND 
SECURITY

One of the main by-products of the horrific attacks in the U.S. on 
September 11, 2001 was the dramatic refocusing of attention on 
global transportation networks that the world’s economies remain 
so dependent on. The use of aircraft as guided missiles made the 
unthinkable a reality.

As time has elapsed, this security spotlight has fallen sharply 
on the maritime sector (through which the vast majority of the 
world trade mentioned above is moved). The result has been the 
exposure of a series of weak points in the industry, some of which 
are ripe for exploitation by various groups including terrorists.

Whatever the chosen method is, two facts stand out. Firstly, 
there is no doubt that ports present attractive targets for potential 
attacks. Human costs aside, a terrorist attack that shuts down a 
major port would do significant harm to national economies. 
Secondly, security at ports is vital as a first line of defence. Yet 
port security remains weak in many countries, having had 
comparatively little financial support in the post 9/11 years. Even 
in the U.S., port security has been described by Dr Stephen 
Flynn, Snr Fellow for National Security Studies at the Council 
for Foreign Relations, as ‘grossly under funded’, with some major 
U.S. ports receiving over the past six years roughly what has been 
spent every 2.5 hours in the Iraq war.

In one of the world’s biggest emerging economies, India, 
a recent security review of ports set alarm bells ringing with 
protective measures shown to be severely lacking. Indeed, only 
one of the main ports in India had installed x-ray technology – a 
distinct disadvantage when trading with the U.S. for a start. 

But, is there a need for such spending, are there genuine threats, 
are there other measures that port facilities and vessel owners can 
take to help themselves? As a company that has worked in this 
field for many years now, Securewest International firmly believes 
the answer to all of these questions is ‘yes’.

Identifying threats
Firstly, it is imperative to look at the threats. We have established 
that ports in general lack the security cover they deserve and that 
they are vulnerable, but what form exactly does that threat take? 
Yes, containers do present a clear target for terror organisations 
but quantifying exactly what is and where the main threat to ports 
will come from is a much more complicated matter, and directing 
the majority of the security funding budgets towards container 
security initiatives in turn leaves other areas of port security (such 
as port surveillance) starved of vital financial backing.

So, does the strongest threat come from within the port via 
containers, or from external terror forces using mines and small 
boats? The latter is certainly there for all to see. Across the world’s 
seas, the practical and financial benefits brought by small boat attacks 
on shipping and maritime facilities (be they suicide missions or 
rocket attacks) remain an attractive proposition to militants and pirate 
groups. Once taking control of a vessel, it is often held to ransom but 
could also be turned into a ‘Trojan horse’ and taken into a port. 

For some port authorities, the biggest terrorist threat is the risk 
posed to the logistical system rather than an attack on the port’s 
infrastructure itself. In other words, the port was more likely to be 
used by terrorist organisations to help attacks elsewhere than by 
being directly attacked itself. 

Authorities have previously expressed great interest in being 
able to share data between ports, with 100 per cent scanning at 
any one port not seen as practical. However, one major security 
concern should be effectively identifying who exactly is on site 
at any given time. The success of the Felixstowe RHIDES project 
– a machine readable, internally linked, biometric chip card 
system, highlights the progressive steps that can be taken towards 
countering issues of access control. 

The wider use of technology in all ports can only assist in 
the prevention of security breaches. Seals, tracking devices, nano 
technology developments and screening initiatives all help, but it 
is legislation that underpins the whole structure of port security. 

Legislation criticism
There has been a consistent criticism of legislation introduced 
post 9/11 to assist with security at port facilities. Some is justified, 
but any attempts to safeguard from terrorist attack the millions of 
shipping containers that cruise the world each year should have 
some positive security impact. 

July 2008 marked the fourth anniversary of the introduction of 
the ISPS Code and, as a mandatory minimum requirement, ISPS 
has been a definite step in the right direction, helping to reduce 
stowaway boardings and armed robberies in ports. Favourable 
indications are also seen from the U.S. Coast Guard’s International 
Port Security Program (IPSP). The related Port Security Advisories 
list only a handful of countries having port facilities that are failing 
to fully implement the required measures in the ISPS Code.
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But, this can be very misleading. The name of the game here, 
as with any legislation, is that it can only work if compliance 
overcomes complacency. Anything above and beyond the 
benchmarks set by ISPS is essentially a voluntary effort by 
those involved, and many countries make no real effort to go 
that bit further. Some ports have never reached the right level of 
compliance, and even those countries that do, such as the U.S., 
may find the path to an even more secure environment more 
difficult than was first thought – witness the ongoing problems 
with the Transport Worker Identification Credential (TWIC).

ISPS certificate renewal
The extent of the problem will soon become a little clearer as 
the five year renewal mark comes around. Those ports and vessels 
issued with their original International Security Certificate when 
the ISPS code first came into force, now have to face up to the 
fact that they once again have to ensure that security standards 
remain at an acceptable level for certificate renewals. 

Renewals have potentially huge implications for the maritime 
sector and, as a prominent player in the field of maritime security, 
Securewest International has been actively working on this whilst 
it seems many others from both within and outside the maritime 
security community have distanced themselves from the problem 
during the intervening years. Indeed, we have seen some ‘experts’ 
disappear off the radar only to re-immerge as ‘leaders in the 
industry’ when renewals, audits and test deadlines come around. 

We can’t afford to stand still. Security threats are ever-changing, 
as are port facilities themselves, and preventative measures should 
be constantly updated to reflect this. As has been previously noted, 
the use of ships or their container cargo to execute an attack 
is not exactly commonplace, but before 9/11, who would have 
predicted the use of planes by terrorists in such an attack? 

Port security initiatives
The small boat threat demonstrates that greater attention needs to be 
applied to tracking and monitoring not only ships over 300grt at sea, 
but all craft in busy port areas. By utilising tracking technology that 
Securewest International already uses to monitor SSAS for over 16m 
tonnes of the world’s shipping, together with our partner SARS, we 
are able to display on the same screen other data sets from such systems 
as AIS at the same time, providing both long and short range tracking 
solutions. With such a system in place it’s much easier, by a process of 
elimination, to only need to physically intercept non reporting craft, 
rather than view all craft in a port vicinity as potential threats. 

Port security initiatives have seen a definite move towards 
pushing borders out – better cooperation among intelligence and 
law-enforcement agencies, and inspection of shipping containers 
before they leave foreign ports for American shores are all 
measures designed as ‘forward defence’ of seaports.

These initiatives don’t always blaze a trail. The Customs-Trade 
Partnership Against Terrorism (C-TPAT), which has had mixed 

reviews from the IMO, has also come under fire from the U.S. 
Government Accountability Office (GAO) which found gaps in 
accountability and regulation of the programme.

The Container Security Initiative (CSI) in the U.S. has also 
been criticised for creating extra burdens on port workers, and for 
simply pushing security issues away from U.S. borders and onto 
others countries rather than dealing with the problem. 

Let us not forget also that vessels too have a responsibility 
towards security whilst at sea and also whilst in port, although the 
lines of responsibility can be somewhat blurred here. Port security 
measures vary alarmingly from one country to another and so 
leaving the job to others and expecting the application of strict 
security to be carried out as a matter of routine is a risky habit to 
fall into. We are not just talking about the terrorist as the threat 
here – stowaways are still a constant drain on resources.

Preventative measures
At Securewest International, when we carry out security 
assessments for clients it is often the case that the fundamentals 
of security are not in place to begin with, and it is these simple 
actions that should form the bedrock of any port or ship security 
plan. Vessels can improve the risk of costly delays in port by 
observing simple procedures. Accessing information on security 
levels and recent incidents before arriving at a destination is a 
must, and something that we provide to clients through our 
permanently manned, 24 hour Maritime Assistance Center.

Ports must have a valid Security Plan and a Facility Security 
Officer (FSO), and they, together with the vessels Security Officer 
and the Port Authority itself, should be working in unison where 
possible to improve security. Security is all about creating more 
barriers. We recommend a raft of ‘easy’ preventative measures 
to clients in order to restrict access to areas or vessels where 
containers are situated or goods in transit are stored. Removal 
of access opportunities is vital, and the more visible guarding is 
the more effective it becomes. Port and vessel security should 
always be a matter of routine and carried out by carefully selected 
personnel. With many local ‘security’ companies bribes are 
commonplace and guards are often ‘bought’ to allow others to 
gain access to a vessel. 

There is no doubt that port security is a complex, almost 
indefinable issue – encompassing a variety of solutions to a variety 
of threats. It is also a hugely important issue that is time intensive. 
Recent calls by navy chiefs for vessel operators to utilise the 
services of responsible and experienced security specialists should 
also be heeded in the port sector. It is estimated by the IMO that 
around 50,000 vessels called at over 4,000 ports across the world 
during 2007, and in the process 85 per cent of the global trade was 
moved – including 15 million containers. Yet, despite the obvious 
significance of ports in relation to world economics, port security 
is seriously lax in places, something that will be highlighted when 
ISPS renewals come around.
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