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As of February 28, 2009, those requiring access to the secure 
areas of the marine terminals at the Port of Portland in Oregon 
have been required to have a Transportation Worker Identification 
Credential (TWIC) in hand or an approved escort to accompany 
them. The first phase of this federally required programme has 
since rolled out nationally. 

Affecting literally every U.S. port and those who work there, 
the implementation of the first phase of the national programme 
was a longstanding concern for ports, businesses and individuals 
across the country. In Portland, however, thanks in part to 
advance planning and communications from port officials, the 
enforcement deadline came and went largely without incident.

Background
After a series of delays in recent years, the on-again, off-again 
implementation of the first phase of the new TWIC requirements 
began at select ports in late 2008. Security wise, it makes accessing 
marine terminals a lot more like accessing the airfield at an airport.

“If you show up to work at an airport, you can’t enter a 
secure area without a proper badge,” said Dan Pippenger, marine 
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the Port of Portland has four marine terminals handling autos, containers, 
grain, mineral bulks, liquid bulks, steel, and other breakbulk. only tWiC 
approved individuals are allowed unescorted access to secure areas.
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security manager with the Port of Portland. “That’s the way it is 
now at our Port’s marine terminals and at other marine terminals 
across the country.”

Commonly referred to as TWIC, the universal identification 
system requires submitting to extensive background and citizenship 
checks, payment of a US$132.50 fee, and collection of biometric 
data to be used in the planned next phase of implementation. 
Mandated by Congress on the heels of the 9/11 attacks, the 
programme aims to ensure that workers who are granted unescorted 
access to secure areas of U.S. Coast Guard regulated marine facilities 
and vessels do not pose a criminal or terrorist threat.

Congress, through the Maritime Transportation Security Act, 
directed the Department of Homeland Security to issue the 
credentials. The Transportation Security Administration (TSA) was 
the lead agency for the programme’s development and deployment 
while the Coast Guard is the lead agency for enforcement.  

Enrolment begins
The Port of Portland has four marine terminals handling autos, 
containers, grain, mineral bulks, liquid bulks, steel, and other 
breakbulk. Just as the Port handles a variety of cargo, it also has a 
wide variety of individuals subject to TWIC requirements.

Port workers, longshoremen, truckers, rail workers, and others 
who require unescorted access to secure areas, began to enrol in 
January 2008. Portland was one the first ports in the nation to begin 
enrolment in 2008, with the opening of a processing centre near 
the Port’s marine terminals in North Portland. Pre-enrolling online 
sped up the process by allowing workers to provide biographic 
information and schedule a time to complete the application in 
person, a process, which in some cases, took up to eight weeks.

Individuals applied for, and upon passing the background 
screening, received a TWIC – after at least two visits to the 
office.  Although the process went smoothly for the most part, 

there were a few glitches including occasionally long wait times, 
the machines could not read fingerprints, and some received 
faulty cards that had to be reordered. Besides the added cost 
of US$132.50 per application, the Port and its customers also 
experienced several hours out of the office per person while they 
were travelling to and from appointments and again when the 
cards were ready to be picked up.

Communications and outreach
Starting with a public meeting at the Port’s downtown 
headquarters, businesses and potential applicants were strongly 
encouraged to pre-enrol for TWIC more than a year prior to the 
eventual rollout. The Port devised its own communication and 
outreach plan involving anyone who requires unescorted access to 
secure areas at the marine terminals. This included Port employees 
as well as customers, partners, tenants and service providers.

Through multiple communication avenues and updates, the 
Port helped spread the word that enrolment was active and 
enforcement would soon be pending. This proactive approach 
both internally and externally was deemed necessary to avoid 
detrimental impacts to business operations. 

Resources used for communicating TWIC requirements and 
deadlines included Port publications, emails, letters, meetings, local 
media outlets, and a new webpage dedicated to the programme.  
Marine security worked internally with Port managers to identify 
and notify employees who would need a TWIC. 

Port security staff actively and regularly notified key Port 
stakeholders, tenants, unions, customers, and service providers about 
TWIC and the possible impacts on their work processes, including 
the enrolment programme and related requirements for accessing 
Port terminals and impending enforcement. A new terminal access 
request form was created for the Port website along with new Port 
policies for accessing facilities and escorting guests.

the Port has implemented us$4.5 million in security upgrades including new gatehouses, thermal imaging cameras, and optical character recognition equipment.

Ph
ot

o:
 P

or
t o

f P
or

tla
nd

.



Port technology InternatIonal   107 

Customs and 
seCurity

Infrastructure enhanced
Just as enrolment was ramping up for TWIC, the Port was 
wrapping up approximately US$4.5 million in security upgrades 
at its marine terminals. Initiatives were aimed at leveraging 
technology to provide innovative solutions, enhance efficiency 
and improve security at the marine terminals.

“Security is a necessary cost of doing business,” said Bill 
Wyatt, executive director. “Protecting the Port’s marine facilities 
is critical to our region’s economic growth and vitality, which 
is why we’ve made significant investments in keeping our  
facilities safe and secure.”

Some of the improvements are immediately evident, like new 
gatehouses. Most of the enhancements, however, are behind 
the scenes and out of sight. These include thermal imaging 
cameras with analytic capabilities that can help detect intruders. 
Officers can monitor hundreds of acres using a wireless network  
of cameras.

Optical character recognition equipment helps ensure that the 
right containers leave on the right trucks, and radiation portal 
monitors allow all containers leaving Terminal 6 to be scanned 
for the presence of nuclear and radiological materials by Customs 
and Border Protection. Marine security staff was enhanced from 
19 to 26 officers and one new superintendent was added. Marine 
Security Officer training programmes and policies for security 
tasks have been updated as well.

Related to TWIC implementation, terminal entrance lanes 
were redesigned with gate arms to facilitate vehicle screening. 
Smart card access controls were installed, along with entrance 
turnstiles for pedestrians featuring cameras. New fencing has 
helped further limit points of entry, especially on the waterside. 

Timing proved ideal, as investments were made in advance of 
the economic downturn, and the enhancements complemented 
the new access requirements well. In fact, the Port’s already strong 
access controls made implementing the first phase of TWIC less 
of a challenge.

Enforcement deadline
Leading up to the enforcement deadline, signage was added to the 
terminal gates that said, “No TWIC, No Entry” and flyers were 
distributed with enrolment information. Three simulation days 
with spot checks were held in the months preceding the deadline. 
These were reassuring because most were already in compliance 
or had at least started the application process. Those who had not 
yet applied were warned that processing could take up to eight 
weeks and that the restrictions would be non-negotiable.

Problems were minimal. There were some isolated incidents 
where people have been turned away, but they knew why. The 
Port does not make exceptions or waivers for a forgotten TWIC, 
and its policy prohibits “escorts for hire” as some Ports allow. All 
marine security badge holders were required to read the new 
policies for escorting visitors at the marine terminals.  

Public events, tours and filming requests have been affected 
by the new rules. Since TWIC implementation, the Port has 
held press conferences with the Governor, hosted an electric 
car test drive and welcomed location scout visits for television 
and movies at the terminals. Each has been considerably more 
complex – and expensive – than it was pre-TWIC. Location 
scouts have been deterred by the added costs and logistical 
challenges of working inside the secure areas.  

Next steps
The next phase, requiring biometric scanning of fingerprints 
at the gates, is on hold until standards for the new technology 
are established nationwide. The electronic devices will also have 
to be able to receive and verify data from a TWIC, and protect 
the data from unauthorised access. Given the nature of the work 
environment, this poses significant challenges.

There is currently no set date for the next phase of the 
programme. It does raise the question of how much ports 
will have to spend on support systems such as installing and 
maintaining card readers, specialised software and back-up 
computer systems once they are required. At this point, that 
question is almost impossible to answer. Ports like Portland have 
already invested a lot of time and money into the programme 
and this has only been the completion of the first phase.  
With more to come, the new requirements will mean more 
time and money.

Implementation of TWIC has been a major crosscutting 
issue affecting all U.S. ports. TWIC represents a cultural shift 
on the waterfront and the programme will continue to impact 
operations. For now, the Port of Portland is in full compliance and 
will continue to work with the Coast Guard to stay that way. 

The Portland harbor exports the largest volume of wheat in the United States. 

The Columbia River is the third largest grain exporting centre in the world. The 

Port of Portland is also the largest auto import gateway on the U.S. West Coast. 

Additionally, the Port is the 16th largest container port in the United States and 

the 4th largest port on the West Coast for export tonnage. More than 1,000 

businesses in Oregon and Washington use the Port’s marine facilities, which are 

served by a network of interstate freeways, Union Pacific BNSF railway, and the 

Columbia/Snake river barge system. 

121 NW Everett Street, Portland, OR 97209-4049, USA 

Mailing Address:

P.O. Box 3529, Portland, OR 97208-3529, USA

Email: contactus@portofportland.com 

Web: www.portofportland.com

about the Port enquiries 

radiation portal monitors allow all containers leaving terminal 6 to be scanned 
for the presence of nuclear and radiological materials by Customs and Border 
Protection.
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