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Customs and 
seCurity

Good security is good for business, and ports can quantifiably 
benefit from protective measures more than most. As complex 
operations housing large quantities of valuable goods in transit, 
they represent a target for highly organised freight thieves 
as well as a significant potential r isk in terms of attack by 
arsonists, protesters, vandals and terrorists. Adequate defences 
against CBRNE (chemical, biological, radiological, nuclear and 
explosives) type attacks are, post-9/11, also a necessity. Alex 
Carmichael, BSIA Technical Director, considers the solutions. 

This summary may seem alarming, but the good news is that 
thorough risk assessments combined with the implementation 
of appropriate procedures, cost effective systems and timely 
response will form a realistic shield against these threats. It is 
important that security systems demonstrate their value in terms 
of practicality and ease of use. If the staff using them each day 
do not view them as an impediment or nuisance, they’re more 
likely to embrace the measures instead of seeking shortcuts. 

Besides securing goods and the port’s infrastructure, such 
as its operating plant and buildings, security systems ranging 
from CCTV cameras to access control equipment and intrusion 
detection devices offer added value advantages. For instance, 
they can contribute towards staff health and safety whilst on-site. 
Their reporting functions can also be used to help improve a 
port’s overall efficiency, for instance by showing how operational 
procedures could be improved. Moreover, when interfaced 
with building management systems, they can reduce energy 
consumption when areas are unmanned – helping pay for 
themselves and cutting the port’s carbon footprint.

Full compliance with the 2004 International Ship and Port 
Facility Security Code (ISPS) is a commercial imperative too, 
since shipping operators will lose out on the opportunity to 
dock vessels at US ports if they come from a port that fails to 
meet it, for example. Ports that don’t comply with the three 
security levels referred to in the ISPS Code risk losing trade  
and money.

Surveillance approach
Helping these aims, secur ity technology is providing 
substantial performance increases allied to reducing system 
costs as the economies of scale benefit areas such as digital 
surveillance recording. Replacing inflexible tape-based 
systems, digital video recording offers increased storage 
capacity without the need to change tapes every few hours 
and mark, log and store them, as well as replace them after 
the recommended 12 ‘passes’ through the analogue recorder. 
By contrast, digitally recorded incidents can be tagged for fast 
retrieval and exported onto a variety of media if required by 
the police, for example. A BSIA code of practice was recently 
developed into British Standard 8495:2007, an independent 
benchmark that customers can use when choosing a digital 
CCTV system. Ensur ing that digital surveillance footage 
carr ies sufficient weight in court is clearly important and 
depends on factors including image quality and authenticity, 
storage, playback and a comprehensive audit trail – all of 
which are covered by the Standard.

From an operational perspective, ports offer plenty of hiding 
places for intruders that breach the perimeter defences or find 
their way on-site by other means. Security lighting is therefore 
an important consideration, allowing the cameras to operate 
effectively using a mix of white or infrared light according 
to the circumstances. Thermal technology is now becoming 
a mainstream CCTV application, allowing camera operators 
and other security staff to detect a person at long distances – 
typically up to 1 km – using a combination of sophisticated 
heat-based thermal imaging and high resolution optical 
capabilities, such as powerful zoom lenses. 

Thermal imaging also spots intruders in darkness and adverse 
weather conditions including fog, mist, rain and snow. It’s being 
used, for example, at the Port of Calais and can spot people 
floating in the water who may be intent on attacking a moored 
vessel. These cameras can also be linked in to a port’s TCP/
IP (Internet Protocol) local or wide area network (LAN/
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WAN) without the need for disruptive or costly hardwired 
links such as fibre optic cabling. Using such a network, they 
can be positioned in remote locations of the port for improved 
observation and controlled at the click of a mouse from the 
control room.

The use of video analytics, using sophisticated software for 
scene analysis, is also fast becoming a practical, cost efficient 
reality. This involves software processing algorithms that analyse 
camera data from a scene, detect situations that meet a certain 
set of conditions, filter them for possible false alarms and then, 
if verified, issue a warning that security staff can react to in 
the appropriate way. This technology allows staff to be more 
efficient and effective, without need to monitor areas of the 
port where no activity is occurring. If a potential incident does 
occur they can then check the situation. Areas around freight 
compounds could, for instance, be allocated a virtual tripwire – 
a pre-defined zone that triggers an alarm if a person or object 
enters it. These areas can be quickly set up on-screen using the 
system and operate for temporary periods as required.

Perimeter warning
Overlaying an onion-ring of protection over a port, the outer 
perimeter layer represents a key starting point in terms of physical 
protection combined with electronic security to both deter 
and detect untoward activity. Attempts to breach fencing, for 
instance, can be electronically monitored using fence-mounted 

vibration detectors that trigger an alert in the control room, with 
automatically directed camera observation of the area to track 
suspects’ movements and direct manned security teams towards 
them quickly and safely. 

In a layered security approach, passive infrared detectors 
(PIRs) designed for outdoor applications such as perimeter and 
area protection are deployed along an expansive unmanned port 
perimeter, reducing the number of actively recording cameras 
required to monitor the area. Instead, they are energy efficiently 
linked to thermal dome or PTZ (pan/tilt/zoom) cameras that are 
triggered by alarms transmitted from the PIRs.

Access controls
Effective security technology that’s easy to use is a feature of 
‘smart’ access control systems, which represent the next layer of 
port protection beyond the perimeter. Depending on the location 
and sensitivity of the building or area involved, measures can 
range all the way from paper based logging systems for temporary 
contractors’ permits through to access control cards using RFID 
chips for more convenient proximity reading of card details and 
activation of gates, turnstiles or vehicle barriers. 

Biometric-based systems such as fingerprint readers and iris 
scanners are alternatives for higher risk locations, using the 
unique human characteristics of a person against a previously 
recorded pattern – usually a fingerprint, hand or palm print, or 
iris of the eye to provide irrefutable proof of identity. Besides their 
important security function, access control systems can be used 
as a health and safety tool in the event of a fire evacuation, for 
example, helping to quickly produce an accurate roster of anyone 
still within an area. Verifying port visitors is also important to 
meet the legislated ‘duty of care’ towards very visitor.

Screening and seals
BSIA member companies can also advise on two other important 
methods for securing ports against various risks. Screening of 
contractors, as well as vehicle drivers and passengers can be 
achieved using metal, x-ray and other trace detection equipment 
to guard against threats such as explosives. 

Meanwhile, the integrity of areas such as freight storage can be 
enhanced using security seals that conform with BS 7480. 

In summary, effective security measures needn’t be a burden 
in terms of either capital or running costs. Flexible, integrated 
and increasingly advanced systems make a quantifiable 
contr ibution in terms of improved protection, health and 
safety, and business management of a port. In these challenging 
economic conditions, they help safeguard the ‘bottom line’, 
reducing financial losses and maintaining a port’s trading 
viability to its current and potential customers.
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