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Customs and 
seCurity

More than 1.17 million maritime and transportation industry 
workers now hold the federally mandated Transportation Workers 
Identification Credential (TWIC). Just getting underway is the task 
of certifying one or more electronic readers to verify the given card 
contains the biometrics of the presenter at the terminal gate.

Field review
The open-ended field review of several biometric card readers 
began in March with the publication in the Federal Register of 
an Advanced Noticed of Proposed Rulemaking by the U.S. Coast 
Guard and the Department of Homeland. 

The agencies are also considering dividing port facilities 
and vessels into three risk categories – two of which would 
be required to use electronic devices to read the biometric 
information from the wireless credential. Port facilities deemed 
to fall into the lowest-risk category would use the credential 
primarily as a visual identification badge.

Another proposal under consideration would allow up to 14 
workers with credential at each port to have regular and recurring 
unescorted access to secure areas of the port, the Federal Register 
notice said.

Pilot programme
Several electronic readers have already gone through lab testing, 
and a pilot evaluation process is now being implemented at the 
Port of New York and New Jersey, The Ports of Los Angeles 
and Long Beach, California, the Port of Brownsville, Texas, and 
also in cooperation with three very different maritime entities: 
Magnolia Marine Transport, a Vicksburg, Mississippi-based barge 
and tugboat operator, Watermark Cruises, in Annapolis, M.D., and 
the Staten Island Ferry in New York.

“Having seen what the readers can do in a controlled 
situation, we want to see how they perform in extreme and 
varied conditions – the heat and cold and salt air that they’ll be 
expected to operate in day in and day out, if chosen,” said Greg 
Soule, spokesman for the Transportation Security Commission, a 
division of the U.S. Department of Homeland Security.

There is no date certain for when a determination on the 
readers will be announced, but maritime industry officials said 
they are anticipating a wait of at least 18 months, while some 
federal officials said it could be up to two years before a preferred 
list of readers is released. All Soule would say was that the pilot 
programme will continue “until we have enough information for 
the Coast Guard to issue a final reader rule.”

The TWIC
The Transportation Workers Identification Credential came to pass 
as part of a package of security legislation passed by Congress in 
the wake of the September 11, 2001 terrorist attacks on New 
York and Washington, D.C. The government spent US$108 million 
refining the idea before a single card was issued, Soule said.

The TWIC, as the card is known, is a tamper resistant 
‘smart card’ containing a biometric template of the holder’s 
10 fingerprints. A total of 1.2 million workers in the maritime 
transportation industries – anyone who requires unescorted 

access to secure areas of the port – are required to obtain the card, 
which costs US$132.50.

Included in this population of card holders are all Coast 
Guard credentialed merchant mariners, port facility employees, 
longshoreman, truck drivers and stevedores. Enrolment was 
phased in at 3,200 maritime facilities and for 10,000 vessels over 
an 18-month period, making the TWIC programme the largest 
‘smart card’ initiative in the world, Soule said.

“It’s added a significant new layer of security to America’s ports, 
and the fact that it’s gone so well, with very minimal disruptions in 
commerce, is a huge security win,” he continued. “Now, Americans 
can be assured that the folks who have unsupervised access to these 
vital centres of commerce are not known terrorist threats.”

Commander Dave Murk, the TWIC programme manager 
at the Coast Guard’s Washington headquarters, said the relative 
smoothness in the first phase of implementation was due to a 
concerted effort to engage the port community in the process.

“We sought out the industry’s comments and recommendations, 
trying to ensure that we got this right,” Murk said. “In fact, it was 
the industry that prompted us to break the proposed rule in two, 
dealing with issuance of the cards first, and the readers second.”

Implementation
The wisdom of that decision is illustrated by the experience of 
the Port of Charleston, South Carolina. Byron Miller, spokesman 
for the South Carolina State Ports Authority, said because it didn’t 
have to deal with getting readers in place – for now the card 
need only be shown to security guards at the terminal gate – the 
authority could focus on “enrolment, enrolment, and enrolment.”

“We really did work very closely with the Coast Guard leading 
up to Charleston’s December 1, 2008 TWIC implementation 
date, promoting the programme to various maritime and business 
groups around town, putting up signs at the terminal gate, sending 
mailings to all of our vendors and handing out flyers at our gates 
and truck weigh stations in the area,” Miller said.

As the deadline approached, security personnel began doing 
spot checks, asking to see terminal visitors’ TWIC cards, and 
explaining what the card was if people were unaware.

Freed of concern about installing readers, the port authority 
was also able to devote extra time for planning what to do when 
say, a trucker, showed up at the gate and didn’t have a card.

“Something like this is about a lot more than simply checking 
that someone has a card. You have to set aside and plan a space for 
trucks to turn around and leave if the driver doesn’t have a card, 
and you also have to make provisions for walk-ups, and so forth,” 
Miller said.

As a result of sustained efforts, and complementary initiatives 
by local maritime organisations and the local chapter of the 
International Longshoremen’s Association, Charleston has seen 
13,215 individuals enrol in the programme and 11,410 activate 
their cards.

Understandably, truckers make up the largest portion of that 
group, accounting for more than 5,000 of the enrolees, followed 
by approximately 1,900 merchant mariners and 1,200 facility 
employees.

TWIC is in place, however certification 
of readers may be two years off
Dan McCue, Contributing Writer, Port Technology International
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“All of the port’s partners really stepped up to the plate on 
this,” Miller said. “Of course, we’ve seen many individuals getting 
their cards over the past four to five months – in anticipation of 
the national April 15 deadline to get one’s credential – but that’s 
something I think everyone anticipated. It’s human nature to wait 
until the last minute – especially for something that costs US$132.”

Compliance
Despite that reality Murk said surveys conducted in mid-April 
showed an 85 per cent to 90 per cent compliance rate at the nation’s 
ports, and a 92 per cent compliance rate among vessel operators.

“There were a lot of unknowns going into this, but I think 
preplanning and education make a big difference,” he said.

A similar story was told by Nancy Rubin, Director of 
Communications and Public Relations at the Jacksonville Port 
Authority.

“There was great cooperation between JAXPORT security 
and Lockheed Martin (the vendor of the TWIC card),” Rubin 
said. “They worked hand-in-hand to streamline the process well 
before the effective date, and as always in these kinds of processes, 
communication is key.

“As a landlord port, our security force worked in concert with 
our tenants and agents prior to TWIC implementation, holding 
several pre-registration meetings to discuss the process, posting 
and handing out flyers early and often, and doing its very best to 
assist all partners in the implementation,” she continued.

Of course, the port authority’s long time relationships with 
its stakeholders greatly smoothed the implementation process, 
Rubin said. So did the fact that Florida has had a statewide ID 
card since 2004.

“As a result, we were easily able to incorporate the TWIC 
checks into our existing system,” she said.

Issues
It should be noted, however, that the use of dual credentials 
irks some port directors in Florida, as well as the Florida Ports 
Council, an industry lobbying group.

Bill Johnson, director of the Port of Miami, has gone on 
record as saying he and the council are “adamantly opposed to 
the continuation of the Florida Security credential, arguing its 
simply redundant and wasteful to have someone go through 
both a state criminal history check and the federal government’s 
more comprehensive criminal history, terrorism, immigration and 
mental health checks.

While every locality appears to have its local issues, that has not 
diminished the mixture of relief and enthusiasm expressed by port 
officials.

Matt Gresham, spokesman for the Port of New Orleans, for 
instance, was as pleased as Miller and Rubin with how the process 
unfolded. “There are still a few truckers who do not have a 
TWIC card, but they are becoming fewer and fewer,” Gresham 
said. “Overall, TWIC is becoming part of our everyday routine.”

That’s not to say there haven’t been a few challenges or that 
there isn’t more to do.

Miller said one issue that initially arose in the Port of 
Charleston involved the requirement that anyone who doesn’t 
have a TWIC card but needs to access the port must be escorted 
“shoulder to shoulder” until they leave the premises. “An example 
would be a contractor who is only visiting the terminal for a day 

to make some repairs,” he said. “That was something for which 
we had to make some adjustments.”

The Port of Wilmington encountered a similar issue, and in April 
won approval from the Coast guard to use existing surveillance 
technology to supplement TWIC regulations. Instead of providing 
escorts, the Port of Wilmington will utilise its surveillance system to 
monitor non-TWIC holders on its property.

According to Richard Dasugo, senior applications engineer 
with Siemens Building Technology, which provided the port’s 
surveillance system, the technology can be utilised in a number  
of ways. For instance, it can be used to alert terminal security 
when the non-TWIC carrying individual leaves a certain 
designated area. The individual can also be tagged and monitored 
as they move about the site, moving from the range of one 
camera to another.

Another issue that needs to be addressed is the fact that while 
holding a TWIC card shows an individual has passed a federal 
background check, that doesn’t imply that the person has received 
local authorisation to be on the terminal property. For that, the 
Port of Charleston still requires that anyone accessing its facilities 
hold a ports authority credential.

“Simply having a TWIC card doesn’t mean you have a need to 
be in our facility; until these two systems are synchronised, you’re 
going to need both,” Miller said. “Hopefully, eventually, one card 
will serve both purposes.”

Card readers
The future of the programme was very much on the mind of 
the Coast Guard on May 6, as it held its first public meeting on 
the second phase of programme implementation – certifying 
electronic card readers and setting the ground rules for their 
implementation.

Last fall, the agency released a preferred list of scanner vendors, 
but as has already been suggested, the process of determining 
which scanners are the right scanners for the job is still far from 
certain.

Commander Murk said he knows the service won’t be able to 
please everyone in the end, but he said he left the public session 
feeling his and the other agencies shepherding the process are 
at least on course “to get as close to the right solution” as is 
necessary to satisfy most stakeholders.

“Going forward, the public comments and the port pilot 
programme, together, will inform the formal announcement of 
the proposed rule,” he said.

How long could that take?
“It’s very hard to say,” Murk admitted. “It could take as long as 
two years, given the process of collecting public comment and 
publication and so forth, and then there’s the pilot programme. 
We are working with pilot participants who are funding their 
participation through port security grant money, and they are at 
various stages of securing that grant money.

“Some are still writing their proposals, some have already 
applied… the parts are in flux,” he continued. “Right now the 
only participant that has its pilot programme underway is the Port 
of Brownsville.”

So where does TWIC stand?
“We’re not out of the woods yet,” Murk said. “We still have 

more work to do.” 
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