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Customs and 
seCurity

Nearly seven years have passed since the September 11, 2001 
terrorist attacks on the United States. They have been years of 
recovering from the devastation, years of restructuring both local 
and national security processes, and years of establishing additional 
levels of protection for our nation and our citizens.

In terms of securing our ports and safeguarding the avenues 
of maritime transportation, these seven years have yielded vast 
improvements, both domestically and internationally. Yet,  
vigilance never rests, and prudence demands constant scrutiny 
both of the positive strides made and of the steps yet to be taken 
to protect the integrity of US maritime security. 

Remarkable progress
In the aftermath of September 11, the US government passed 
the Maritime Transportation Security Act of 2002 (MTSA) 
with the focused goal of preventing a maritime transportation 
security incident, defined as any event or occurrence that results 
in significant loss of life, environmental damage, disruption 
of the transportation system, or economic disruptions to any 
particular area. The MTSA charged the US Coast Guard 
(USCG) with the pr imary implementation of the law’s 
regulations, which include requirements that ports and vessels 
perform vulnerability assessments and establish security plans 
encompassing variables such as screening processes, access 
control, surveillance equipment, security patrols, and personnel 
identification methods. A few years later on the global level, 
the International Maritime Organization (IMO) adopted the 
International Ship and Port Facility Security (ISPS) Code as an 
amendment to the Safety of Life at Sea (SOLAS) Convention. 
The Code outlines the minimum security requirements for 
ships and ports and offers guidance in implementing those 
requirements.

Without question, both the MTSA and the ISPS Code have 
propelled maritime security to its strongest levels to date. Not 
only have the regulations themselves provided a baseline security 
standard, but they have also done so without placing any undue 
financial burdens on any country, company, or corporation. 

Yet, while advances have been made, security deficiencies 
still exist. And in the high stakes realm of national and 
international security, these lingering problems, much more 
than a mere nuisance, pose a serious threat to safety. Therefore, 
just as improvements warrant recognition, so, too, flaws require 
remediation. 

Security shortfalls I: Deficiencies in facilities
In February of this year, the US Government Accountability 
Office (GAO) released a report on Maritime Security to the 
Senate Committee on Commerce, Science and Transportation. 
Fully titled ‘Mar itime Secur ity: Coast Guard Inspections 
Identify and Correct Facility Deficiencies, but More Analysis 
Needed of Program’s Staffing, Practices, and Data,’ the report 
(GAO-08-12) was the product of a GAO examination of the 

USCG’s fulfillment of the MTSA requirements to perform site 
surveys of ports and maritime facilities to ensure that security 
plans are in place and being implemented. 

Specifically, the report examined the following: “the extent to 
which the USCG…

•  has met inspection requirements and found facilities to be 
complying with their plans,

•  has determined the availability of trained personnel to meet 
current and future facility inspection requirements, and

•  has assessed the effectiveness of its facility inspection program 
and ensured that program compliance data collected and 
reported are reliable.” 

Dismayingly, the report found that, while it could not be 
determined whether the USCG had conducted all required 
facility inspections, in those inspections performed, deficiencies 
were uncovered in approximately one-third of the cases. 
Specifically, these deficiencies spanned five main security 
components: security measures for access control, facility 
recordkeeping requirements, security measures for restricted 
areas, drill and exercise requirements, and facility security plan 
amendment and audit requirements. 

Security measures for access control
Approximately 18 per cent of the deficiencies revealed were 
in security measures for access control – the very basis of any 
security plan. These include the simplest of steps such as ensuring 
proper ID for grounds admission, and examples of violations 
were beyond inexcusable: leaving a gate open, not repairing a 
restricted-area fence, failing to screen unaccompanied baggage, 
and not checking ID prior to allowing access to the facility. If 
facilities cannot enforce these foundational safety measures, where 
does our port and maritime security lie?

Facility recordkeeping requirements
On the heels of access control deficiencies and comprising 
17 per cent of all deficiencies were shortcomings in facility 
recordkeeping requirements. For obvious reasons, accurate 
record keeping is cr itical for establishing a comprehensive 
picture of security standings. Facilities should be examining 
security incidents and looking for trends. Only by doing this 
can they put the pieces together and make necessary changes. If 
facilities are not keeping proper records, they are not providing 
the Coast Guard and other intelligence personnel the ability to 
look at patterns and uncover threats. 

Again, compliance in this area is not complicated, yet 
violations were found. For example, one facility maintained no 
records of personnel with security responsibilities; another did 
not provide proper Facility Security Plan-formatted records of 
drills and exercises for Coast Guard review; and a third did not 
produce proper documentation of the Facility Security Plan’s 
annual audit. Such failures are inexcusable.
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Security measures for restricted areas
Classified as restricted are high-priority and security sensitive 
areas such as communications rooms, computer rooms, freight 
transfer areas, or any locations in which breach or compromise 

would pose a serious security threat. Yet, despite the enormous 
importance of safeguarding these areas, 14 per cent of deficiencies 
found were in security measures for restricted areas. Indeed, some 
of the deficiencies were as simple as failure to post required signs 
designating an area as restricted. The gravity of securing these 
sensitive areas cannot be overstated, and no viable reason exists for 
facilities not to take all necessary steps to do so. 

Drill and exercise requirements
As the GAO report indicates, this requirement mandates 
“quarterly dr ills and annual exercises to test personnel 
performance of security duties and effective implementation 
of the facility security plan, for example, a drill of personnel 
responses to a security alarm, or an exercise of security plan 
communication procedures.” In essence, these are simply measures 
to test a facility’s security plan and ensure personnel are able 
to respond to an incident. These security exercises and drill are 
critical, not optional. And yet, 11 per cent of deficiencies occurred 
in this area. Again, inexcusable.

Facility Security Plan (FSP) amendment and audit requirements
Law stipulates that any amendments to a Facility Security Plan 
be approved by the Coast Guard in accordance with specified 
processes and procedures. Additionally, facilities must have their 
FSPs audited annually. The requirements are clear, and still 10 per 
cent of deficiencies were in FSP amendment and audit compliance. 

Unfortunately, all of the above deficiencies were not merely 
perceived but actual, despite what initial assumptions may be, 
they were not caused by lack of funds. As is apparent from the 
descriptions above, minimal costs are involved in posting signs, 
repairing fences, or checking IDs prior to granting grounds 
access. Additionally, many of these facilities received security 
grants and/or guidance, and while they may have taken the time 
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to write security plans and conduct assessments, they failed to 
perform in accordance with their plans. 

In the days both immediately following September 11th and 
following the implementation of the MTSA, such deficiencies 
may have been arguably defensible e on the grounds of time. 
But today, four years after the MTSA went into effect, these 
shortcomings are inexcusable.

Recommendations
It should be noted that, while these deficiencies are serious, some 
ports, terminals, and maritime facilities are fully compliant with 
regulations and demonstrating outstanding performance. Because 
of efforts including those demonstrated by these facilities, the 
maritime industry has succeeded in achieving a level of security 
necessary to keep commerce flowing. But now, as an industry, the 
time has come – indeed, it is long past – to ensure compliance 
100 per cent of the time. At this stage, no excuses exist for 
anything less. And for those facilities not performing up to – and 
beyond – par, several steps should be taken:

1)  Stronger fines by the Coast Guard against facilities not in full 
compliance with regulations.

2)  Greater accountability for facilities receiving security grants, 
and the concomitant cessation of all government funding until 
facilities are able to demonstrate that they are fully compliant 
with all security standards. And while some may argue that 
funds are necessary to compliance, the fact is that maintaining 
safety and security is not an issue of funds but rather of proper 
administration.

3)  Increased education and training for company security officers, 
facility security officers, and vessel security officers. This is vital 
for all facilities – not just those currently underperforming. 
Training is available at facilities around the country, and 
particularly given the number of people potentially in harm’s 
way, not pursuing further education is simply irresponsible.

Security shortfalls II: Deficiencies in transport
Securing our port facilities is critical, but equally so is securing 
the chain of transport of shipped goods. In addition to the 
volume of civilian materials that flow through our marine 
transport systems, 80 per cent of military cargo in the US travels 
via commercial carrier. Therefore, protecting cargo during 
transport is literally a matter of national security. 

To this end, the US Customs and Border Protection (CBP) 
launched the Customs-Trade Partnership Against Terrorism 
(C-TPAT) in 2001. The programme, which is exemplary in 
structure and design, is a government-business partnership which 
provides for a comprehensive supply-chain review to ensure 

integrity against terrorist interference. The CBP did an excellent 
job in creating the programme, but, unfortunately, it has one major 
flaw, and that flaw represents the Achilles’ heel of all transport 
security. Summarised in two words, that flaw is the bolt seal.

C-TPAT bases tamper-evident security on the use of the 
traditional bolt seal, and according to C-TPAT standards, the bolt 
seal is considered high security. Unfortunately – and dangerously 
– this designation is entirely false, as a bolt seal can be bypassed in 
a matter of minutes. In fact, terrorists or other would-be security 
violators would not even need to attack the seal itself; they could 
simply attack and manipulate the seal’s hardware directly on the 
container, thus breaking into trucks, cargo containers, etc., removing, 
tampering with, or adding contents, and then simply reattaching the 
hardware with no signs of foul play. Every other security measure 
could be flawless, but if negligence – or false security – exists in this 
one area, then the entire system is compromised. 

This reality is nothing new to the maritime transportation industry, 
and industry experts have been looking for some time towards 
electronic solutions to address the problem. Yet, while these solutions 
may be a step in the right direction, they are not infallible. For 
example, in the event of a power outage resulting from an attack or 
natural causes, reading electronic signals would be impossible. 

A far better solution – and one that is much more cost-effective 
– is the implementation of tamper-evident protection which not 
only guards against actual breach and theft but also discloses evidence 
of attempted breach or theft. Products providing this protection are 
currently available and are comparable in price to traditional bolt 
seals. The changeover would be a slight one for the industry to 
make, but the improvement in security would be monumental. For 
the change to take place, however, industry leaders must become 
educated and willing to step up to the task. And for this to occur, 
government must increase its outreach to private sector companies 
to demonstrate both the benefits and the necessity of correcting the 
bolt-seal Achilles’ heel for the sake of national security. 

Conclusion
Much has been accomplished in several years, and our ports and 
avenues of marine transportation are safer today than they have 
ever been. Yet, in the world of constant threats in which we live, 
“safer” is not enough. We cannot afford to be complacent about 
shortcomings; we cannot become satisfied with “acceptable” levels 
of security. Now more than ever, we must commit ourselves to 
pursuing precision and flawlessness in the design, creation, and 
execution of the highest security measures possible. 

Our security depends upon it. Anything less is unacceptable.
Maritime Security: Coast Guard Inspections Identify and Correct Facility 
Deficiencies, but More Analysis Needed of Program’s Staffing, Practices, 
and Data. GAO-08-12. Washington, D.C.: February 14, 2008.
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