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Introduction
New changes to port security address not only the normal or 
friendly traffic, but also systems that secure the normal port 
operation, and deter and prevent any hostile operation against the 
harbor. 

The mere cost of an incident that halts normal operation of 
a major port will incur significant economical and operational 
consequences to a country or region. In this paper we will discuss 
threats from intruders, such as surface vessels, underwater vehicles, 
divers and swimmers, all being targets that will hide their real 
identity and intent. 

Diver detection sonar systems with detection ranges from 
some hundred meters to 600-800 meters on a good day have 
been available for some time. But before countermeasures or 
reaction procedures can be set into operation, the security 
system will have to perform all the tasks from detection, 
classification, alerting the operator to confirmation of the threat 
being real by the operator before the operator chooses the best 
reaction procedure for the incident. 

Studies have shown that the time to perform these tasks will be 
very limited, and thus work was undertaken to develop sonar and 
systems with larger detection ranges and integrate them into a 
system allowing the timely performance of port security. 

The project discussed in this paper began in 2007, aiming to 
develop and test new long-range awareness sonar systems in a real 
environment at Haakonsvern Naval base, which could form the 
basis for a permanent installation at the base.

The sonar was to be integrated into a system including other 
above- and below-water sensors and reactors.

Above-water surveillance
Protection against illicit underwater activities in coastal areas, ports, 
harbours or in confined areas is complicated by the reverberant 
conditions, and the normally high levels of surface traffic.

To ease the burden on the operator, the system should only 
give a warning when something is unusual or abnormal and 
requires attention. This puts severe requirements on the signal 
processing and the ability to reliably reduce the number of ‘false 
alarms’ (i.e. events not requiring the attention of the operator.)

It is therefore very important to combine above-water 
information with sonar information in order to improve on 
classification and thus reduce false alarms. There are many VTS 
(Vessel Traffic Service) and Port Management Systems installed in 
important ports around the world. These systems already handle 
all important above-water sensors. Therefore, it was decided 
to integrate the sonar information in an existing platform, the 
C-Scope Vessel Traffic Management System, in order to provide a 
common operational picture on track level, for targets above and 
below the surface.

The system operates 24/7 with a minimum number of 
operators. It was therefore vital that all information from above- 
and underwater sensors are collected, sorted, tracked and fused. 

Fused tracks are compared with ship data in databases, and alarms 
of underwater activities are given only for sonar tracks that pass 
alarm zones and do not correlate with expected targets on the 
surface.  Based on the results form the trials the following features 
are recommended:

•  Open system architecture. 

•  GIS (Geographic information system) that shows tracks and 
detections in geo-referenced standard sea charts and land maps 
in both 2D and 3D.

•  Map layers that can be used by the operator to display available 
information for the area.

•  Advanced sensor fusion covering all above- and underwater sensors.

Figure 1 shows an example of fused tracks, giving the operator 
a coherent view of all large surface vessels in the area.

It is also important to be able to study an incident in detail, 
for example to investigate the cause of an automatic alarm. The 
C-Scope therefore has Recording and Replay service taps that 
feed system data back exactly as it appeared, with complete detail 
of the following:

•  Radar, sonar video 

•  Radar, sonar tracks, AIS tracks and fused tracks 

•  Operator inputs 

•  Images from the CCTV system 

•  Audio from the maritime communications system 

•  Bearing lines from the direction finders.
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Figure 1. the C-scope tracking service displays all large surface vessels in the area.



110   Port technology InternatIonal www.porttechnology.org

Customs and 
seCurity

Underwater Surveillance and Protection (USP)
Reaction time
An important factor in underwater surveillance and protection is 
providing sufficient time for the operator to react. The perceived 
underwater threats will typically be divers, assisted divers, UUVs, 
and mammals delivering weapons, and the speed of advance will 
differ considerably from approximately 0.5 m/s to 6 m/s. 

Time for the underwater threat to reach the target is illustrated 
as a function of distance in Figure 2. If a diver is detected at 500 
meters, we have about 18 minutes before the diver reaches its 
target, or just six minutes for an assisted diver. However, before 
the operator is alerted, the system has to detect, track and classify 
the object to be a possible threat. Thereafter, the operator must 
decide on a reaction procedure. Thus it is obvious that the 
countermeasure will be launched much later than the sonar 
detection time. The available reaction time will also depend on 
the type of countermeasure, where it is, and its deployment time.

For the time being, let us assume that the countermeasures will 
be transported by an Autonomous Surface Vehicle (ASV), with 
a speed in the range from 4 to 10kn. The intercept distance will 
then be a function of the time taken to deploy the vehicle and the 
transit time versus the distance at which the decision to react was 
taken – a distance that is definitely less than the detection range 
of the sonar. Figure 3 shows this relationship for an assisted diver 
when the ASV is available to transport the countermeasures, but it 
is berthed 1000 m from the sonar that has detected the intruder. 

Two different cases are considered. In the first case, the ASV is 
on stand-by, and it takes only one minute to set it into operation. 

We see that the speed of the ASV becomes very important, since 
it must travel an extra kilometer before it intercepts the diver. In 
the second case, it takes 10 minutes from making the decision to 
intercept until the reaction vehicle is under way. In this case, it is 
possible to use a manned surface vehicle with a crew on stand-by, 
but the effectiveness of the response is severely compromized.

Normally there is an established security zone or minimum 
distance for the interception, in this case say 300 meters from 
target position, in case of the perceived threat being an explosive 
charge equivalent to a sea-mine. This leaves us with reaction 
distances of 750 meters minimum. However, if it takes 10 minutes 
to get the intercept vehicle on the way, the reaction distance 
increases to more than 1,500 meters.

With this background, diver detection sonar should consistently 
give detection of 1,000 meters or preferably 1500 meters. 

Long Range Awareness Sonar: LASAR 40
The LASAR 40 was developed in the project as a part of the test 
installation at Haakonsvern Naval base in Bergen, Norway. The 
main goal was to detect small targets such as divers or unmanned 
underwater vehicles (UUVs) consistently, at a range of 1000 
meters or more. 

The sonar is designed to be installed at fixed points in a port, or 
alternatively as a moveable containerised system for port security, or 
as a portable device for fleet protection. To help in classifying targets, 
the system includes a passive chain in parallel to the active part.

Internal studies and others [1] show that the ‘optimal’ frequencies 
for this type of application are more in the range of 30 to 40 kHz 
than around 80 to 100 kHz, which is more commonly used for diver 
detection sonar. Simulations are presented in Figure 4, which and 
show how the optimal frequency is shifted downwards as the range 
is increased. Frequencies in the 30-40 kHz range will allow detection 
ranges of 1,000 meters or more if the sonar is designed properly.

Another variable in a busy port is the wake from passing vessels. 
Many studies have been performed on the effects of bubbles in 
the water and the caused attenuation. Some of the effects are 
related to the bubbles generated by the wave motion, i.e. related 
to the sea state. The general conclusion is clear: the higher the 
frequency, the more the effect on sound propagation. This is 
due to the fact that the smaller bubbles live longer and are more 
abundant than the larger ones.

To preserve the portability and adaptability to different geometries, 
a modular concept was conceived with a single separate transmitter 
and a number of linear receiving arrays. The receiver may be 
configured to provide a 60 to 360 degree field of view, without 
any loss or difference in the performance. The flexibility in the 
number of receiving arrays makes it possible to optimize the sonar 
to environmental conditions in different ports. Longer arrays may be 

Figure 2. typical travel times as a function of distance for possible threats.

Figure 3. intercept distance. Figure 4. signal to reverberation as a function of frequency and distance.
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used in ports with very high reverberation, and the bandwidth can 
be chosen depending on the environment, giving a range resolution 
from 5cm and up. The sonar is therefore very adaptive to different 
environmental conditions. The frequency bands covered are: 

Active: 30 - 45 kHz
Passive: 1- 30 kHz
The transducer unit may be mounted on the seabed, over the side 

of a vessel or as a pier mount. The processing unit is made in one 
compact portable unit suited to meet the operational requirements. 
The first two units were installed at Haakonsvern Naval base and 
the next section presents some of obtained test results.

Sonar and system tests
The installation and test at the Norwegian Haakonvern Naval 
base has now been underway since early 2007, with different test 
systems and sonar heads. The latest is the LASAR 40 of which two 
heads are installed along the main pier. The transducers are bottom 
mounted; Figure 5 shows the lowering of one of the units.

Tests have been devised to look at detection range against 
various targets, their aspect and the seasonal variations, among 
others. The achieved detection ranges have been compared with 
predictions using the sonar performance model LYBIN, supplied 
by the Royal Norwegian Navy [3].

In general, there is a good correspondence between the 
simulations and the obtained results. There is a consistent 
detection to 1,000 meters or more against divers with closed or 
semi-closed systems. A set of detections, along with the overlaid 
post-processed GPS estimated surface position of the diver with 
semi-open breathing system, is shown in Figure 6.

Summary
This paper has shown the evolution of the vessel traffic system 
to a maritime security system including above- and below-water 
sensors, decision support and reactors. The importance of early 
warning and time to make the correct decisions based on the 
available information to prevent incidents and protect vital assets 
is stressed throughout the paper. Thus sensor systems with long-
range capabilities of detecting small and unpredictable targets, in 
difficult and reverberant conditions, are one of the keys to success.

The next step is to have reliable automatic classification tools, 
using as much of the available information as possible, to make 
the best possible classification within a short time after detection 
and so enable the operator to initiate a reaction procedure.

In conclusion, we say that an integrated system utilising all of 
the mentioned sensors and tools is the best way to ensure a safe 
and fast path from detection, to reaction and threat protection.
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Figure 5. Lasar 40 bottom mount.

Figure 6. detections (red) and GPs surface positions (white) range from 0 to 
1,200 meters.
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