
International supply chains are extended and 
complex. Many logistics service providers 
have tight margins and limited visibility 
in the end-to-end success of a shipment. 
The sheer volume of containers moving 
around the world creates opportunities for 
smugglers and counterfeiters. Theft of goods 
is an obvious problem, but quality loss, so-
called shrinkage, or waste due to containers 
being breached, is less noticeable. For some 
commodities, a lack of supply chain integrity 
can result in the loss of sales as buyers of 
goods only pay for products on arrival due 
to the risk of damage or loss in the supply 
chain.

Regardless of their role, all supply chain 
actors have a common interest in preventing 
delays arising from theft and smuggling 
through emerging Internet of Things (IoT) 
technology for the port container sector.

CURRENT APPROACH AND TECHNOLOGY
Shippers traditionally rely on organizational 
measures such as only conducting trade 
with known, vetted parties to address and 

mitigate the impacts of cargo theft. Supply 
chain participants also rely on first- or 
second-generation container security seals 
in an attempt to stop illegal activities and 
preserve integrity and quality of cargo. 

Yet, the most commonly used security 
seals provide nowhere near the protection 
supply chains require. Most existing first-
generation security seals are in fact so 
ineffective that they can be bypassed in 
minutes, without leaving any trace. Second 
generation electronic sealing devices are 
rarely better, because they are based on 
the same mechanical principles as their 
non-electronic ancestors. 

The application of new technological 
approaches to solving the problems are 
leading to exciting developments. In some 
regions, high value cargo is transported in 
containers with comprehensive electronic 
tracking, geofencing and monitoring 
functions. However, this approach is often 
too expensive to use in large volumes, 
or across the length of the entire supply 
chain, suggesting that the approach may 

be most suited for a high-value theft target 
location. 

Compounding the operating cost of 
traditional electronic solutions, they have 
in the past tended to work with proprietary 
readers and RFID systems, which made 
it difficult and expensive to get the right 
readers in the right place at the right time.

IOT FOR SUPPLY CHAIN INTEGRITY 
Customs inspections may be harmful to 
perishable goods. Once perishable cargo 
has been removed from a container to be 
inspected, the variation in temperature 
has devastating effects on the quality of 
the goods, especially in tropical countries. 
But if customs authorities can be confident 
a container has not been opened between 
sealing and arrival at its destination and 
the container stuffing organization is 
trustworthy, they will be less likely to inspect 
the consignment. Fewer inspections mean 
fewer delays and a faster supply chain. This 
will require systems that gather data about 
the status of the shipment from start to 

USING IOT TO 
COMBAT SMUGGLING 
AND THEFT IN CONTAINERIZED TRANSPORT 
Gerwin Zomer, Senior Advisor Logistics, TNO, The Hague, The Netherlands
Robin Puthli, Founder, Babbler, Utrecht, The Netherlands 

Babbler
1011

WWW.PORTTECHNOLOGY.ORG20   EDITION 76: WINTER 2017 

CYBER RISK AND SECURITY



finish and provide insights to the relevant 
supply chain actors and customs. 

Innovative solutions are appearing 
that benefit from technologies such as 
new radio networks, the proliferation of 
smartphones in the workplace and the 
rapid drop in the price of mass-produced 
electronics components. At scale, these 
new devices are eventually expected to 
cost less than US$30 and operate for 
several years on a battery. They will work 
with industry standard protocols that 
are readily available, often in consumer 
hardware.

LoRa and NB-IoT networks for Internet of 
Things applications are quickly becoming 
available across Europe. They enable 
customs authorities to access device 
data some hours before a vessel berths. 
The radio protocols penetrate the harsh 
environments of ship hulls and ports, 
allowing container integrity information to 
be available in real time. A new device that 
uses the aforementioned technologies is 
Babbler.

Because Babbler devices are associated 
with a container and a shipment, attempts 
to obstruct the process by removing or 
damaging a Babbler immediately flags the 
container as suspicious. 

Babbler is perhaps unique in the market 
as a low-cost digital seal that requires no 
installation in the fabric of the truck or 
container, and yet enables the integrity 
of the shipment to be monitored online. 
Supply chain actors stick a Babbler on the 
inside of a container or trailer door, lock 
up the shipment, and activate the seal 
via a smartphone app. The seal is broken 
if Babbler’s sensors detect light. Both 
the seal status and the temperature of 
the cargo can be inspected wirelessly via 
Bluetooth or a long-range radio option, 
currently LoRa or NB-IoT.

 Because these radio signals penetrate 
the closed container doors, the inspection 
is non-intrusive and fast, which is good 
for supply chain operations. Because seal 
inspections are automatic they cannot 
be faked if workers forget to carry out 
contractual obligations or have accepted 
bribes to pretend an inspection took place.

NEW TECHNOLOGY PILOTED
Developed by Dutch software specialists Itude 
Mobile, Babbler was initially tested in the EU 
demonstration project CORE by FloraHolland, 
a giant flower auction cooperative seeking to 
help Kenyan growers to reduce their logistics 
costs, to control its product conditions and 
simplify the import/export process. CORE is an 
EU research project aiming to improve supply 
chain security whilst offering commercial 
benefits for trade and logistics. 

Babbler's system has now been adopted 
by CORE partner Seacon Logistics in a bid 

to establish trusted trade lanes around the 
world: That is trade lanes where inspections 
are less likely because customs can rely on 
Babbler logs to reveal if a container has been 
opened in transit. 

Dutch Customs was given a Babbler to test, 
and they were unable to bypass the seal. 
Early tests with FloraHolland demonstrated 
the particular benefits of Babbler for 
organizations shipping perishable goods. 

Flowers must be kept at 0.5 celsius degrees 
celcius to maintain quality, but when a 
container is opened, the temperature inside 
rises. 

Avoiding unnecessary inspections 
preserves freshness as well as speeding 
delivery, however the price of protection is 
critical in this market. For low-value goods 
markets, especially perishable ones, Babbler 
offers protection at an affordable price. 
Babbler was also tested in Kenya, where 
it exposed  a diesel theft from a generator 
on a refrigerated container of flowers. The 

container was sealed in Nairobi before making 
the long road journey to Mombasa, during 
which thieves disconnected the generator for 
half an hour so they could safely syphon off 
fuel, and babbler  recorded the unexpected 
spike in temperature, revealing the time of 
the theft.

FUTURE SUPPLY CHAIN APPLICATIONS IN 
THE CONTAINER AND PORT SECTOR
There are two immediate possibilities for 
the use of supply chain sensor data such 
as Babbler: The first is to apply artificial 
intelligence to recognize incidents 
automatically. 

The second is to integrate sensor data 
into control-towers to enable automatic 
decision making, for example, to re-route 
a container if an incident is detected.  
Insight into supply chain integrity may 
be achieved by giving experienced 
professionals in the field have access to 
real-time data.
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