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The danger of cyber-attack on computers 
and networks has been recognised as a 
Tier 1 threat by the UK government in 
its 2010 National Security Strategy. As if 
to emphasise this risk, there are regular 
reports in the media of company networks 
being compromised and data stolen by 
criminals with a range of motivations 
including financial, ideological or just for 
the technical challenge. Despite this danger, 
there is an increasing trend to integrate 
previously separate systems into single 
networks, which are then connected to the 
Internet, and this extends to the maritime 
environment. Although there are clear 
advantages to this policy, networked ships 
have unique security challenges, which are 
explained in this article with methods to 
mitigate for them.

WHY SHIPS ARE NETWORKED
The practice of automating the control and 
management of ship systems is becoming 
increasingly common. Commercial 
providers are offering Integrated Platform 
Management Systems (IPMS) that oversee 
all aspects of a vessel’s propulsion plant and 

systems, whilst interfacing with navigation 
and communication suites on a single 
network. This provides a remote monitoring 
and control capability that reduces the 
number of personnel needed onboard to 
check systems in situ and enables the rapid 
detection and response to maintenance 
issues as they occur. Suppliers of IPMS 
reduce risk and cost by relying on well-
established technologies such as operating 
systems and networking components 
that would be familiar in a home or office 
environment. Reliability is ensured by 
incorporating proven commercial off the 
shelf (COTS) products that have been used 
in a range of environments and designed 
using open architectures and industry 
standard protocols. This enables systems 
to be easily configured, reconfigured and 
upgraded with a range of software packages 
to suit the individual needs of the customer.

IPMS VULNERABILITIES
It is unfortunate that although using 
commonly available components and 
software that are proven and reliable 
provides reassurance that a system will work, 

it also presents a range of vulnerabilities 
that may be exploited by those of malicious 
intent or through negligent action. Software 
that is in widespread use is also the most 
frequent to be targeted by criminals as 
their efforts in understanding and learning 
how to alter the computer code will be 
rewarded by it being able to be reused 
effectively against a broad range of targets. 
An appreciation of what type of technology 
is used in ships and then being able to easily 
acquire copies to work on will also make a 
criminal’s task easier. Similarly, systems that 
are intended to be upgraded are designed 
to be easily accessible, which further 
increases their vulnerability to malicious 
interference. There are a range of methods 
available by which a ship’s system integrity 
can be compromised, either intentionally 
or by accident. The direct connection 
to the network by an infected laptop or 
USB stick may be the easiest method, but 
wireless networks or remote access logins 
via an Internet connection may also be a 
convenient means to access the system, 
with some hackers specifically seeking such 
systems to attack. A vessel in port with a 
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network that is unencrypted or protected 
by a weak password would present an 
attractive and easily accessible target. The 
use of multifunctional control terminals also 
presents another system weakness as once 
compromised, they could provide access 
to the entire network and its subsystems. 
Even if there is a suspicion that a network 
onboard has been successfully infiltrated, 
there may well be a natural reticence to 
attempt to investigate it. This may be due 
to it still appearing to work and the ship 
having a tight schedule to maintain or if 
the engineers do not regard themselves 
as technically competent to identify and 
resolve an issue with a complex networked 
computer system. In this case, prevention 
is better than cure and many of the 
potential threats can be mitigated by having 
an individual clearly identified as being 
responsible for ensuring that the systems 
are up to date and protected against known 
threats. Home users will be familiar with 
their computers either automatically or 
requesting an update to their antivirus 
or system software. The former seeks to 
counter the latest efforts by the writers of 
malicious software, known as ‘malware’, to 
compromise their networks and the latter 
to patch potential security issues with the 
operating systems and software applications 
that they have installed.

ACTING ON THE DANGER
Over the lifecycle of a piece of software, 
vulnerabilities and exploits will almost 
certainly be discovered. These may be the 
result of initial coding errors – programmers 
are only human - or compatibility issues 
that arise when different components of 
a larger system interact or are updated. 
Software developers are aware of this issue 
and actively seek to update their products 
in response to their own testing regime 
or from reports from customers. Updates 
are then issued either at regular intervals, 
or, if it becomes apparent that a particular 
vulnerability is being actively exploited, at 
short notice. In addition, hackers and other 
malicious parties will also seek to find flaws 
in software design and system configuration. 
They have the advantage in knowing what 
updates the developers have released and 
then reverse engineer them to identify 
which vulnerabilities they are designed 
to mitigate. Malware is then developed to 
exploit these issues in the machines of users 
that have not yet updated their systems. The 
weaknesses in software that are discovered 
and then used against a system before it can 
be formally addressed by their developers 
are termed ‘zero day vulnerabilities’ and are 
very valuable within the hacker community 
with significant ones being sold for large 
sums in underground forums. It is therefore 
very dangerous to use software that is no 

longer supported by its developer, because 
as updates will no longer be issued, hackers 
will know that the issues that they discover 
will not be addressed and that any system 
still using it will remain susceptible to attack. 
A system that is not updated or is used after 
it is no longer supported becomes more 
vulnerable over time. In order to reduce 
the risk of compromise, it should be the 
intention of all responsible computer users 
to update their software as soon as possible 
after a patch is released and to stop using it 
when it expires. It should be noted though 
that patching will not eliminate the threat of 
zero day vulnerabilities, but this danger can 
be reduced through the use of procedural 
measures.

BEST PRACTICE
In order to reduce the risk of malware to 
IPMS, anti-virus software should be installed 
and a procedure put in place to update it 
and other system applications whenever 
possible. This could be via satellite link, 
connection to shore-based infrastructure 
when alongside or even via mobile telephony 
when in coastal waters, whilst ensuring that 
when connected to the Internet a computer 
firewall is in place to deter unauthorised 
access attempts. USB ports on IPMS 
terminals should be disabled unless used 
to load official updates to prevent their use 
as a means for malware or unauthorised 
programs to be installed, which may lead to 
software conflicts and system configuration 
issues. Unauthorised access to the IPMS 
should be prevented by ensuring that each 
user has a unique and long password based 
on the limitations of the system in use, but 
ideally comprising upper and lower case 
letters, special characters and numbers for 
all account logins and wireless networks. 
It is important that a member of the ship’s 
company is identified as responsible for the 
management and updating of the IPMS and 
is trained to recognise unusual behaviour, 
as well as be able to conduct remedial 
recovery action. Finally, a schedule should 
be put in place for an information security 

professional to conduct regular system 
audits and run cyber threat training sessions 
for the ship’s company.

CONCLUSION
The introduction of IPMS can provide a cost 
effective means to automate the monitoring 
and control of ship systems by using readily 
available and proven technology. Such 
technology does however introduce new 
risks to a vessel’s operational efficiency, 
which must be considered and accounted 
for as part of routine operations. An 
understanding of these new threats and 
the implementation of a culture of security 
awareness, both technical and procedural, 
can reduce the level of risk and ensure that 
system availability be assured.
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