
WHY HAS CYBERSECURITY BECOME SO 
PROMINENT IN RECENT YEARS?
Cyber is at the top of maritime security 
agendas for a variety of reasons. First, 
some of the physical threats (terrorism 
and piracy) are in remission in hot spot 
regions (regions which I can address later 
in more detail). Second, cyber-attacks 
against governments and industry, ranging 
from malicious to serious, are occurring 
constantly. Third, there is a fear of the 
unknown with cyber threats. While 
physical security issues are well-known 
in terms of threats, vulnerabilities, and 
consequences, this is not the case for 
cybersecurity. Much of this information 
is still in the discovery stage. A couple 
of recent examples are just opening our 
eyes to these issues. In Antwerp, drug 
smugglers were able to hack into the 

terminal operating system to freely move 
their containers of contraband and then 
hide their tracks. In the Mediterranean, 
a researcher from the University of Texas 
demonstrated that the navigation system 
on a modern yacht could be spoofed to 
indicate it was in another area.

WHERE ARE WE ON CYBER STANDARDS AT 
PRESENT?
There has been progress toward cyber 
standards. In February, 2014, the US 
National Institute of Technology and 
Standards published an industry-agnostic 
Framework for Improving Critical 
Infrastructure Cybersecurity. In January, 
2016, and more relevant to our discussion, 
BIMCO and other shipping organisations 
published a maritime-specific Guidelines on 
Cyber Security Onboard Ships. While these 

steps are progress, we do not yet have 
definitive cyber standards for industry; the 
type that get adopted by the International 
Standards Organization that could be 
verified by a third party auditor or inspector.

WHERE ARE WE ON CYBER INFORMATION 
SHARING?
There has been less progress toward 
information sharing—which is critical to 
determine the magnitude of problems 
and adequate solutions. Several barriers 
exist such as segmentation of the industry, 
concerns about proprietary information 
getting to competitors, concerns that 
sharing arrangements could be viewed as 
monopolistic, and that some information 
might be classified secret by governments. 
As noted earlier, there is some progress 
toward standards, and implementation of 
such standards facilitates awareness, but 
standards themselves do not necessarily 
lead to useful information sharing. By 
useful, I mean sharing specific threat and 
vulnerability information in time to warn 
others in industry so they can implement 
countermeasures.

MOVING TO PHYSICAL THREATS, WHAT 
REGIONS FACE THE HIGHEST RISK?
As just discussed, physical threats are 
down in terms of terrorist and pirate 
attacks on maritime targets in the Straits 
of Hormuz, Gulf of Aden, Gulf of Guinea, 
and Southeast Asia. Measures taken by 
international navies, regional authorities, 
and industry “best management practices” 
have had a significant impact reducing 
such incidents. But a June, 2015 NATO 
conference on maritime energy security 
highlighted the continuing instability in the 

STEPHEN L. CALDWELL
Member of the US National Maritime Security Advisory Committee, and Formerly Director for Maritime 
and Supply Chain Security at the US Government Accountability Office (GAO), Washington DC, USA

A&

30   EDITION 69: FEBRUARY 2016 WWW.PORTTECHNOLOGY.ORG



Middle East and North Africa. Yemen—
abutting the Gulf of Aden, the Bab el 
Mandeb, and just across from Somalia—is 
in a civil war where regional nations are 
using naval blockades. Libya is also in a 
civil war with fighting around its eastern 
maritime oil terminals. With the sudden 
growth of the Islamic State in Syria and 
Iraq, coalition countries have attacked 
the oil shipments that provide it with 
resources. But the Islamic State is not likely 
to miss the fact that coalition countries are 
also dependent on oil shipments, which 
are largely transported via port terminals 
and vessels through various choke points 
in the Persian Gulf, Red Sea, and Eastern 
Mediterranean. Moving on to cruise ship 
ports, recent terrorist attacks at tourist 
sites in Tunisia and Turkey, while not 
targeting maritime terminals or vessels, 
have already led to cruise lines pulling out 
of ports-of-call in these countries to better 
protect and maintain their customers.

WHAT IS THE STATUS OF THE US 100% 
SCANNING LAW?
The US law that requires the scanning of 
all containers bound for the states is still 
on the books. The law was passed in 2007 
in a political move whereby the Democrats 
in Congress were trying to demonstrate 
that they were tougher on security issues 
than the Republican president. It required 

that, by 2012, all inbound containers be 
scanned with both x-ray imaging and 
radiation detection technologies before 
being loaded onto vessels for the US. Both 
the US Customs and Border Protection 
agency, and industry saw it as impractical 
and as a departure from the prevailing 
risk management approach embraced 
by previous congresses and legislation. 
The agency, after testing the concept in 
several pilot ports, chose to enact a waiver 
in the legislation that allowed a two year 
extension of the requirement under certain 
conditions, and it might renew that waiver 
every two years, ad infinitum. One of the 
conditions for allowing the extension was if 
the requisite technology was not available. 
So in theory, new technology could allow 
100% scanning consistent with the realities 
of port operations, but no one expects that 
the current impasse will be broken anytime 
soon.

HOW CAN SHIPPING AND PORTS 
COLLABORATE ON SECURITY ISSUES?
It’s important that we use existing 
collaborative mechanisms related to 
security and don’t try to “re-invent the 
wheel.” In the wake of the 9/11 terrorist 
attacks, several information sharing forums 
were established. In the US, there are both 
national and port-level maritime security 
advisory committees, as well as other 

government and/or industry mechanisms. 
At the international level, the International 
Maritime Organization adopted the 
International Ship and Port Facility 
Security Code—which facilitates industry 
collaboration (among other things). The 
fortuitous lack of physical attacks on US 
maritime infrastructure has thankfully left 
these US advisory and planning bodies 
without actual incidents to coordinate. 
But they can also be useful collaboration 
mechanisms for cyber security. Through 
their regular planning and exercise work, 
they also assure a “surge capacity” to 
coordinate the response to a major 
incident, be it physical or cyber.

IN CLOSING, CONGRATULATIONS ON 
WINNING THE 2015 BIC AWARD.
Thank you. Since 1933, the Bureau 
International des Containers (BIC) has 
been a key player promoting the use 
of cargo containers for intermodal 
transportation that is safe, secure, 
and resilient. So receiving their annual 
award is quite an honour, and I look 
forward to the ceremony in March in 
Norfolk (Virginia, USA). I’d like to thank 
those that supported my supply chain 
security work such as my former staff 
back at GAO, US federal agencies, and 
both national and international maritime 
industry experts.
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