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IP-based surveillance systems are incredibly 
useful for port authorities in enabling them 
to manage routine operations in a more 
efficient way. These technologies have a 
range of uses that help to improve efficiency 
and drive down costs in a port or maritime 
environment, including:
• Remote monitoring of container 

identification numbers, rail car 
number and other data, which was 
earlier inspected by foot

• Remote inspections for container and 
cargo damage 

• Improved staff training, based on real-
life incidents and live scenarios 

However, harbour security is not 
just about protecting the vast amount 
of valuable cargo that passes through 
its premises every day. It is also about 
protecting the harbour itself as a key part of 
the critical infrastructure.

Protect ing and secur ing cr i t ical 
infrastructure poses a number challenges. 
Be it illegal trespassing, vandalism, copper 
theft or even deliberate sabotage, security 
systems need to be able to not only alert 
port staff to incidents, but also enable them 
to identify the type, scope and severity 
of an incident so that the proper action 
can be taken. Traditional security system 
components, such as microwave barriers, 
motion and trampling sensors all require 
an additional physical inspection of a site 
in order to properly identify an incident 
and rule-out the possibility of a false 
alarm (weather, wildlife; etcetera). Some 
perimeters are not easy to define or to 
cordon off. This is especially true for ports 
and maritime environments that tend to 
be quite open, expansive and have multiple 
critical buildings and warehouses. 

Intelligent video analytics
While surveillance cameras play an 
important role in protecting and securing 

critical infrastructure in a port or harbour 
environment, modern IP-based surveillance 
cameras feature advanced video analytics 
that allow the camera itself to differentiate 
whether a defined line has been crossed or 
whether there is any activity detected in a 
certain sector of its field of view. 

Intelligent video processing capabilities 
make it possible for IP-based surveillance 
cameras to distinguish people or vehicles in 
darkness or heavy snow fall. They can even 
detect the direction people, ships or cranes 
are moving as well as memorise and learn 
from typical patterns that have triggered 
false alarms in the past.

Seeing in the dark
The cost of thermal imaging components 
has dropped significantly over the course 
of the last few years and thermal cameras 
have become more and more affordable 
to integrate in security systems. The 
previous high cost of thermal cameras 
resulted in them being used only in small 
numbers per installation, and then only if 
the return on investment could be justified. 
Whilst thermal is not a new technology, 
advancements in image sensor technology 
and chip design have led to lower prices, 
making thermal cameras much more 
attractive to add in larger numbers to bigger 
security installations.

Of great relevance to port and harbour 
authorities, thermal cameras can detect 
incidents in complete darkness, not 
requiring any additional light sources, 
such as flood lights or infrared which have 
high energy consumption, create shadows 
and reveal their locations. They provide 
images based on the heat that continually 
radiates from any object, vehicle or person. 
This gives thermal cameras the power to 
see through complete darkness and to relay 
images that allow operators to detect and 
act on suspicious activity no matter what 

time of day or night, whatever the weather. 
While thermal cameras have obvious 

advantages in a port environment, they do 
not, however, provide detailed images that 
allow for clear identification. Their strength 
lies in being able to reliably spot people 
hiding behind bushes and to handle the 
most difficult weather conditions, enabling 
operators to see through heavy rain, 
snowfall, haze and even dust. These cameras 
therefore typically provide the best accuracy 
for intelligent video analytics.

Low light surveillance cameras
The ideal counterparts for thermal cameras 
to monitor the port environment are low 
light cameras. These are based on the 
latest image sensor technology, offering 
exceptional levels of light sensitivity. Low 
light cameras capture colour video even 
in extreme low light conditions. Colour 
video is an important factor in the positive 
identification of people, vehicles and 
objects. Low light cameras allow operators 
to evaluate a scenario without alerting an 
intruder or disturbing a situation. An 
incident initially detected by a thermal 
camera can be further analysed using a 
low light camera, making them the ideal 
counterparts to thermal cameras and the 
perfect solution for effective port security.

When a pan, tilt and zoom (PTZ) dome 
camera is used, the thermal camera calls the 
PTZ camera to pinpoint the specific area 
of interest. Other actions can be performed 
automatically, like triggering floodlighting 
and sounding a siren and so on.

Remote monitoring
Security systems for the types of critical 
infrastructure seen in port and harbour 
environments need to operate efficiently, 
and to a large degree, independently. When 
an alarm is triggered, harbour personnel 
must be able to quickly assess the incident 

Optimising port security:  
the effective use of  
surveillance cameras

Daren Lang, Regional Business Development Manager for Northern Europe,  
Axis Communications, Hertfordshire, UK

1   Edit ion 66: May 2015 www.por ttechnolog y.org

SECURITY, SURVEILLANCE AND DETECTION



PROOF

in order to determine necessary remedial 
action. It is not feasible to dispatch a 
security guard or even notify the emergency 
services every time there is an alert of 
undefined type, scope and severity.

IP-based security systems allow for the 
seamless integration of different system 
components and enable operators to access 
all relevant information from one common 
security management console. Automated 
alerts can be set-up and incidents assessed 
in real-time, even from a remote location.

Integrating mobile devices
With IP-based security systems, operators 
can also make full use of the increasing 
number of mobile devices such as 
smartphones and tablets. For example, a text 
message can be sent when a security sensor 
is triggered. For smartphone users, images 
from thermal cameras can be accessed 
in order to provide further information 
to better analyse a situation, meaning 
false alarms can quickly be identified and 
discounted.

If the incident is not deemed to be 
a threat or in need of escalation, low 
light cameras can be engaged to provide 
evidential-quality images that allow for 
rapid identification of people, objects and 
vehicles. Port security can act quickly and 
efficiently with knowledge of the situation 
they are about to encounter, contacting the 
emergency services, if necessary.

Securing critical infrastructure
Advances in security system components, 
such as thermal and low light cameras, 
coupled with intelligent video analytics 
allow operators to overcome the challenges 
of protecting and securing port and harbour 
environments. With IP-based security 
systems, the various system components 
can be seamlessly integrated with each 
other and accessed via a common security 
management console, as well as be 
integrated with mobile devices. Intelligent 
video processing capabilities provide motion 
analysis, virtual gates, virtual fences and 
human versus animal differentiation.

The IP infrastructure makes security 
systems scalable and future proof, as 
well as enabling multiple port or harbour 
locations to easily be managed centrally. For 
securing and protecting port and maritime 
environments and the critical infrastructures 
that they possess, it is all a matter of 
networks. When incidents occur, operators 
need to involve third parties such as police, 
fire services or other agencies. A network 
video surveillance system allows for two-
way communication and real-time sharing 
of detailed incident information including 
video footage, thereby enabling optimal 
cooperation between the port and its third 
parties.

Caption: Incident detection with a thermal camera
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