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Cyber systems enable the US Marine 
Transportation System (MTS) to operate 
with unprecedented speed and efficiency. 
Those same systems also create potential 
vulnerabilities. There are numerous 
systems and processes onboard ships 
and at marine facilities that depend 
on reliable and secure cyber systems. 
These processes and systems include: 
deck operations, navigation, engineering 
and propulsion systems, management, 
cargo operations, electronic certificates, 
manuals and record-keeping, cargo and 
vessel tracking, and pre-arrival screening. 
This reliance on cyber systems creates 
vulnerabilities to losses, damage, and 
system outages due to weak cybersecurity 
practices and cyber attacks. Understanding 
the interconnectedness of cyber with port 
operations and infrastructure illustrates 
the relationship of dependence and 
vulnerability we all face with regards to a 
cyber failure or attack. 

To help visualise this relationship, 
think of your port’s cybersecurity as the 
preventive measures and incentives you 
take to ensure your personal health and 
well-being. In general, a healthy lifestyle 
includes preventative measures such 
as assessing risks and coverage for life 
threatening events, as well as planning 
for your retirement. These measures all 
correlate to the cybersecurity measures 
that you can enact to help safeguard your 
port. 

Protection of vital systems
Parents stress to their children the 
importance of washing their hands, not 
talking to strangers and consuming good, 
clean foods. Like washing your hands, 
practicing cyber hygiene reduces the risk 
of infection to your IT infrastructure. 
Not talking to strangers is equivalent to 
not opening e-mails or attachments from 
unknown sources. You wouldn’t open your 
door to just anyone, so don’t give access to 
your IT system to just any individuals or 

vendors that are unknown and have not 
been vetted. 

In addition to analysing your own 
security, also scrutinise any outside 
organisation’s security practices that 
might be tied to your own system; just 
as it is important to put healthy foods 
into your body, it is just as important 
for operating systems to have updated 
software and security programs. Educating 
employees on cyber hygiene practices is a 
proactive approach to increase your port’s 
cybersecurity. The Industrial Control 
Systems Cyber Emergency Response 
Team (ICS-CERT) offers information 
and recommended practices on many of 
these topics.

Sharing of information
In any neighborhood and community, 
it is good to understand the threats that 
could potentially harm friends and family. 
Starting Neighbourhood Watch programs 
are one way to keep your community safe 
and up-to-date regarding current threats. 
In the maritime community, it is also vital 
to keep your neighbours updated on cyber 
threats. By working with respective law 
enforcement agencies and other maritime 
partners, you can stay ahead of the latest 
threats as they emerge. 

The  US Compute r  Emergenc y 
Readiness Team (US CERT) regularly 
p u b l i s h e s  c u r r e n t  c y b e r s e c u r i t y 
information which gives a summary of 
the most frequent, high‐impact types 
of security incidents. US CERT also 
provides monthly updates that include 
current activity updates, technical and 
non‐technical alerts and bulletins and tips 
in addition to other newsworthy events or 
highlights.

Risk and vulnerability assessment 
Assessing your port’s cyber vulnerabilities 
is like getting regular check-ups to 
identify your risk factors towards certain 
health conditions.  For example, early 

detection of high cholesterol will help 
you to modify your diet or habits to help 
lower your risk of further health issues. 
Fortunately, there are ‘health’ measures 
that companies can and should consider 
to reduce cyber r isk. The National 
Institute of Standards and Technology 
(NIST) developed the NIST Framework, 
a  voluntar y col lect ion of  industr y 
standards and best practices to address 
cyber risk. The United States Coast 
Guard encourages maritime companies 
to review the NIST Framework and use 
it to identify, evaluate, and address cyber 
security risks.

  Assessing cyber related risks should 
not be left to only IT professionals. It is 
important that port operators and security 
personnel are involved in the process. Each 
individual offers a unique perspective on 
how cyber incidents can be prevented 
and the consequences of any incidents, 
therefore adding value to the overall 
process. This can make a substantial 
difference in reducing the risk of a 
transportation security incident that could 
harm people, the environment, property, or 
otherwise disrupt business activity.  

Planning for the future
Proactively planning and investing in your 
future can provide peace of mind for both 
your health and well-being, and your IT 
infrastructure. Understanding current 
risks, industry trends and warnings should 
be incorporated into your daily life. Just 
as you should establish a health plan that 
includes understanding current events, 
the same emphasis should be placed on 
enacting a cybersecurity plan that regularly 
addresses them. As the future unfolds, so 
will cybersecurity. Ports should exercise 
their plan as they would any other security 
plan they use. Anticipating your port ’s 
future cybersecurity needs, exercising 
and adjusting as needed, can have a 
positive influence to your port ’s future 
infrastructure health. 

Keeping cyber 
systems healthy

Joshua Rose, Lieutenant Commander and Josephine 
Long, Lieutenant, US Coast Guard 
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When to see the doctor
In general, we understand when it ’s 
time to see our doctor if injured or ill. 
Though requirements for reporting 
cyber injuries and illnesses may not be 
as clear, reporting suspicious activity, 
breaches of security or transportation 
security incidents (TSIs) are required in 
the United States. These requirements 
apply equally for cyber and non-cyber 
related incidents, provided the activity 
has a plausible link to the MTS portion 
of a facility, could lead to a TSI, or is 
otherwise related to systems, personnel, 
and procedures addressed by facility 
or vessel security plans. Attacks or 
unexplained failures of industrial control 
and SCADA systems with connections 
to the MTS fall into this category. 
International reporting should be made 
in accordance with a country’s established 
reporting procedures. 

Future initiatives
While cyber security risks are real and 
growing, so too is our commitment to 
address them. The US Coast Guard 
is working to develop voluntary risk-
based vulnerability assessment tools 
and standards for ports, vessels and 
terminals in order to help the industry 
address cybersecurity in a systematic 
way. We are also taking measures to 
protect our own systems, and to address 
cybersecurity at the port level through 
Area Maritime Security Committees.  
While cybersecurity is a new type of risk, 
it is one that we can address through 
our existing and well tested model of 
cooperation within the industry.

In order to produce the best product, 
we need the help of  profess ional 
mariners and the public. Please reach 
out to your local Coast Guard units and 
open a dialogue around cybersecurity 
as it relates to Area Maritime Security 
Plans and Facility Security Plans. Let 
us know about best practices that can be 
shared with other partners, as well as any 
recommendations you have to increase 
cyber awareness within a port. Just as 
your health care is a team effort, so is 
cybersecurity. By working together, we 
can reduce the cyber risk to our collective 
port health.

Our commitment
For over 200 years, the United States 
Coast Guard has worked with the 
maritime industry and other stakeholders 
to promote maritime safety and security. 
From boiler explosions and fires to oil 
spills, natural disasters and terrorist attacks, 
we have achieved a remarkable degree of 
success in reducing risk and protecting 
vessels and facilities, crews and workers, 
and people as a whole, from all kinds of 
hazards and threats. The US Coast Guard 
is currently working with the maritime 
industry, other federal agencies, and others 
to identify the appropriate cyber security 
standards to reduce risks to the Marine 
Transportation System and to incorporate 
those standards into the existing US Coast 
Guard compliance regime.

This article is an expansion of a piece 
originally published in AAPA’s Seaports 
publication. It is reproduced with the AAPA’s 
kind permission. 
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