
Throughout  the  US, por t  po l i ce 
departments are working more closely 
than ever with their IT departments 
as technology, such as sophisticated 
surveillance and monitoring systems, plays 
a larger role in fighting crime. 

One port in particular – southern 
L ou i s i ana ’s  Po r t  Fou rc hon  –  i s 
demonstrating how teamwork can pay 
dividends when it comes to day-to-day 
security issues and large-scale disaster 
response.

On any given day, Port Fourchon has 
more than 6,000 workers on land, and 
services around 15,000 workers offshore. 
Its jurisdiction covers the lower part of 
Lafourche Parish with roughly 35,000 
residences. Its size alone creates challenges 
for the force.

According to Harbor Police Chief Jon 
Callais, the biggest day-to-day challenge 
is patrolling the land and water in and 
around the port, with more than 250 
facilities and nearly 300 vessels moving 
through Port Fourchon each day.

Today, Harbor Police works closely 
with US Coast Guard (USCG) and 
US Customs & Border Protection. 
Regionally, it also works with Lafourche 
Parish Sheriff ’s Office, Lafourche Parish 
Government, Louisiana State Police, the 
Governor’s Office of Homeland Security 
and Emergency Preparedness (GOHSEP), 
and Louisiana Department of Wildlife 
and Fisheries.

Harbor Police and USCG’s Area 
Maritime Security Group plan regular 
drills and exercises to train officers for a 
variety of crisis situations. Callais said the 
port also stays up to date on the latest law 
enforcement technologies and tools, which 
can help the officers do their jobs more 
effectively. Many of those tools, including 
automatic identification systems and radar 
systems, in-car video and computers, and 
24/7 camera feeds, are available in large 
part because of the port’s IT department.

But most of these technologies were 

not available to the port in the past. These 
days, it solves more crimes using cameras 
than with traditional patrols. For instance, 
all of the intersections at the port have a 
24/7 camera, so if there is a crash, the 
camera reveals the cause without the need 
to interview witnesses. Cameras do not lie.

In recent years, the departments have 
been collaborating on another project, 
the  GLPC-C4 Mar i t ime Domain 
Awareness System, which the American 
Association of Port Authorities (AAPA) 
recently awarded its 2013 Information 
Technology Award. The four C’s in the 
system name stand for command, control, 
communications and collaboration – all 
essential functions of the system.

Harbor Police and the port ’s IT 
department, along with Fire Central, 
Lafourche Sheriff ’s Office, Lafourche 
Parish Office of Emergency Management, 
and the Louisiana Offshore Oil Port, all 
use the system to ensure decision-makers 
across agencies can be proactive in the case 
of a disaster or emergency.

After 9/11 and Hurricane Katrina, the 
Greater Lafourche Port Commission 
(GLPC) realised that it needed to 
bring security, emergency response and 
operations in to one common operating 
picture for greater situational awareness 
and interoperability with local, state and 
federal agencies. It therefore went looking 
for command and control solutions to 
allow it to be more proactive than reactive, 
explains Port Fourchon’s IT Director April 
Danos. She adds that in that search, the 
GLPC latched onto the concept of Port 
Wide Maritime Domain Awareness, and 
from that, C4 was born.

Launched in April 2010 and built in 
part with federal port security grants, 
C4 is a tool that keeps both the port ’s 
law-enforcement technologies and assets 
immediately accessible for quick reference. 
When an incident happens, a dispatcher, 
or even an officer, can click onto C4 to 
get vital information about the facility 

he or she is about to enter. For instance, 
if responding to a fire, C4 could warn the 
officer of any hazardous materials on site 
along with recommendations on how to 
respond.

The timing of the launch worked in 
the port’s favour, as it was able to use the 
system in response to the BP Deepwater 
Horizon oil spill, which began in late April 
2010 and lasted through the summer.

Port Fourchon was at ground zero for 
spill clean-up, so having the tool in place 
saved the port time and money. Danos 
credits the port’s executive director, Chett 
Chiasson, for taking a chance on the 
untested system during such a high-profile 
disaster situation.

Chiasson is credited with having 
provided a great deal of support to the IT 
team.  Considering that the BP incident 
came less than a month after C4’s launch, 
it makes the team far better prepared for 
major incidents in the entire port region. 
This is primarily because the IT team has 
added additional data to the system and, 
through regular use since 2010, has made 
everyone more capable of utilising its 
capability.

From the overarching port security 
perspective, C4 is the ultimate toolkit 
for port security. It not only provides a 
one-stop shop for law enforcement and 
incident commanders to access all sources 
of data available, including CCTV, AIS 
vessel tracking, Doppler radar vessel-
tracking, map data and real-time law 
enforcement data; but it also offers a 
common platform for everyone from first 
responders on the ground up to incident 
commanders and state and federal officials. 
They can then delve in to as much detail 
as needed in times of crisis to best deploy 
resources, manage incidents and work 
together in the one common operating 
picture – no matter where they are.

On a day-to-day level, the C4 has a 
number of capabilities. When Harbor 
Police dispatchers receive an emergency 
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call, they can pull up the location on 
camera feeds and get a visual on the facility 
or incident as they dispatch an ambulance. 
If a dock is damaged by a vessel, Harbor 
Police can replay the AIS and CCTV 
camera feeds via C4, gathering data 
about the incident for their report. When 
port tenants call in a suspicious activity 
to Harbor Police, that call is mapped, 
investigated and resolved through C4’s 
common operating picture; the data is then 
saved and shared with regional response 
partners so that patterns and potential 
threats can be assessed.

The system itself is not web-based and 
is only shared through private networks, 
meaning that from a cybersecurity 
perspective it is more secure.

Callais explains that from a Harbor 
Police perspective, having the toolkit 
available not just to it but to all of its 
regional response partners means that 
Harbor Police is able to make decisions 
in real time with all of the necessary 
information to keep personnel, the port, 
and the public safe from harm, irrespective 
of the hazard.

In future, both Callais and Danos see 

technology like C4 playing a larger role 
for police and security forces as the risks 
of large-scale natural disasters and other 
security threats increase.

The technology not only br ings 
disparate data sets, sensors and sources 
into one common platform and picture for 
Port Fourchon, but it allows it to share this 
data with local, federal and state agencies. 
Danos can imagine a time when the 
coast guard captain of the port will have 
visibility into all of his/her port areas using 
just one computer.

And Danos already sees a number of 
changes that will enhance the C4 in the 
months to come. The port plans to add 
more integrated cameras at the seaport, 
airport and floodgates. Danos is also 
working with the Coast Guard and the 
Department of Homeland Security, which 
has similar technology and visited the port 
in March to see how they can better share 
information within their systems.

This is an abridged version of an article that 
f irst appeared in AAPA’s Seaports Magazine 
and is reproduced by kind permission of the 
American Association of Port Authorities

About the organisation

Founded in 1912, and based in 
Alexandria, Virginia, US, the American 
Association of Port Authorities 
(AAPA), is a trade association 
representing more than 130 public port 
authorities in the U.S., Canada, 
Caribbean and Latin America.  
Additionally, it represents more than 
300 sustaining and associate members 
with an interest in the seaports of the 
Western Hemisphere. AAPA promotes 
the common interests of the port 
community, and provides leadership on 
trade, transpor tat ion, secur ity, 
environmental and other issues related 
to port development and operations. 
AAPA also provides important 
seaport-related information to the 
public, media and policymakers about 
the essential role ports play within the 
global transportation system.
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Alexandria
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