
The Security Association for the Maritime 
Industry (SAMI) is widening its remit 
with regard to issuing guidance and 
support addressing the risks facing ports, 
ships and the services provided by its 
member companies. As part of this process 
cyber-attacks and threats are being treated 
very seriously indeed. 

Given the nature of the threats, the true 
extent of shipping’s cyber vulnerabilities 
remains uncertain. However, some 
experts fear that terrorists could use 
high-powered jammers to disrupt the 
global navigation satellite system (GNSS) 
and Global Positioning Satellite (GPS) 
reception, and there are also risks that 
terrorists could introduce a virus into the 
coding of vessel systems. 

Concerns about jamming of 
navigation systems 
The US Air Force, tasked with deploying 
and  ma in ta in ing  GPS sa t e l l i t e s , 
acknowledges that GPS systems are 
vulnerable, since they are widely available 
for public use. Jammers transmit a low-
power signal that creates signal noise and 
fools a GPS receiver into thinking the 
satellites are not available. They can be 
used to confuse systems, which could have 
devastating consequences. The real extent 
of the threat is unknown, but some experts 
fear terrorists could use high-powered 
jammers to disrupt GPS reception on 
vessels or in military operations.

The implications of cyber attack are 
great and growing, and so these jamming 
devices pose serious societal risks, and 
they are illegal to buy and use in many 
countries. All too often authorities are 
confident about pursuing anyone who 
buys a GPS jammer and claims they will 
prosecute anyone who uses one. Yet despite 
this, they are easily bought online for as 
little as US$50 from numerous internet 
sources - though these are low powered 
versions. However, the GNSS has the 
equivalence of just a 40 watt light bulb 

at 10,000 miles distance - so a one watt 
jammer could block GNSS over wide areas 
- a terrifying prospect. 

Concern over the impact of jamming 
the GNSS is growing. David Last, an 
emeritus professor of Bangor University 
in the UK and a well known authority 
on cr iminal  use of  GPS jammers, 
said that “GPS is so embedded in the 
transportation, manufacturing industries 
and economies of our societies that the 
risk is high”. 

There are hopes though that technology 
to automatically counter the threat of 
GPS jamming can safeguard the systems. 
Such equipment has been successfully 
demonstrated recently which can counter 
one small thread of the cyber threat. 

Testing counter measures
As an example, a prototype resilient 
positioning, navigation and timing (PNT) 
system was used recently to test the 
possible counter measures against cyber 
threats. The PNT approach was used 
as an alternative technology to transmit 
mission-critical data in the event of GPS 
loss or failure. The prototype system 
was integrated into the bridge of the 
vessel and monitored the performance 
of independent PNT sources in order to 
provide the best available information. 
When GPS was deliberately jammed, the 
system switched automatically to provide 
enhanced loran (eLoran) derived PNT 
information to the connected bridge 
systems, allowing them to maintain 
operations and enabling the mariner to 
continue to navigate safely and efficiently. 
Thus the threat of complete failure was 
mitigated, and some degree of control and 
intelligent, useable data was maintained. 
The trials were successfully completed 
last year, and give hope for continued 
navigational safety and surety.

Government agencies are naturally 
hesitant to discuss how they detect or 
dissuade jamming equipment, or how 

next-generation GPS satellites will be 
improved to make jamming more difficult. 

It is apparent that security experts are 
increasingly concerned about the effect of 
breaches of cyber security on shipping and 
are increasingly recognising that poorly 
defended computer systems pose huge 
risks to the industry. There are worries that 
criminals, pirates and ominously, terrorists 
may catch on.

This is a ser ious issue, and one 
which could soon be on the agenda for 
governments, companies and seafarers 
alike. The US has launched a new study 
on cyber-security in the maritime domain 
which will identify the extent to which 
cyber-security threats are an active concern 
within the maritime environment; whether 
current laws and regulations recognise and 
address such cyber-security threats; and 
what steps US federal and non-federal 
stakeholders have taken to identify and 
mitigate maritime-related cyber threats. 

Dangers of over-reliance on 
single systems
GPS security issues are not solely related to 
technological protection, there have been 
instances such as the grounding of the 
cruise ship ‘Royal Majesty’ which should be 
a warning to all navigators of the dangers of 
relying on one source of information. 

The ship went aground while on a cruise 
with over 1,000 passengers on board. The 
GPS had reverted to Dead Reckoning (DR) 
mode after an antenna cable had parted 
and was not giving an accurate fix. In spite 
of being in coastal waters, the watch officers 
placed over-reliance on the information 
given to them by the automated features of 
the integrated bridge system.

While this was not deemed to be a 
suspicious or malicious act it highlights 
that a terrorist could induce deliberate 
sabotage by simply cutting a wire. 
Navigation and ship manoeuvring are 
susceptible, and steps must be taken to 
manage this security and safety issue. 
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The vulnerability brought 
by remote system access and 
automation
While jamming or deliberate tampering may 
pose some degree of threat for vessels, even 
more concerning are the elements of remote 
system access, and the potential vulnerability 
to viruses which such contact can bring. 

There is an increasing move towards 
remote access and monitoring (RAM) 
systems in shipping. These provide 
ship owners with remote monitoring, 
troubleshooting, and diagnostics, while 
giving technicians complete on-board 
system access.

Remote systems have been primarily 
designed to support dynamic positioning 
(DP) systems, thruster control systems, 

integrated bridge systems, vessel automation 
systems and vessel communications, but 
there is scope for them to be used in 
mainstream shipping too. 

The most sophisticated iterations of 
the systems can even raise automatic 
alerts if a vessel alarm is activated. 
In this condition a support centre will 
receive an email and then remotely 
access the vessel, correct the problem, 
and then submit a full report via email 
to the customer. According to the sales 
brochures, “No customer interaction is 
needed”. From a straight technological 
p e r s p e c t i v e  t h i s  i s  a n  a m a z i n g 
capability. However, while seemingly 
bringing reassurance on one hand, it 
is not hard to see why some might see 

such interactions as perhaps rather 
frightening and sinister. 

The companies offering these services 
strongly stress the security safeguards and 
elements they have in place, but with these 
amazing new capabilities come real security 
concerns. It seems that cyber-security is an 
issue which will become ever more centre 
stage as system sophistication increases and 
the threats posed become heightened.

Port infrastructure too is not immune 
to such problems, as more major ports and 
terminals become ever more automated. 
Increasingly cranes, access control, 
administration and cargo movement 
are all controlled remotely and so the 
threats and risks of cyber security become 
exponentially heightened.
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the Belgian port of antwerp (pictured) was subject to a cyber-attack last year after drug traffickers recruited hackers to infiltrate it systems to 
control the movement and location of containers.
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