
Securing the supply chain and scanning 
cargo containers is a complex issue with 
significant policy impact. One of the most 
prominent items of regulation in this 
respect is the US SAFE Port Act of 2006, 
which introduced the requirement to scan 
100 percent of cargo containers entering 
the US. But, even in the year 2012, six 
years after its introduction, the original 
intention of ‘Security and Accountability 
for Every Port’ was still not compatible 
with technical and organisational realities. 
Consequently, in 2012 the US Department 
of Homeland Security deferred the 

requirement of 100 percent scanning until 
July 2014, using a foreseen exception 
option in the SAFE Port Act. Therefore, 
the challenge of improving container 
security remains high on the agenda.

To address the complex challenge, 
many research activities dealing with 
cargo containers and supply chain security 
have been launched. Already during the 
Bremen Container Security Conference of 
September 2009, the European Industry 
Commissioner, Verheugen underlined that: 
“Container security should not rely on one 
single technology and must be combined 

with a range of risk management tools, 
which are based on reliable and adequate 
information,” and that “technology can be 
of essential assistance.”

The European Commission’s Joint 
Research Centre ( JRC) has worked on the 
issue of container security for more than 
10 years now, starting with mechanical and 
electronic seals. But recently a paradigm shift 
has been introduced to the research activities: 
instead of trying to protect the traditional 
container itself, new container concepts and 
new monitoring approaches were looked at, 
and first research results are promising. 
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The Baltic Container Terminal (BCT), Riga Freeport, Latvia.
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T h e  r e q u e s t e d  r a n g e  o f  r i s k 
management tools was pursued in four 
major research strands, which in the future 
might support a comprehensive, multi-
technology, and agreed-upon approach 
to container security: new container 
materials; smart electronic sensors; 
wireless multi-hop communications, 
and mathematical outlier detection and 
security analysis. 

While the first three of these research 
areas are connected to the physical 
container itself, the outlier detection is a 
mechanism applied to ‘metadata’ (itinerary, 
transhipments, etc.) that does not have 
to come close to a container to perform 
a security analysis. In the following, the 
four research strands at the JRC and their 
current results will be described. 

New container materials
The traditional cargo container is made 
of steel, a good choice for durability 
and behaviour under stress, but in other 
industries (e.g. automotive or aviation) 
advanced composite materials have 
already occasionally replaced steel for 
weight reasons or other physical or 
chemical property advantages. The large 
variety of composite materials available 
and their structural properties are also a 

good starting point for their consideration 
as primary materials for cargo containers. 
Potential advantages go beyond the 
weight issues: e lectromagnetical ly, 
s t e e l  i s  o p a q u e , w h e r e a s  m o s t 
composite materials are transparent to 
electromagnetic – especially radio - waves. 
In today’s modern world, with more and 
more items connected to the internet 
and wireless communication being 
omnipresent, this property would open up 
the door for cargo containers to become 
not only lighter but also to form part of 
the so-called ‘internet of things’. 

To enable a composite materials container 
to communicate efficiently over integrated 
electronics, the use of metal shielding should 
be avoided as much as possible. A hybrid 
approach, adding composite panels to a 
steel frame, might improve transmissibility 
of electromagnetic communications but 
reduce the potential for weight-saving and 
the other benefits of using composites in 
the first place. To push the boundaries of a 
near fully-composite design, JRC researchers 
have drafted a model container consisting of 
a carbon fibre frame and floor, roof and side 
panels made of other composite materials. 
First component tests have been carried 
out in the JRC lab in Ispra, Italy, showing 
promising results in the integration of 

electronic components into composite panels.

Smart electronic sensors
Another important property of composite 
materials is the capability to turn 
mechanical stress into electrical charges by 
embedding thin-film piezoelectric sensors 
within the composite laminate itself. Such 
sensors are being deployed successfully in 
medical devices and aeronautics, and are 
used to measure mostly physical properties 
at high accuracy. This principle of ‘energy 
harvesting’ out of mechanical stress is the 
basis for the JRC research on piezoelectric 
sensors built into composite material 
panels of cargo container walls, detecting 
infrared signals or measuring vibrations, 
(both potential indicators for the presence 
of humans or animals). Any such sensor 
works from inside a composite material 
panel without an additional power supply, 
thus removing the need for a periodic 
battery swap or related maintenance.  

Traditional integrated piezoelectric 
sensors have been available on the market 
for decades (mostly for the measurement 
of acceleration, force or pressure), and 
there is a large range of composite 
materials available which would be suitable 
for the integration of piezoelectric sensors.  
The JRC research is focused on bringing 
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these state-of-the-art technologies 
together in an approach for a ‘smart ’ 
container, able to detect and communicate 
tamper signals or other security-relevant 
events autonomously. 

Wireless multi-hop 
communications
Once a wireless sensor has detected 
an event, the information needs to be 
communicated to a central point to 
react to it. Ideally this would happen 
immediately, but the infrastructure 
overhead and batter y  energ y and 
maintenance required, currently make this 
option impracticable. One approach being 
studied at the JRC is based on wireless, 
short-range, multi-hop communications. 
In this principle, containers would 
be able to talk to each other and pass 
information across a stack of containers to 
a base station point. The principle being 
explored is that of a sensor-equipped 
container based on the adaptation of 
embedded piezoelectr ic conversion 
principle, both for signal detection and 
energy harvesting: mechanical stress will 
be turned into electrical charges powering 
a small transceiver device enabling it to 
send a low power signal.  In such a low-
power communications environment it is 
notable that unlike for metal containers, 
a stack of composite containers would  
improve wireless signal propagation (given 
the reduced  container metal shielding) 
over very short distances only (i.e. from 
one container to the next), such that the 
small charges provided by piezoelectric 
conversion could be sufficient for a 
wireless multi-hop communication. First 
measurements and tests at the JRC have 
successfully demonstrated the propagation 
of a signal from the container test site 
in the yard into the laboratory building 
in 2013. Although still in an early stage, 
the JRC research team is currently 
experimenting with different ranges and 
parameters, trying to identify suitable 
choices for components and architectures. 

Mathematical outlier detection 
Apart from all the different technologies 
which could be used inside future cargo 
containers, the JRC has developed a 
complementing approach to come to 
a better and more comprehensive risk 
assessment. In contrast to the technologies 
described above, this approach does not 
target the containers themselves but 
addresses the metadata information 
available about the container (e.g. 
itinerary or transhipment data). JRC has 
built a container traffic analysis system 
(CONTRAFFIC) which mathematically 
analyses the itinerary data of cargo 
containers, identifies unusual stopovers 

or loops and enables the research analysts 
to detect suspicious containers from a 
distance. The mathematical algorithms of 
CONTRAFFIC are continuously being 
improved, connecting more and more data 
with each other and analysing more than 
five million containers per month and 
matching the data mathematically against 
800,000 import declarations. The system 
is currently queried over 20,000 times by 
different EU customs per year. 

A first test of the system in a practical 
exercise with customs authorities has 
produced hit-rates of over 30 percent 
on a very much narrowed-down set of 
suspicious containers which finally were 
inspected. It needs to be underlined that 
the JRC’s CONTRAFFIC cannot be seen 
as a tool to identify all risk containers, 
and it does not even claim to identify a 
significant share of them, but it provides 
an efficiency gain for the inspectors 
and enables them to add additional 
information to their cases or to identify 
new cases before they take operational 
action. Insofar CONTRAFFIC is not 
meant to find the needle in the haystack, 
but to identify some of the many needles 
in a haystack with a higher probability. 

Science for policy making 
It is obvious that security of the supply 
chain is a global, multi-faceted and 
complex issue which cannot be solved by 
a single solution. The research done at the 
European Commission’s Joint Research 
Centre shows new ways to address the issue 
and provides insights into the capabilities 
as well as the limits of current and future 
technologies. There are several areas still to 
be explored in the area of container security 
and in the above-mentioned technologies, 
e.g. the durability of composite materials, 
environmental-friendly disposal, door 
concepts for composite containers, 
standards for electronic devices and 
communication protocols, production costs, 
commercial viability etc. 

Being a research centre, it is not the 
role of the JRC to generate market-ready 
products or solutions. The JRC’s mission 
to provide solid science for the policy 
making requires a detailed look into future 
technologies which might become relevant 
for Europe. The US approach to 100 
percent scanning has shown that container 
security and supply chain security are 
indeed a political priority, and in a globally 
connected world of container shipments, 
the European dimension cannot be denied. 
JRC advice and competence will feed into 
policy making wherever it is considered 
appropriate, yet the final European 
position will not be driven by technology 
alone but will have to consider economic, 
social , cultural  and other relevant 

perspectives as a whole. 
Nevertheless, the international research 

community will have to collaborate to push 
technology limits under the dedicated 
international, European and national 
research programmes for container 
security. Due to its unique positioning as 
the only direct research institution on a 
genuine European level - free of national 
or commercial interests - the JRC will 
continue to deliver its share. 
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Security of the Citizen provides 
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