
We, the transportation industry and logistics community in 
general, have a chance to add value to society by turning supply 
chains into safe channels. Ensuring the protection of life and 
properties while we operate our facilities and assets is a must. 
To do that we need a great deal of commitment, imagination 
and smart technology, all combined in a perfect balance where 
people and networking also play an important role. The key is 
to bring these factors together in an intelligent way ensuring an 
uninterrupted flow of cargo and passengers.

Introduction
Since the International Ship and Port Facility Security (ISPS) 
regulations came into force back in 2004, threats and scenarios 
have evolved that are significantly changing the shape of what 
we fight against without previous notice, as happens in many 
other industry fields. We simply cannot keep old schemes and 
make them last forever. So a continuous improvement approach 
becomes necessary, otherwise mistakes could prove much more 
costly than just financial damage.

Most of our management systems have been built under such 
a philosophy, and when we talk about security then life matters. 
Assessing, auditing and evaluating should not simply accept a 
desk job approach like providing a simple set of papers, stamps 
or certifications as the evidence that a system works. This would 
be lying to ourselves and it is an unacceptable practice.

Time and resources are always limited but even some 
governmental inspections do not go much further than that 
outer layer, obviously getting a very wrong or limited picture. 
The multiplicity of agencies existing in many EU states with 
an involvement in port security also contributes to a certain 
dispersion of duties and inaccurate follow-up.
If, on top of this, we stop to think about the number of different 
maritime security legislation and initiatives, sometimes with 
overlapping requirements, it looks like if port security is indeed 
a complex issue or a big challenge.

Technology
I am just back from the ‘Secur ity Forum 2013’ event in 
Barcelona and I would say that there we witnessed evidence of 
huge improvements in the performance of gadgets and devices 
which already existed, such as CCTV and similar. We are seeing 
new generations of products that boost previous specifications, 
smaller, faster and more accurate, but in this text we will only 
comment on trends and new developments. We are starting to 
see more popular and real ‘intelligent video analysis’ systems, 
rather than simple ‘video sensor’ ones. The video sensor systems 
were often referred to as intelligent video analysis when in fact 
there were not, being only capable of triggering warnings based 
on very simple conditions or parameters. Features such as shape 
and face recognition are becoming more and more commonly 
implemented in modern systems. But there is no doubt  
that the word today is integration, of open systems into 

common platforms.
An emerging trend in surveillance, especially in big sites like 

industrial installations as ports, are the systems which replace 
the typical video walls and sets of screens existing in control 
rooms with an overhead view of the whole facility. Instead 
of looking at several screens, the security guard can have an 
overall view of the complex concentrated into a single picture, 
so that he can really focus on a comprehensive approach. 
These systems gathered alarm signals from several elements like 
physical barriers, cameras, sensors and they are displayed as a 
pop-up window overlapped with the general view, highlighting 
the violation of the pre-defined conditions. They are becoming 
more graphic and visual, user-friendly and attractive to look at, 
so that anybody outside the pure security surveillance world 
can understand what they are seeing without much effort. Also, 
the description of the subsequent logs generated can be shown 
together with the rest of the information, what remains is a 
documented evidence of a video recording or snapshot.

Remaining flexible
Variables and inputs from other parallel systems like intelling to 
work (ITW) are also starting to be integrated into these systems 
as a complementary function which helps to widen the kind of 
solutions they can deliver. The good thing about these systems 
is that they are quite flexible and different contour conditions 
can be defined depending on day to day business requirements. 
A pier which is temporarily dedicated to land passengers today, 
can be used for general cargo tomorrow. Container slots within 
the yard can suddenly be used for dangerous cargo instead of 
empties, and other similar changes of activities can be made as 
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we go along. This virtually allows us to have a different system 
every day and enables us to even be more demanding in our 
definition of ‘pre-areas’ which will put us on alert well before 
the threat gets closer to our property.

Regarding pure hardware, once again, it is important to get 
this right first time. Making the right choices is important and 
we should not oversize in our equipment decisions, either in 
specifications or in quantity.  More does not necessarily mean 
better, nor will the latest equipment immediately fit our 
particular needs. Still, very often the business benefits of the 
security investments remain unidentified and under-rated. We 
need advanced financial models that allow ports to conduct 
cost-benefit analyses against individual risk control options and 
allow investigating potential security and economic gains.

People
Obsolescence of products and solutions makes them have 
a certain life cycle, which gets shorter and shorter every day. 
Huge developments take place thanks to innovation, research 
and feedback from the yard. What was considered ‘state of 
the art’ yesterday is not only technically exceeded but often 
incompatible with the surrounding environment today and the 
user is forced to upgrade his pieces of equipment as the market 
dictates.

Fortunately, people have a longer life cycle than goods and 
those who handled security in the past often remain with 
us nowadays. We normally tend to specialise in one or more 
professional sectors and it is there where we develop our careers. 
But then this raises the question: is the profile and background 

of the people dedicated to security always the right one and is it 
up to the current demands? This question remains of paramount 
importance since these people make up the foundation of the 
whole system. Devices and gadgets cannot be better than the 
people who handle them, and the following factors should be 
able to be proved on a regular basis: vocation, skills, dedication, 
training, experience and whether they are kept updated on latest 
advancements in the industry.

Encouraging networks
Another important issue related to individuals in this role is the 
lack of networking between colleagues in their day to day work. 
It seems as if people often start projects and ideas on their own, 
without first looking around or sharing best practice among 
others. Very often you can come across very different solutions 
to similar problems, ranging from intelligent simple concepts at 
low cost to expensive and complicated alternatives.

It is very clear that you cannot always apply global solutions 
to local problems and there are unique elements of ports such as 
location, size, cargo, operators etc., that need to be considered. 
The fact that both public and private organisations intersect 
in a way that often hinders the communication flow that we 
need, can also be problematic. The main obstacles to effective 
cooperation and communication among stakeholders are a lack 
of dialogue and regular exchange of information. Governmental 
institutions are not always perceived as partners in ensuring 
security measures. Business entities often see governmental 
institutions only as supervisors, whose main task is to set up 
requirements and in case of not complying with the rules - 
to enforce fines and penalties. In turn, the governmental 
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institutions believe that business entities pay too little attention 
to security issues. In daily operations port and port facilities 
often face bureaucratic approaches to resolving some problems 
when the requirements of administrative institutions dominate 
over the interests of business organisations.

Wide forums where all port stakeholders and port security 
experts could come together and shape new standards for port 
security are needed. A wide range of alternatives could fit in 
here, such as more frequent face to face meetings between port 
community members, conferences, publications and articles, 
use of professional social networks, etc. Linkedin, is an online 
professional networking site allows people to share experiences, 
raise questions and meet other virtual colleagues. It already 
houses some shy initiatives like specific groups focused on ISPS 
regulations and similar, but regretfully has very low activity so far.

Key projects 
In this context not everything is bad or missing, it is worth 
highlighting the SUPPORT project integrated within the EU’s 
7th Framework Programme. Visit www.support-project.eu/
supportknowledge for more information. SUPPORT starts with 
an analysis of security gaps which will employ a methodological 
approach combining creative and analytical methods that has 
been shown to be particularly successful in identifying gaps 
which are not immediately evident even to exper ienced 
practitioners. The output of this analysis will lead to the 
elaboration of a number of generic port security models which 
will be sufficiently adaptable to suit different configurations of 
ports depending on their specific security gaps.

The SUPPORT project will deliver validated generic port 
security management models (capturing reusable state-of-the-
art and best practices) that can be customised for specific ports. 
It will also develop training and open standards-based tools to 
aid security upgrades in EU ports. These will be complementary 
to, and usable by other EU projects and initiatives. Emphasis 
will be given to bringing together advances from international 
and European research on security and border control with 
results from the main EU projects in maritime and intermodal 
transport, specifically those concerned with secur ity and 
interoperability issues. 

The European project, Smart Identification and Detection of 
Radioactive Anomalies (SIDRA)  is another example project, 
co-financed by the General Directorate of Home Affairs 
of the European Commission through the ISEC programme 
(Prevention of and Fight against Cr ime) which has just 
started. It is an integral system for detection of illicit traffic 
of radioactive material in ports, borders and checkpoints that 
will lead to a reduction of the number of innocent alarms and 
their impact on the checkpoint operation. It will also help as 
a decision-making tool and provide support for the operator. 
This programme shall contribute to a high level of security 
for citizens by preventing and combating crime, organised or 
otherwise, in particular terrorism; trafficking in persons; offences 
against children; illicit drug trafficking; illicit arms trafficking; 
corruption and fraud.

In conclusion
We need to build bridges between technology and people. 
None of them alone will provide the solution to our threats, 
risks or problems. Technology is about a little bit of knowledge 
and some more about money, but the human factor involved 
here deserves a different approach and has no user’s manual. 
It is certainly up to us to focus on the teams and increase the 
level of interactions to raise our present standards and get 
closer to an enhanced management system. It is important to 
know how a terrorist or offender thinks in order to prevent 
harmful events, but we cannot forget to also take into account 
our own people out there in the field, the pressure we put 
on them, their training needs, their feedback and opinions 
which will undoubtedly help to make more human scheme 
full of responsibilities that sometimes weighs too much. We also 
recognise the importance of all those currently working behind 
the scenes in security to ensure surprise-free operations.
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