
When potentially harmful products can be disposed of illegally, 
there’s money to be made quickly, and one can expect criminal 
gangs to seize the opportunity. Few substances offer the same 
opportunity for significant profit, and present as much danger, as 
radioactive material when it falls in the wrong hands. Preventing 
transport of such material across borders is a matter of utmost 
national security for governments.

Nightmare scenario
Few words conjure up as much fear as ‘nuclear’. The fear of 
weapons that can kill and maim hundreds of thousands or of 
widespread radioactive contamination following an accident at 
nuclear installations is omnipresent in the news. Some states seek 
to acquire radioactive material to produce nuclear weapons and 
non-state actors may pursue the same aim to conduct spectacular 
actions against certain targets. For their part criminals have long 
understood the potential value of getting their hands on such 
material. The disintegration of the Soviet Union in particular, 
with its vast stockpile of nuclear weapons spread all over the 
country, gave the latter opportunities to make a substantial profit 
quickly by getting hold of nuclear material. A nightmare scenario 
for many governments would be the acquisition of radioactive 
substances by ill-intentioned state or non-state actors, terrorist 
groups or transnational criminal organisations. 

The possibility of setting off a so-called ‘dirty bomb’ that 
requires only a few kilogrammes of radioactive matter to 
contaminate large areas is regularly mentioned in connection with 
terrorist acts. Preventing the transfer of nuclear or radioactive 
material across borders has thus become an absolute national 
security priority for many states.

Incidents and trafficking on the increase
In 1995 the International Atomic Energy Agency (IAEA), the 
UN agency that seeks to promote the peaceful use of nuclear 
energy, set up a database system, now called the Incident and 
Trafficking Database (ITDB), to record and analyse incidents of 
illicit trafficking in nuclear and other radioactive material. As of 
31 December 2012 it had recorded a total of 2,331 confirmed 
incidents reported by the 120 participating states. Out of these, 
419 involved unauthorised possession and related criminal 
activities, 615 involved reported theft or loss and 1,244 incidents 
involved other unauthorised activities and events. 

However, the exact extent of the problem is not known as such 
incidents and trafficking took place before the ITDB was set up 
and also because not every incident is identified. In the wider 
Black Sea area alone, more than 110 such incidents were recorded 
between February 1990 and December 1994. Perpetrators 
included rebels unsuccessfully attacking a Soviet military depot in 
Azerbaijan, engineers or officers stealing highly enriched uranium 
(HEU) from research labs or military installations, and even 
unemployed youth entering a research institute in the closed city 
of Arzamas-16 and walking away with 9.5 kg of uranium-238. 

Nationals from the former Soviet Union, Middle Eastern and 
European countries and even Latin America were involved. 
Quantities of substances that included many other radionuclides 
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A US Customs and Border Protection Officer checks a vehicle with a hand held 
radiation detection unit

Port of New York / Newark: A cargo container truck drives past the Radiation 
Portal Monitor Booth. The truck was flagged as needing to get a secondary 
scan. The truck will drive through a second Radiation Portal Monitor and 
then a CBP Officer will use a hand-held radiation detection device called a 
RadSeeker to go over the truck as well
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beside HEU varied from a few hundreds grams to some 80 
tonnes of nuclear fuel discovered by the Ukrainian customs 
service in April 1993 on their way from the Russian Federation 
to Bulgaria, where it was thought to be intended for shipping to 
Libya.i Transport of radioactive materials is not necessarily linked 
to criminal activities only but may also concern the movement of 
contaminated scrap metals or other matters. 

Port infrastructure central  
to prevent illegal entry
Since more than 90 per cent of world trade is transported by 
sea, preventing the illegal transfer of radioactive material across 
borders is best ensured by controlling goods as they enter port 
loading and unloading areas. This is a hugely difficult task as 
potentially dangerous quantities of radioactive material are 
not necessary voluminous and can be hidden in tiny spaces. 
Detecting it is like looking for a needle in a haystack. Special 
instrumentation is needed for this purpose, it must be very 
sensitive and meet strict specifications to ensure it can identify 
small quantities of harmful products and operate reliably. This 
type of equipment is widely used for security purposes at nuclear 
facilities, border control posts and international seaports. 

Reliable radiation detection needs 
international standards 
To ensure that measurements made at different locations and 
with different instruments of the same type are consistent, 
radiation instrumentation must be designed to uniform rigorous 
specifications based upon performance requirements stated in 
international standards. ii

The International Electrotechnical Commission (IEC) 
prepares international standards for all electrical and electronic 
components and systems. One of its subcommittees, SC 45B: 
Radiation protection instrumentation, prepares, among others, 
international standards for instrumentation used for: illicit 
trafficking detection and identification of radionuclides; radiation-
based security screening. IEC SC 45B has published eight 
international standards on illicit trafficking detection so far. Three 
of these standards concern equipment of particular relevance 

to detection at international seaports. They relate to both large 
systems and portable ones. 

Monitoring huge volumes of large items
The majority of goods transported by sea are shipped in 
containers, with the obvious exception of gas and oil, and dry 
bulk (minerals, foodstuff etc.). The sheer volume of twenty-foot 
equivalent unit (TEU) containers leaving and entering world 
harbours is staggering with 20 harbours shifting more than six 
million TEUs each in 2011. Container ships are getting bigger 
too: vessels in the latest Triple E class introduced by the Maersk 
Group can carry 18,000 TEUs. 

With such volumes it is impossible to physically inspect each 
container. Detection of radioactive substances must therefore 
rely on special monitoring equipment. IEC SC 45B prepared 
an International Standard for such equipment: IEC 62244, 
Radiation protection instrumentation - Installed radiation monitors for 
the detection of radioactive and special nuclear materials at national 
borders. This international standard, which does not apply to hand-
held devices, defines "the performance of installed monitors 
used for the detection of gamma and neutron radiation emitters 
contained in objects/containers or vehicles, general characteristics, 
mechanical characteristics, environmental requirements, test 
procedures and documentation." These systems "are used to 
monitor vehicles, cargo containers, people, or packages and are 
typically located at national and international borders." IEC SC 
45B also developed an international standard for portal monitors, 
IEC 62484, Radiation protection instrumentation - Spectroscopy-based 
portal monitors used for the detection and identification of illicit trafficking 
of radioactive material.
These monitors "have the ability to detect gamma and neutron 
radiation and identify gamma-emitting radionuclides that may 
be present in or on persons, vehicles, containers, or packages in a 
static or transient mode of operation." Both types of equipment 
can handle large volumes of containers and as such are essential to 
screen cargo in port installations and other checkpoints.

Protecting staff with ongoing work
Most officers carrying out the inspection of cargo using hand-
held detection instruments are not radiation experts. Therefore, 
these instruments must be user-friendly as regards their design 
and operation, and must also have a high degree of inherent 
safety. To develop such instruments, IEC SC 45B prepared IEC 
62327, Hand-held instruments for the detection and identification of 
radionuclides and for the indication of ambient dose equivalent rate from 
photon radiation. 

This standard also "provides guidelines for selecting suitable 
radionuclide librar ies cover ing radioactive mater ials that 
have been most frequently detected at border crossings." The 
subcommittee also published two other international standards 
for hand-held instruments for the detection of radioactive 
material. IEC SC 45B developed another International Standard, 
IEC 62401, Alarming personal radiation devices (PRD) for detection 
of illicit trafficking of radioactive material. PRDs are pocket-sized 
devices carried on the body that "alert the user to the presence 
of a source of radiation that is distinctly above the measured 
average local background radiation level. They are not intended 
to provide a measurement of dose equivalent rate." In February 
of this year, IEC SC 45B published another standard for a 
spectroscopy-based alarming PRD. Work is ongoing to develop 
new international standards in the field. One such standard 
concerning backpack radiation detector for detection of illicit 
trafficking of radioactive material is being prepared and its 
publication is expected for 2014. 
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Port of New York / Newark: A US Customs & Border Protection Mobile 
Radiation Portal Monitor (MRPM) drives down a row of containers checking 
them for radiationradiation detection unit
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Complacency is not an option
Radioactive material crossing borders or being within countries 
may not necessarily be transported for criminal purposes, but 
may also result from improper handling of scrapped equipment, 
therefore monitoring of many installations, not just harbours, but 
also scrap metal facilities is important. One factor to take into 
account is that radioactive materials are transported in shielded 
containers. But even after shielding, some quantity of radiation 
can be detected and the instruments that meet IEC SC 45B 
standards try to do so. It is to be noted that these standards specify 
the minimum requirements - such as identification of a single 
radionuclide divided into three categories: unshielded, shielded by 
3 mm of steel, shielded by 5 mm of steel - but equipment often 
exceed such minimal requirements.

The effectiveness of the radioactive mater ial detection 
equipment that is designed and built according to IEC SC 45B 
developed international standards is confirmed by the following 
information published in the IAEA ITDB 2013 Fact Sheet: "The 
reporting of these incidents, especially ‘unauthorised disposal’ and 
‘unauthorised movement’ has risen steadily since 2003. There is 
evidence that this rise is related to the increased number 
of radiation portal monitoring systems that have been 
deployed at national borders and scrap metal facilities." 
However, relying blindly on equipment alone is not sufficient 
to safeguard against the illegal and potentially dangerous entry 
of radioactive material in any country. The human factor, in the 
form of properly trained and dedicated staff, remains essential. 
Port authorities should ensure that both technical means and 
human resources are kept at their best possible levels to prevent 
illegal entry of nuclear or radioactive material.
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Our long range zoom CCTV lenses with Kowa’s legendary XD extra low  
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Powerful 37.5x motorised zoom lens designed for long range  
surveillance. The Large, bright objective lens delivers  
exceptionally sharp images over the entire zoom range. 
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