
Much of the recent maritime security focus has been on anti-
piracy, and the problems off the Somali coast. The SAMI is a 
global focal point for maritime security matters. It sees that the 
impact of piracy on ports can be significant, and there are many 
knock-on effects of instability in an area, which can give rise to 
security concerns. 

Already, there are ports which have felt a marked reduction in 
traffic around the areas affected by Somali pirates. Kenya appears 
to have suffered a drop in vessel traffic, but even where the traffic 
remains, there are potential problems. 

Muscat, Oman appears to have become a popular port for pirates 
to target. There have been a number of attacks in which pirates have 
waited just out of port, attacking vessels at anchor and those heading 
into the port. While in the Yemen plans to expand the port of Aden 
have been affected by security concerns and redirected traffic. 

Effects on countries and trade
Elsewhere others have voiced concern that piracy activities have 
severely affected trade and tourism sectors. The Tanzania People's 
Defence Forces has claimed that the flow of cargo ships at the 
Dar es Salaam Port has also been affected since pirates invaded 
the region in 2005. Data from the Tanzania Port Authority (TPA) 
shipping traffic department has highlighted a marked drop in vessels 
making port calls. Now of course global trade itself has changed 
since 2005, but with Africa considered a new hope for investment 
it seems that security has played almost as much a role in this drop 
as the global recession.

Even Somalia is being affected by piracy – although some feel 
that pirates have injected cash into the country, actually they 
have had an extremely negative effect on efforts to re-establish 
the country as a functioning state, and as a viable investment 
opportunity. According to local reports the pirate attacks have 
negatively affected business operations at Bosaso port, which has 
long been considered the commercial hub of the country.

Without a safe, secure and viable port it will be ever more 
difficult for the country to rise from the ashes of war, civil 
unrest and rampant criminality. In many ways ports can be seen 
as a window to a nation, reflecting the demands of the country 
and the products of its hinterland, also showing the wealth and 
power which a country and its populace can exert. Until traffic 
is able to move freely once more, free from the risk of attack, 
it will be difficult to see Somalia live up to its potential and it 
will seemingly be trapped in a downward spiral of terrorism, 
kidnapping, theft and piracy. 

Further implications
Port operators around the continent have not idly stood by 
but have strongly and vociferously voiced their concerns. Back 
in 2010 the Executive Secretary of Pan African Association of 
Ports Cooperation (PAPC) termed piracy as “a cankerworm that 
grossly militates against the growth of ports’ operations”. It seems 
the ensuing years have done little to change this view.

The most obvious security issues have affected general and bulk 
cargoes, but the Somali piracy problem has also had a significant 
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A merchant vessel typical of those sailing with private military and security companies (PMSCs)
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effect on cruise traffic. This has been particularly damaging to 
East Africa, as countries such as Kenya and Tanzania see tourism 
as a tool to drive further investment and bring revenue into the 
countries. Having lawless bandits operating off the coast looking 
to attack cruise ships or grabbing tourists from the beaches is far 
from ideal for any country.

Then there is the issue of offshore exploration – it appears that 
the Somali basin is ripe for oil and gas exploration, however this 
is another major industry which is expressing concerns about 
the security risks in the region. Investing billions of dollars into a 
drilling programme, only to see it ruined by Somali pirates is not 
something which the oil majors can contemplate. 

With many companies already facing violence, terrorism 
and crime on the west coast in the Gulf of Guinea, it will be 
interesting to see how their appetite for risk compels them to 
push forward in the Indian Ocean.

Other security issues
While so much focus has been on piracy, it does not paint a 
complete picture of the maritime security footprint, or of the full 
extent of the risks to people, vessels and cargoes. 

Another major issue is that of general port security, which can 
involve stowaways and terrorism, but more usually relates to the 
issue of cargo theft. Such thefts can be done using clever or brute 
force approaches and ports can be attractive hotbeds of criminal 
activity, with some cargoes actually arriving into a port having 
already been stolen. 

Those that arrive legitimately may also be under threat. For 
all the sophisticated fences, lighting, alarms and number plate 
recognition systems (NPRS), there is still room today for cunning 
thieves, violent bandits and opportunists. 

As an example of where investment can be misguided, one 
UK port reportedly spent heavily on a state of the art NPRS 
only to find, when trying to identify a stolen cargo, that if an 
incoming wagon arrived at the same time as one was outbound 
then one obscured the other from the camera. So the CCTV 

footage of the perpetrator was completely useless. However, 
rather than the trailer of cigarettes which they suspect the 
criminals had targeted, they had actually got away with over 
2,000 disabled toilet seats. 

Other recent examples of cargo theft involve the old favourite, 
‘the inside job’. When a driver was held at knife point and forced 
to drive his own wagon for the criminals, there was sympathy all 
around – until it was made known the driver had pulled the same 
stunt at a different port a year before. 

Addressing the issues
Ports are vulnerable to attack, whatever the target – whether 
cargoes, vessels or the infrastructure itself, they need a lot 
of protecting. They obviously vary, there is no such thing as a 
standard port, but there are security lessons which can be learned 
and applied. 

A very simple question would be: what are ports doing to 
protect themselves from pirates? The answers are not quite as 
straightforward as one might think. Piracy, regardless of the legal 
definition, can often be thought of as a ‘tropical disease’ as the 
vast majority of global attacks occur within the Tropics of Cancer 
and Capricorn, and there are perhaps many obvious economic, 
sociological and meteorological reasons for this. 

What this means is that the same ports are targeted by pirates 
year in, year out. The reports of the International Maritime 
Bureau (IMB) almost routinely feature a range of attacks in 
ports around the world, with those in Bangladesh seemingly 
particularly violent and prone to opportunistic grabs of cargo or 
valuables. So what is being done, and what can be done? For the 
most modern ports there is the economic drive to ensure that 
they are secure, and in order to be considered for schemes such 
as the US Container Security Initiative (CSI) they have to have 
the systems, processes, people and equipment in place to safeguard 
their security integrity. These ports invest heavily in security 
including the purchase of fencing, lighting, intruder detection and 
security expertise. 
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 A privately contracted armed security guard performing operations in the High Risk Area (HRA)
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Difficulties in protecting ports
Sadly, beyond the facilities which do invest in and manage their 
security, it would appear that all too many ports are not doing 
enough to protect themselves and it has proven extremely difficult 
to secure themselves against pirates and opportunist robbers. 

For so many ports it seemed that they were almost too 
complex, ramshackle or difficult to secure, and so in many 
respects, the International Ship and Port Facility Security (ISPS) 
Code approach of breaking down ports into their composite 
facility elements has been a good starting point. The port which 
spans miles of river, the inner city port, the vast container 
terminal and the offshore loading jetty –are all broken into more 
uniform elements which are easy to view, manage and sanitise. 
However it is often away from the ISPS designated port facilities 
where the security breaches occur. 

Rises and repercussions
Freight Watch International reported an 8.3 per cent increase in 
the number of cargo thefts last year, while CargoNet recorded 
a 17 per cent increase in reported annual cargo theft incidents 
at the close of 2011. These are significant leaps, and should be 
raising a number of flags as a port which loses cargo, is a port 
with serious security deficiencies. 

While India and many major ports in Asia are seen as 
comparatively secure, what they more often experience is 
opportunistic theft. Criminals are able to take advantage of isolated 
trucks or loads left unattended. A unitised load already packed and 
ready to go is by far the easiest cargo to steal; the old adage that 
‘cargo at rest is cargo at risk’ applies as much today, as it ever has. 

However, there are also reports that sophisticated gangs are 
beginning to increasingly target ports. It may seem like a movie 
plot, but the ‘Goodfellas’ type crime syndicates are still involved in 
cargo theft – only recently a New Jersey-based mafia crew and a 
warehouse owner were convicted in the US on charges of dealing 
in stolen cargoes. There is an increasing concern that organised 
crime is infiltrating ports far and wide, across the globe.

It may not always be the actual acts of crime or violence which 
deliver the killer blow for a port, there are also the knock-on 
effects of insurance increases. When the tanker – Limburg was 
attacked by al-Qaida in 2002 off the Yemen, the ensuing hike in 
insurance premiums made it almost impossible for the port to 
operate. In essence the entire port had been brought to its knees 
by decisions of underwriters in London. 

Although the attack on the Limburg only resulted in one 
death, it caused insurance rates of Yemeni shippers to rise 300 per 
cent and cut Yemeni port shipping volumes by 50 per cent for a 
month after the attack. Consequently, the attack caused the short-

term collapse of shipping in the Gulf of Aden, ultimately costing 
Yemen to lose $3.8 million a month in port revenues.

Continual work ongoing
When economic times are hard, there is usually an upswing in 
crime – and with that in mind port operators are working hard 
to police their terminals, to protect their cargoes and preserve 
their reputations. 
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Passage planning through the HRA
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Razor wire is used as part of a layered defence system against pirate attack
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