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  International Association of Marine Aids to Navigation and 
Lighthouse Authorities (IALA-AISM) gathers together marine aids 
to navigation authorities, manufacturers and consultants from all 
parts of the world and offers them the opportunity to compare 
their experiences and achievements. 
www.iala-aism.org

International Association of Airport and Seaport Police- 
InterPortPolice is a worldwide, non-governmental and non-profit 
association dedicated to mutual cooperation in setting the highest 
standards of safety, security and law enforcement regarding the 
transportation of persons and property through air and seaports, 
across boundaries and other terminals. 
www.interportpolice.org

The World Customs Organization (WCO) is the global centre of 
customs expertise and research, with a primary mission to enhance the 
effectiveness and efficiency of customs administrations. It is an ideal 
forum for the organization’s 177 members, who collectively process 
over 98 percent of world trade, to exchange experiences and share 
best practices on a range of international customs and trade issues.
www.wcoomd.org

The International Maritime Pilots Association is a forum for the 
exchange of information. Its main objective is to provide a 
representative voice for pilots in international maritime forums, 
particularly at the International Maritime Organisation (IMO), an 
agency of the United Nations, and the International Maritime Law-
Making Body. 
www.impahq.org

ICHCA International speaks for cargo handling interests at an 
international level and consults, informs and advises its members 
accordingly. It has a worldwide membership and is a recognised Non-
Governmental Organisation (NGO) with ILO, IMO, ISO and UNCTAD.
www.ichca.com

AIM is the global trade association for automatic identification and 
mobility technologies. As a not-for-profit industry organization, 
AIM’s mission is to stimulate the understanding and use of the 
technology by providing timely, unbiased and commercial-free 
information. 
info@aimglobal.org  •  www.aimglobal.org  •  www.rfid.org

International Harbour Masters’ Association (IHMA) 
promotes safe, efficient and secure  marine operations in port 
waters and represents the professional standing, interests and views 
of harbour masters internationally, regionally and nationally. 
www.harbourmaster.org

PortEconomics is a web-based initiative aiming at generating and 
disseminating knowledge about seaports. It is developed and 
empowered by the members of the PortEconomics group, who are 
actively involved in academic and contract research in port economics, 
management, and policy. Since October 2012, Port Technology 
International and PortEconomics have been engaged in a partnership.
www.porteconomics.eu

International Association
of Ports and Harbors

The International Association of Ports and Harbors (IAPH) is a 
worldwide association of port authorities, whose principle objective 
is to develop and foster good relations and cooperation by 
promoting greater efficiency of all ports and harbors through the 
exchange of information about new techniques and technology, 
relating to port development, organisation, administration and 
management. 
www.iaphworldports.org

The Coasts, Oceans, Ports and Rivers Institute (COPRI) works to 
advance and disseminate scientific and engineering knowledge to 
its diverse membership, which is engaged in sustainable 
development and the protection of coasts, oceans, ports, 
waterways, rivers and wetlands. COPRI works to enhance 
communication and cooperation among more than 3,000 members, 
both domestic and abroad, and the industry as a whole by 
advancing members’  careers,  st imulating technological 
a d va n c e m e nt  a n d  i m p ro v i n g  p ro fe s s i o n a l  p ra c t i c e . 
www.coprinstitute.org

CEDA promote the exchange of knowledge in all fields concerned 
with dredging. They enhance contacts between the various groups 
from which members are drawn and between the dredging 
fraternity and the rest of the world, enhancing understanding of 
dredging works from both theoretical and practical viewpoints. 
www.dredging.org

The International Association of Dredging Companies (IADC) stands 
for International Association of Dredging Companies and is the global 
umbrella organisation for contractors in the private dredging industry. 
As such the IADC is dedicated to not only promoting the skills, 
integrity and reliability of its members, but also the dredging industry 
in general. IADC has over a hundred main and associated members. 
Together they represent the forefront of the dredging industry.
www.iadc-dredging.com

The Ports and Terminals Group (PTG) is the UK’s leading ports trade 
association. PTG’s mission is to help facilitate its members’ entry 
into, or growth of their businesses in, overseas markets; and in doing 
so assist port organizations and governmental authorities worldwide 
to undertake port development and expansion on a build-operate-
transfer or similar basis.

Shanghai Maritime University (SMU) is a multi-disciplinary university 
with a special emphasis on shipping, logistics and ocean science. The 
history of SMU can be traced back to 1909 at the end of Qing Dynasty 
and the university has been honored as a “cradle of international 
shipping specialists”. At present the university runs 19 doctoral 
programs, 59 master’s degree programs, 45 bachelor’s degree 
programs. SMU has over 20,000 full-time students, including 17,000 
undergraduates and over 3,000 postgraduate students. In the MOE 
evaluation of undergraduate education in 2004, SMU was awarded an 
“A”(Excellent). SMU has always attached much importance to exchange 
and cooperation with overseas institutions, and has established close 
ties with over 70 overseas universities and academies.
www.shmtu.edu.cn

Descartes Datamyne offers the best value in business intelligence: 
easy access, with expert support, at an affordable price, to the 
world’s largest searchable trade database. Built and maintained by 
an international team, Datamyne covers the cross-border 
commerce of some 50 countries on 5 continents, including US trade 
with over 230 markets.
www.datamyne.com 

SUPPORTER COMPANIES

Port Technology International is supported by leading terminal operator networks, 
including APM Terminals and DP World.

APM Terminals operates a Global Terminal Network which includes 20,300 
employees in 67 countries with interests in 71 port and terminal facilities.
DP World has a portfolio of more than 65 marine terminals across six continents, 
including new developments underway in India, Africa, Europe and the Middle East.
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What does it mean to be robot? If you’re 
prepared to believe the scientists at 
Hanson Robotics, the company that 
created Sophia — an Audrey Hepburn 
look-alike and the first robot to receive 
Saudi citizenship, artificial intelligence 
(AI) will mean that humans and machines 
will eventually be exploring that question 
together.

Industry 4.0 trends continue to challenge 
organizations that refuse to join forces and 
develop cyber physical systems through 
standards and partnerships. 

That is why Port Technology has dedicated 
this edition of the journal and its upcoming 
event, the Container Terminal Automation 
Conference, taking place over March 14-15 
in London next year, to providing a better 
understanding of automated intelligence, 
cyber security and AI.

Corporate naivety has already led to 
supply chain attacks such as Shadowpad and 
ExPetya, which demonstrated how easily 
third party software could be used to gain 
entry into enterprises. 

But this is only set to get worse.
According to global cybersecurity 

company Kaspersky Lab, the attacks are 
expected to increase in 2018 as some of the 
world’s most dangerous threat actors start 
adopting the approach as an alternative 
to watering hole techniques — or because 
previous attempts to break in have failed. 

And cyber threats are constantly evolving, 
becoming more sophisticated and more 
finanically driven, as INTTRA points out 
in its paper on cybersecurity within this 
issue. However, a hacker banging on the 
backdoor is not the only disruption that is 
encouraging the big players in the port and 

terminal sector to invest in technology. In the 
same way that automation has altered port 
landscapes, so too will AI, as it is preparing 
to redefine how machines operate by 
advancing automated systems even further.

Digitally-aware companies have already 
recognised this. This was clear when, in 
November, Dr Yvo  Saanen, Commercial 
Director and Founder of TBA Netherlands 
— a software and consultancy specialist for 
port, terminal and warehouse operations, 
visited our office in London to share his 
thoughts on what would sculpt a forward-
looking port. He pointed out that AI was 
here a long time before the recent ‘hype’ 
created by investors such as Elon Musk, 
and explained exactly what the port and 
terminal industry should be excited about; 
the potential that the availability of data, 
linked computing and the Internet of Things 
(IoT) has for improving pattern recognition 
software. Saanen said he expected this 
to lead towards more intelligence inside 
machines that could operate without central 
guidance for longer periods and can identify 
and solve problems with container stacking 
during those times. So, the AI race has 
started. But it’s not something to fear. The 
biggest misconception is that automation 
and AI is going to destroy employment for 
workers in industries such as ours, but the 
reality is that it will change every human job 
out there. It’s not about what jobs people 
will do in the future, but how we will do 
them. AI and automation isn’t going to just 
affect some workers and machines, it’s going 
to affect every worker and machine, and the 
sooner we find ways to understand how to 
embrace that, the more productive we can 
expect to be.
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Cyberattacks l ike the recent 'Petya' 
hack serve to underline ports' sense 
of helplessness when approaching the 
vagaries of digital technology. 

Cyberattacks on ports are raising the 
stakes for the very ports that should be 
ahead of the curve on the crucial matter 
of port digitalization. A recent survey 
found that most maritime executives 
feel unprepared for new technologies 
like unmanned shipping. I would hazard 
a guess that many in the ports business 
might say the same thing about the 

level of  industry preparedness for hacks 
on e-commerce sites, Port Community 
Systems and shipping portals, which 
leads one to wonder why they do not 
have safeguards yet. Amid the optimism 
of ports setting off into digital sunsets, 
maritime leaders have noted a tendency 
to dismiss the incumbent dangers of 
digitalization as either too minute to be of 
any concern, or a sort of an inescapable 
hazard of using the technology, rather 
than truly facing the facts.

Perhaps it is so because ours in a 

concrete industry which deals with 
the materia l  ebb and f low of  the 
trade of  great  nat ions across  the 
hemispheres.   Ports dai ly  concern 
themselves with moving giant project 
cargo and innumerable containers while 
accelerating to an ever-increasing pace. 
Given the inherent focus on the tangible 
and forseeable, one may wonder how 
something so immaterial as the abuse 
of access to data could be of any serious 
consequence. 

Luminaries of maritime have voiced 

A NEW TERM FOR AN OLD 
PROBLEM 
Cristina Brooks, Print & Online Editor  
Port Technology, London, United Kingdom
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BLOCKCHAIN FOR BILLS-OF-LADING
New ground has been broken in 
developing blockchain for shipping 
after a pilot used the technology 
to carry out a paperless bi l ls-of-
lading.  ZIM, an Israel i  container 
shipping company, announced that it 
completed the feat for the first time 
by using blockchain-based software 
from Wave to send a document that 
acknowledged receipt of cargo for 
shipment. Wave connects all members 
of the supply chain to a decentralized 
network and allows them a direct 
exchange of files. During the trial, all 
participants issued, transferred and 
received original electronic documents 
us ing Wave's  appl icat ion,  which 
manages ownership of documents on 
the blockchain to eliminate disputes, 
forgeries and unnecessary risks.

EX-MAERSK CEO UNIFEEDER CHAIR
Unifeeder, the largest Pan-European 
feeder and shortsea operator, has 
appointed Nils Smedegaard Andersen 
— the former Group Chief Executive 
Officer of AP Moller – Maersk — 
as its new Chairman of the Board 
of Directors. The Unifeeder role is 
Andersen’s first directorship within 
the logistics and shipping industry 
after he left AP Moller – Maersk. He 
succeeds former Hapag-Lloyd CCO 
Jesper Præstensgaard who instead 
takes the position as Deputy Chairman 
at Unifeeder.  Andersen works as 
a professional board member and 
strategic adviser to Nordic Capital 
Funds — the private equity investor 
that is leading Unifeeder.

CMA CGM ORDERS LNG SHIPS
The CMA CGM Group has decided to 
equip nine of its ultra-large 22,000 
TEU vessels, due to arrive in 2020, 
with engines that use liquefied natural 
gas (LNG). CMA CGM will be the first 
shipping company in the world to 
equip giant containerships from the 
outset with this type of motorization 
to protect  the environment and 
e n co u ra ge  o c e a n  co n s e r vat i o n . 
The use of LNG is a technological 
breakthrough that will yield significant 
benefits compared to heavy fuel oil 
as it creates up to 25% less CO2, 99% 
less sulphur emissions, 99% less fine 
particles and 85% less nitrogen oxides 
emissions.

50,000 TEU BY 2067
A new report  by  McKinsey  and 
Company has predicted what wil l 
i n f l u e n c e  c a p a c i t y  g ro w t h  fo r 
container shipping vessels as they 
develop to reach sizes of up to 50,000 
TEU by 2067. The London-based 
global management consultancy's 
research has concluded that the 
maritime supply chain will develop 
over the next fifty years to give rise 
to ships that are double the size of 
the largest in existence today, with 
modular, dronelike floating containers 
working alongside them.  It  also 
estimated that container shipping 
volumes in 2067 will be two to five 
times greater than today.

NEW AUTOMATED FUTURE 
Ports of Auckland container terminal 
will be the first in New Zealand to 
use automated straddle carriers once 
they arrive in 2019 as part of its 
Draft 30-year Master Plan. The draft 
has outlined how a range of projects 
will be needed for the port to keep 
delivering for Aucklanders until its 
move. It has partly addressed the 
issue by setting out how the port 
will automate its container terminal, 
deve lop  a  deep-water  termina l 
berth and install three new cranes 
at Fergusson North Wharf, making 
it a “premium dedicated container 
facility”. 

NEW AUTOMATION TASKFORCE
A new automation taskforce aims to 
combine artificial intelligence (AI), 
cloud computing, IoT, and big data to 
deliver a single, integrated solution for 
future terminal automation projects. 
The partnership will  combine the 
expertise of terminal systems designer 
Navis,  platform and productiv ity 
company Microsoft China, terminal 
equipment manufacturer ZPMC, and 
the global infrastructure advisory 
firm Moffatt & Nichol. As ZPMC's 
technology provider, Microsoft China 
will support the company's strategic 
intelligent systems transformation and 
combine software and services from 
Navis and Moffatt & Nichol to design 
and implement solutions for the port 
sector.

NEWS IN BRIEF
 

compelling reasons for us to resist the 
temptation to dismiss or write off the 
loss of time and data occasioned by 
cyberattacks. 

Perhaps we must conceptualize treating 
this as we would any other warfare, 
as not an abstract nuisance, but as a 
tangible economic threat. 

Warfare has assailed nations since the 
dawn of civilization, and then as now, 
ports were targeted for their singular 
economic power. Our forbearers raised 
stone coastal defences, spied form 
watchtowers and sailed patrol ships to 
prevent against waterborne threats to 
ports. Myriad threats came from the seas, 
from naval invasions  to pirates.

One notable case of failed port defense 
happened in Ancient Rome’s principal 
port of Ostia, sacked by pirates who also 
destroyed a Roman fleet. This serves as 
an edifying example of what damage 
the economic opportunists of the time 
could do. Pirates were, like the hackers 
or criminals of today, not necessarily 
beholden to foreign powers, nonetheless, 
they burned the port and kidnapped two 
senators.

Now we are dealing with a new kind 
of warfare, perhaps nearly equivalent in 
terms of economic harm, and equally able 
to cast a shadow on great port cities.

Recent events should be a call to arms 
for technology companies to pursue not 
only a more wary stance, but a more 
collaborative one, fostering openness 
and co-operation despite the currently 
competitive environment. 

Amid new standards development, 
Korean shipyard Hanjin Heavy Industries 
has recently delivered three ships with 
Lloyd’s Register’s notations certifying the 
autonomous systems onboard as safe 
from human error. We are also seeing 
the making of the first industry-specific 
security standard to prevent cyber attacks 
at the Institute of Shipping Economics 
and Logistics in Bremen, Germany. This 
standard includes a certification scheme 
for Port Community Systems.

Novel calls for cyber safety may be 
why we have seen the development of 
standards in this area, giving us the first 
glimpse of what a truly cyber-secure 
industry could look like.
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"Port Community Systems must be regarded as critical 
infrastructures –  successful cyberattacks can lead to 
problems for port operations, in extreme cases even a 
standstill..."

Dr Nils Meyer-Larsen, Project Manager, Institute of Shipping Economics and Logistics, ISL, page  28
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In 2017, 1.8 billion dead weight tons of goods 
will be transported by ship, according to the 
United Nati ons Conference on Trade and 
Development. That fi gure has nearly doubled 
in the past decade, due in part to mega-ships 
and their massive payloads. 

But ports, especially those located in dense 
citi es, are struggling to accommodate this 
growth since they cannot physically expand. 
At the same ti me, cybersecurity and physical 
security threats are also growing. 

Add to this list mandates around reducing 
carbon emissions, improving worker 
safety, and perennial issues such as labor 
management. It is clear that ports are facing 
tremendous pressures from every directi on.

Is technology the answer to those 
challenges? No. Not on its own. However, 
digiti zati on and Internet of Things (IoT) 
technologies are powerful enablers that 
forward-thinking port operators are using in 
order to improve effi  ciencies, bett er manage 
traffi  c, empower their workforces to increase 
throughput, and decrease carbon emissions 
while making traffi  c safer. One such operator 
is the Hamburg Port Authority (HPA), which 
manages Europe's third largest port. 

In 2009, HPA engaged Cisco to lead a 
major upgrade of the port's communicati ons 
systems as part of a larger initi ati ve to 
modernize and integrate IoT technology into 
the facility. It is faced with growing demand—
the port processed 8.9 million TEU in 2016 
but expects that fi gure to double by 2025. 
Yet, the port cannot grow beyond its current 
footprint of 74 square miles along the Elbe 
River, near downtown Hamburg, Germany. 
Our goal, therefore, was to create a unifi ed 
communicati on system to help the port meet 
growing demand though improved traffi  c 
fl ow and faster turnover of freight moving 
into and out of the port. 

A UNIFIED NETWORK
Previously, the port relied on four disparate 
networks, from various vendors, to manage 
traffi  c and provide communicati ons across 
the facility. A stand-alone radar system 
communicated with and tracked ships. 
Another network managed train traffi  c. 
A third network supported telephone 
communicati ons and a forth supported the 
port's IT platf orm. In order to integrate these 
systems into a single platf orm, we used a 

suite of Cisco networking products, which are 
designed to reduce operati onal expenses and 
simplify network deployment, operati ons, 
and management. 

Our Nexus and Catalyst switches, paired 
with Catalyst wireless controllers and security 
routers, formed the hardware foundati on of 
the network, while our Call Manager soft ware 
brought voice, video, and teleconferencing 
capabiliti es to personnel through their 
mobile phones. For enhanced security, call 
manager is also paired with adapti ve security 
appliance fi rewall soft ware, which supports 
cryptographic algorithms and encrypti on 
standards. The fi rewall integrates with the 
Cisco Cloud Web Security soluti on to provide 
web-based threat protecti on.

The resultant unifi ed communicati on 
network, dubbed HPAnet, formed the 
foundati on not only for simpler, more fl uid 
communicati ons across the port and with 
outside clients, it also supports a network 
of 300 sensors, installed on roadways and 
bridges. The sensors provide port managers a 
real-ti me view of congesti on, and this visibility 
plays a key role in HPA's ability to orchestrate 
the movement of ships, railcars and trucks 

USING SECURE IOT 
FOR EFFICIENT SMART PORT OPERATIONS
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more efficiently. Sensors on other assets 
such as cranes and pallet loaders allow port 
managers to see in a simple interface which 
such assets are available and where they are 
located.

For example, through integration with 
ship radar, HPAnet alerts port managers as 
a container ship approaches the port. To 
accommodate it, the port will need to raise 
a truck or railcar bridge.

Before the IoT network was installed, 
knowing how to optimally route the ship 
for the least disturbance to rail or truck 
traffic involved some guessing. The sensor 
network now provides visibility into the 
amount of traffic on arteries across the 
port, which removes the guess work and 
enables the manager to select the option 
least disruptive to traffic.

Plus, since it no longer supports four 
disparate networks, the HPA has halved the 
number of network management devices 
it must maintain, from 400 to 200. Thanks 
to server virtualization, the port also 
decreased the number of onsite servers 
from 242 to 48. 

On an average day, trucks make 40,000 
trips across the port. By improving 
the orchestration of those vehicles 
throughout the port, the network also 
helps reducing engine idling, thereby 
cutting carbon emissions. Sensor data 
will also give HPA insights into long-term 
usage patterns related to roads, bridges 
and other infrastructure elements. By 
using this data, HPA can schedule and 
conduct preventative maintenance on 
the port, aimed at avoiding any significant 
use-related damage that could harm port 
operations.

Over the next five years, HPA's operational 
costs are expected to decline by 70%.

SECURITY
Without a doubt, security remains the greatest 
barrier to IoT adoption across industries. 
Security requirements for IoT networks are 
different than they are for traditional IT 
environments because they are composed 
of a wide range of different types of devices, 
from simple sensors to actuators to advanced 
autonomous vehicles, which support a long 
list of different business functions. 

When networks operate in silos, it is 
impossible to achieve the types of efficiencies 
that HPAnet has provided the Port of 
Hamburg. But IoT networks also introduce 
new types of cybersecurity threats that require 
organizations to bolster and continually 
update their data security infrastructure. And 
in many cases, IoT deployments operate in 
mission-critical situations, where a security 
breach could have wide-ranging negative 
impacts or even, in the case of a container 
port, force it to temporarily halt operations.

Cisco collaborated with a host of technology 
vendors to deploy networks such as HPAnet, 
but these vendors are highly vetted for their 
adherence to cybersecurity best practices. 
Plus, in the wake of a 2016 Distributed Denial 
of Service (DDoS) attack that targeted IoT 
devices, most hardware manufacturers are 
taking security more seriously.

To create HPAnet, we partnered with 
IoT solutions provider Worldsensing to 
source sensors, big data services provider 
AGT International which provided analytics 
software, intelligent lighting provider Philips, 
and telecommunications provider T-Systems. 
SAP and T-Systems provided HPA with 
another key element of its modernization 
effort. Called Smartport Logistics, it uses 
T-Systems' telematics services to aggregate 
traffic data around the port and uses this 
to create notices to drivers, based on their 

current location, regarding port traffic. SAP 
powers the app through its HANA cloud-
based services. The app might alert a given 
truck that the shipment it is arriving to collect 
has been delayed. Or it could direct the truck 
to the precise location of the shipment in the 
port for faster transfer. 

DISRUPTING DISRUPTIONS
Seaport managers are used to dealing with 
unpredictable and sometimes unrelenting 
disruptions, whether they are related to 
weather, mechanical problems, labor issues, 
or myriad other variables. Integrating IoT 
technology is also disruptive. While it hasn't 
changed the port's business model, it has 
changed the means by which port employees 
communicate with each other and with 
customers, requiring staff training and 
patience as personnel adjust to the unified 
platform. 

But over time, the benefits are clear. Not 
only does HPA staff now have visibility into 
the movement of vehicles and the status 
of shipments in a single interface, they can 
access this information across the entire 
port. Plus, because of the port-wide wireless 
network and mobile technology, they no 
longer have to get to a central location to 
communicate with a colleague or join a 
conference call. Instead, they can be where 
they are most needed, and the network, in a 
sense, comes to them.

TRANSPARENT, AUTOMATED PORTS
Cisco analysis finds that IoT technologies 
represent a US$1.9 trillion market for the 
logistics and supply chain market, but 
there is an even larger opportunity when 
one includes a range of quickly-maturing 
technologies that ports are starting to 
test. Robotics, which rely heavily on IoT 
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technologies, are a natural evolution 
of technology for container seaports, 
which are already adopting increasingly 
mechanized systems to move and manage 
goods for more than a century. Market 
research firm Gartner believes that by 
2020, 10% of large enterprises in supply-
chain-dependent industries will hire a chief 
robotics officer.

Several elements make ports logical 
places to deploy robotics systems. For 
example, their controlled environments 
and ability to support sophisticated 
sensor networks and instrumented 
infrastructure makes them suitable for 
autonomous vehicles. Ports with ready 
AV infrastructures will find be among the 
first to receive autonomous long-haul 
trucks.

Also, blockchain technology will allow 
ports to share data across the supply 
chain in a transparent process and 
without relying on a central authority. 

Blockchain is a digital ledger system 
that can verify or validate information 
through a series of transactions, across 
a shared record or database, using 
cryptographic keys that only authorized 
parties can access. The technology first 
gained attention for is use in digital 
currencies, but ports are beginning to 
investigate blockchains for a wide range 
of applications.

As with HPAnet, all of these 
technologies can support more efficient 
port operations, greater visibility across 
ports as well as across supply chains, and 
reduced energy consumption. The Port of 
Hamburg, like so many ports located in 

densely populated parts of the world, has 
no choice but to innovate by exploring 
the ways in which advanced technology 
can enable it to do more within its current 

footprint. HPA's success with HPAnet 
serves as a model for what is possible 
for a port willing to embrace change and 
adopt new technology.
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As we reach the end of 2017 it seems 
that every other article and maritime 
presentation is in some way linked to cyber 
risk. New guidelines issued by both BIMCO 
and the IMO aim to give guidance on how 
security measures can be improved and 
from 2021 cyber security will form part 
of the ISM Code opening up the cyber 
elements of port state control.

But cyber risk in shipping and in relation 
to port security has been with us for some 
time, as the following incident highlights.

THE CASE OF THE VANISHING CONTAINER
In 2011 the Port of Antwerp introduced an 
electronic release system (ERS), intended 
to replace the existing system for the 
authorization of cargo release, through 
delivery orders or release notes.

The system was not mandatory, but was 
embraced by a number of carriers using the 
port.  These carriers would send computer-
generated pin codes via email to cargo 

receivers or their agents, as well as the port 
terminal.

It was subsequently found that containers 
had been removed by a sophisticated 
criminal gang, who were using the 
containers for the illicit carriage of drugs. It 
later transpired that the gang had retained 
the services of computer hackers to gain 
access to the IT infrastructure of receivers’ 
agents, over a number of years. In this way 
the gangs had been able to access data 
showing the location and security details of 
containers so that drugs could be removed 
prior to the delivery of the container to its 
rightful owner. Containers could also be 
moved round the port in order to facilitate 
access for the gangs.

It is now believed that the process had 
been on-going for a number of years prior 
to detection and that initially access to the 
systems had been gained via virus (RAT 
– remote access technology) software 
emailed to staff, and then subsequently by 

introducing key logging devices following 
a break-in in order to frustrate the 
introduction of higher security firewalls.

Ultimately the hackers were used to 
obtain the pin codes required in order 
to take delivery of the containers at the 
Port of Antwerp. It was this development, 
leading to the theft and absence of whole 
containers, which brought the whole 
incident to light. The process has been 
described as, “a new business model of 
organised crime activity”.

THE LAW CLOSES THE STABLE DOOR
The ERS system was adopted by the 
container carrier, Mediterranean Shipping 
Company (MSC), and utilised for the 
carriage and delivery of 69 consignments 
on behalf of the shippers, Glencore.

Upon receipt of the relevant pin codes 
by email, Glencore’s agent presented at 
the port to collect the containers. However 
it was found that two containers due for 
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collection had already been removed from 
the port.

Glencore sued MSC under UK jurisdiction, 
claiming damages for breach of contract, 
the base for its claim being that the cargo 
should have been delivered against bills of 
lading, not the presentation of a pin code.

At first instance, the English High Court 
found in favour of Glencore, a decision that 
was appealed by MSC on five grounds:

1. The provision of pin codes constituted 
a symbolic delivery of the goods. MSC 
argued that the delivery of the pin 
codes amounted in law to the delivery 
of possession of the goods, likening it 
to the delivery of a key to a warehouse 
where goods were stored.

2. The email containing the pin codes was 
in itself a delivery order for the purposes 
of the bill of lading. MSC relied on the 
absence of a definition of “delivery 
order” on the bill of lading to contend 
that a delivery order was capable of 
having different meanings.

3. The email containing the pin codes 
constituted a ship’s delivery order, 
within section 1(4) of the Carriage of 
Goods by Sea Act 1992 in the UK, and 
that it represented an undertaking by 
MSC to deliver the goods to whoever 
first produced the pin.

4. Estoppel. MSC argued that Glencore 
was estopped from contending that the 
use of the ERS was in breach of contract 
because Glencore had accepted this 
system for the previous shipments.

5. In an application to adduce new 
evidence, MSC argued that it was the IT 
systems of the receiver’s agents which 
allowed the hackers to obtain the pin 
codes, thereby breaking the chain of 
causation.

The Court of Appeal was not satisfied 
with any of the grounds on which the 
appeal was based, and it was dismissed 
leaving the innocent MSC carrying the can 
and bearing the loss.

PAST CONTAINER CARGO THEFTS 
The theft of cargo using falsified or stolen 
documents is not new. In the past, criminals 
have obtained information on the contents 
of containers from employees of shippers, 
receivers or carriers, often through bribery 
or blackmail.

Once a container with desirable contents 
had been identified, the criminals would 
either steal the required documents, or 
produce elaborate forgeries, in order 
to convince those responsible for port 
security that they were the party entitled 
to remove the container from the port.
Often, such cases as those described above 
would involve the services of a person “on 
the inside”. One of the benefits of digital 

shipping documentation is the reduction 
in manpower required to administer the 
system which, in turn, reduces the number 
of persons to which sensitive information, 
such as pin numbers, is exposed.

Such cases of theft from a port facility 
exposed port operators to potential 
claims from customers arising out of the 
misdelivery of cargo. As such, ports have 
spent a lot of time and money over the 
years developing and implementing the 
necessary safeguards to minimize this 
exposure.

ANALYSIS
It is apparent that the procedures 
developed to prevent the more traditional 
tactics employed by criminals wishing 
to steal cargo are largely ineffective in 
preventing theft in the digital age.

The above case provides a good 
example of the due diligence which 
must be undertaken before introducing 
new systems of work that require the 
participation of third parties. This case 
involved customers of the port, however, 
similar problems may have arisen in 

dealings with suppliers, service providers 
and trade partners.

It is important to ensure that any new 
procedures are well documented, and 
that responsibilities of the parties are 
clearly set out. When an organization 
adopts any form of new technology it is 
vital to consider and implement adequate 
legal and security measures in advance 
and before, as the saying goes, “the horse 
has bolted”.

Whenever technology is introduced to 
replace traditional paper-based systems, 
it is important for operators to ensure 
that all elements of the system being 
replaced are covered in the new system, 
and that all parties are aware of the 
relationships between the obsolete paper 
documents, and the digital article which 
is replacing them.

The fifth ground for MSC’s appeal also 
highlights the need for due diligence in 
ensuring that third parties participating in 
the digitizing of paper-based systems have 
in place the necessary IT infrastructure 
and security protocols to minimize the 
risks of data breach at their end.
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International supply chains are extended and 
complex. Many logistics service providers 
have tight margins and limited visibility 
in the end-to-end success of a shipment. 
The sheer volume of containers moving 
around the world creates opportunities for 
smugglers and counterfeiters. Theft of goods 
is an obvious problem, but quality loss, so-
called shrinkage, or waste due to containers 
being breached, is less noticeable. For some 
commodities, a lack of supply chain integrity 
can result in the loss of sales as buyers of 
goods only pay for products on arrival due 
to the risk of damage or loss in the supply 
chain.

Regardless of their role, all supply chain 
actors have a common interest in preventing 
delays arising from theft and smuggling 
through emerging Internet of Things (IoT) 
technology for the port container sector.

CURRENT APPROACH AND TECHNOLOGY
Shippers traditionally rely on organizational 
measures such as only conducting trade 
with known, vetted parties to address and 

mitigate the impacts of cargo theft. Supply 
chain participants also rely on first- or 
second-generation container security seals 
in an attempt to stop illegal activities and 
preserve integrity and quality of cargo. 

Yet, the most commonly used security 
seals provide nowhere near the protection 
supply chains require. Most existing first-
generation security seals are in fact so 
ineffective that they can be bypassed in 
minutes, without leaving any trace. Second 
generation electronic sealing devices are 
rarely better, because they are based on 
the same mechanical principles as their 
non-electronic ancestors. 

The application of new technological 
approaches to solving the problems are 
leading to exciting developments. In some 
regions, high value cargo is transported in 
containers with comprehensive electronic 
tracking, geofencing and monitoring 
functions. However, this approach is often 
too expensive to use in large volumes, 
or across the length of the entire supply 
chain, suggesting that the approach may 

be most suited for a high-value theft target 
location. 

Compounding the operating cost of 
traditional electronic solutions, they have 
in the past tended to work with proprietary 
readers and RFID systems, which made 
it difficult and expensive to get the right 
readers in the right place at the right time.

IOT FOR SUPPLY CHAIN INTEGRITY 
Customs inspections may be harmful to 
perishable goods. Once perishable cargo 
has been removed from a container to be 
inspected, the variation in temperature 
has devastating effects on the quality of 
the goods, especially in tropical countries. 
But if customs authorities can be confident 
a container has not been opened between 
sealing and arrival at its destination and 
the container stuffing organization is 
trustworthy, they will be less likely to inspect 
the consignment. Fewer inspections mean 
fewer delays and a faster supply chain. This 
will require systems that gather data about 
the status of the shipment from start to 
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finish and provide insights to the relevant 
supply chain actors and customs. 

Innovative solutions are appearing 
that benefit from technologies such as 
new radio networks, the proliferation of 
smartphones in the workplace and the 
rapid drop in the price of mass-produced 
electronics components. At scale, these 
new devices are eventually expected to 
cost less than US$30 and operate for 
several years on a battery. They will work 
with industry standard protocols that 
are readily available, often in consumer 
hardware.

LoRa and NB-IoT networks for Internet of 
Things applications are quickly becoming 
available across Europe. They enable 
customs authorities to access device 
data some hours before a vessel berths. 
The radio protocols penetrate the harsh 
environments of ship hulls and ports, 
allowing container integrity information to 
be available in real time. A new device that 
uses the aforementioned technologies is 
Babbler.

Because Babbler devices are associated 
with a container and a shipment, attempts 
to obstruct the process by removing or 
damaging a Babbler immediately flags the 
container as suspicious. 

Babbler is perhaps unique in the market 
as a low-cost digital seal that requires no 
installation in the fabric of the truck or 
container, and yet enables the integrity 
of the shipment to be monitored online. 
Supply chain actors stick a Babbler on the 
inside of a container or trailer door, lock 
up the shipment, and activate the seal 
via a smartphone app. The seal is broken 
if Babbler’s sensors detect light. Both 
the seal status and the temperature of 
the cargo can be inspected wirelessly via 
Bluetooth or a long-range radio option, 
currently LoRa or NB-IoT.

 Because these radio signals penetrate 
the closed container doors, the inspection 
is non-intrusive and fast, which is good 
for supply chain operations. Because seal 
inspections are automatic they cannot 
be faked if workers forget to carry out 
contractual obligations or have accepted 
bribes to pretend an inspection took place.

NEW TECHNOLOGY PILOTED
Developed by Dutch software specialists Itude 
Mobile, Babbler was initially tested in the EU 
demonstration project CORE by FloraHolland, 
a giant flower auction cooperative seeking to 
help Kenyan growers to reduce their logistics 
costs, to control its product conditions and 
simplify the import/export process. CORE is an 
EU research project aiming to improve supply 
chain security whilst offering commercial 
benefits for trade and logistics. 

Babbler's system has now been adopted 
by CORE partner Seacon Logistics in a bid 

to establish trusted trade lanes around the 
world: That is trade lanes where inspections 
are less likely because customs can rely on 
Babbler logs to reveal if a container has been 
opened in transit. 

Dutch Customs was given a Babbler to test, 
and they were unable to bypass the seal. 
Early tests with FloraHolland demonstrated 
the particular benefits of Babbler for 
organizations shipping perishable goods. 

Flowers must be kept at 0.5 celsius degrees 
celcius to maintain quality, but when a 
container is opened, the temperature inside 
rises. 

Avoiding unnecessary inspections 
preserves freshness as well as speeding 
delivery, however the price of protection is 
critical in this market. For low-value goods 
markets, especially perishable ones, Babbler 
offers protection at an affordable price. 
Babbler was also tested in Kenya, where 
it exposed  a diesel theft from a generator 
on a refrigerated container of flowers. The 

container was sealed in Nairobi before making 
the long road journey to Mombasa, during 
which thieves disconnected the generator for 
half an hour so they could safely syphon off 
fuel, and babbler  recorded the unexpected 
spike in temperature, revealing the time of 
the theft.

FUTURE SUPPLY CHAIN APPLICATIONS IN 
THE CONTAINER AND PORT SECTOR
There are two immediate possibilities for 
the use of supply chain sensor data such 
as Babbler: The first is to apply artificial 
intelligence to recognize incidents 
automatically. 

The second is to integrate sensor data 
into control-towers to enable automatic 
decision making, for example, to re-route 
a container if an incident is detected.  
Insight into supply chain integrity may 
be achieved by giving experienced 
professionals in the field have access to 
real-time data.
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The ports and container terminals industry 
is under increasing pressure from growing 
volumes of trade, aging work forces, 
limited real estate availability, supply chain 
integration, regulatory requirements and 
capital management needs, to name a few. 
As an infrastructure-rich industry, ports and 
container terminals must continually manage 
their critical assets over their lifecycle to 
remain competitive to the global market. 
This means that effectively managing these 
assets is now more a high-profile activity than 
ever before. Businesses must have strong 
frameworks and tools to ensure success in 
operating in these challenging and dynamic 
environments. The management of port 
assets in limited land and space is crucial to 
sustaining core port functions. The ability to 
maximize the use of asset investments can be 
supported by detailed awareness of current 
asset condition via lifecycle predictions. Data 
collection is now encouraged by industry 
bodies to improve industry best practices and 
facilitate information sharing. Furthermore, 
data is collected in the ports and maritime 
industry more and more as automation is 
brought to bear in the supply chain. Data 

collected from sensored assets is accordingly 
growing at a staggering rate. For example, 
information can be provided should an 
asset stay in one position for any extended 
period, helping to pinpoint crime and 
security weaknesses. Container theft can be 
monitored by tracking its whereabouts with 
GPS tracking devices, which can assist in the 
recovery of goods if the container has been 
moved without proper approval.

Operational assets that have been 
sensored, such as straddle carriers, can 
provide a wealth of other real-time data 
that can be used to trigger maintenance 
interventions. For example, if an engine is 
overheating, then a heat sensor could trigger 
a work order for the immediate inspection 
of that engine thereby reducing catastrophic 
failure and minimizing unscheduled outages.

Spare parts are one port asset that is 
increasingly tagged with sensors, enabling 
their movement to be tracked out of a 
storeroom via RFID readers. If the part is 
not booked to a work order, for example, 
misplaced or even stolen, this could 
highlight some process issues that need to 
be investigated. 

IOT CREATES NEED TO MANAGE BIG DATA  
The volume of data being collected via sensors 
and IoT enabled assets across a container 
port’s operations will grow at an even faster 
pace over the next five to seven years.

These asset networks, and their ever-
increasing datasets being collected via 
sensors, must be managed strategically to 
ensure long-term planning across the entire 
asset life-cycle. This will ensure an appropriate 
level of service is maintained to customers 
and stakeholders at the lowest possible cost 
and within an acceptable risk regime. 

IBM’s Maximo Asset Management system 
is currently in use with some of the world’s 
largest port operators. They use it to manage 
their physical assets like ship-to-shore cranes, 
straddle carriers, side-loaders, forklifts along 
with a multitude of other assets.  BPD Zenith 
has recently developed a cloud offering 
called “MaxiCloud for Ports”, a pre-designed 
solution for container terminals that includes 
a range of functionalities. As case examples 
demonstrate, the solution is capable of 
achieving best practice asset management. 
The cloud-based solution is based on the 
desktop accessible IBM Maximo Asset 

IOT FOR SPARE PARTS
TRACKING AND SECURITY IN PORTS 
Graeme Sharp is CEO Asia/Pacific, BPD Zenith, Victoria, Australia
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Management solution. In addition to the 
works management, service management 
and inventory (spare parts) it features value-
added functionalities such as mobility, 
mapping, IoT integration, finance system 
integration, planning and scheduling, as well 
as prebuilt dashboard reporting. The solution 
can include options for specific fleet aspects 
of asset management via a transportation 
add-on. 

In essence, MaxiCloud for Ports is a one-
stop shop for asset management across 
the entire asset portfolio for ports. Enabling 
improved finance, for example for spare 
parts, can be completed using MaxiCloud’s 
asset management planning capability 
and capital forecasting capabilities. These 
capabilities, coupled with daily operational 
data via maintenance histories and real-time 
data, build a powerful information set. With 
the ability to view this data in IBM Watson 
an artificial intelligence platform, additional 
insights into the operations of a port can assist 
the port operators maximize their return on 
assets. BPD Zenith is currently working with 
a Container Port, and our partner IBM, to 
further refine this approach to real time asset 
management and improve the predictive 
capability for our Client.

SPARE PARTS INVENTORY
In a recent example of the application of 
the Maximo Asset Management solution, 
the  technology was used to enable the 
nationalization of DP World Australia’s spare 
parts inventory data.

DP World Australia is Australia’s largest 
container terminal stevedore, operating in 
the marine ports of Sydney, Melbourne, 
Brisbane and Fremantle, which handles 
50.4% of container volumes moving through 
the country’s ports. DP World had in place a 
shared spare parts regime across its Australian 
sites, at which it used similar equipment.  
Spare part inventory data was trapped in silos 
at individual sites, so that each spare request 
was a manual and lengthy process. DP World 
Australia intended to fully aggregate its data 
so it could make use of it when negotiating 
national supply agreements or ordering 
bulk purchases of spares. In this case, small 
decreases in the price of spare parts added 
up to a considerable savings when spread 
across the entire organization.

By storing all the data within Maximo, DP 
World managers at the various ports gained 
the ability to run a report on assets from any 
site, and could also create a report on all 
the sites. Synchronizing the data, DP World 
Australia found it could improve predictive 
maintenance scheduling by comparing 
the performance of like assets across its 
sites, and reviewing live information on 
asset performance such as repeat failures.  
Identifying patterns in failures allowed 
scheduling maintenance, and therefore 

reducing the potential for unplanned 
downtime.

KPI MONITORING
Accurate data gained through the project was 
also used to improve DP World Australia's 
Key Performance Indicator (KPI) reporting. 
Building on its success, DP World Australia is 
looking at extending Maximo’s capability to 
provide mobile solutions for maintenance 
teams, so they can access and input data when 
they are out on site. DP World has considered 
potentially use Maximo’s capability to provide 
mobile solutions for maintenance teams, so 
they can access and input data when they are 
out on site.

Another container terminal operator in the 
region, Port Otago Limited operates a deep-
water, export-based container terminal at Port 
Chalmers in New Zealand. Port Otago lacked 
a formal system to manage their assets. In 
2014, they embarked on their journey with 
MaxiCloud. 

MaxiCloud has allowed Port Otago to be 
able to further analyze the procurement of 
all spare parts from suppliers. The absence 
of a way to predict maintenance needs had 
previously led to purchasing parts from 
European suppliers at short intervals, which 
incurred extra costs. This is now managed 
in a controlled fashion, leading to further 
improvements.

ABOUT THE AUTHOR

With over 20 years of asset management 
experience, Graeme Sharp is CEO Asia/
Pacific for BPD Zenith. As Board Member, he 
drives growth in the Asia/Pacific region via 
strategic alliances and global partnerships. 
He is committed to assisting clients via 
world class systems and streamlined 
business processes to capture quality data 
to help businesses optimise the lifecycle 
and operation of their assets. 

ABOUT THE ORGANIZATION

BPD Zenith is an award-winning global 
provider of enterprise asset management 
systems. As a Gold Accredited Partner for 

IBM Maximo Asset Management, BPD 
Zenith provides Maximo expertise to all 
asset-intensive, providing no-nonsense, 
expert advice so thatclients receive 
a system that matches their business 
requirements, on time and within budget. 
BPD Zenith’s Clients in Australia including 
DP World Australia, Flinders Ports, and 
Australian Maritime Services, and in New 
Zealand Port Otago, Port Taranaki and Port 
Nelson. BPD Zenith also supports Patrick 
Container Terminal with its Enterprise 
Asset Management solution.

ENQUIRIES

+1 800 508 504 
Email: graeme.sharp@bpdzenith.com  
Website: www.bpdzenith.com

EDITION 76: WINTER 2017    23 

CYBER RISK AND SECURITY



Digitization has brought many great benefits, 
but it has also enabled a new form of crime: 
cybercrime. It’s in the news, seemingly daily.  
Equifax, one of the three largest credit-
reporting agencies, suffered a breach that 
may impact more than 143 million consumers.  
The US Securities and Exchange Commission 
experienced a software vulnerability that, 
according to reports, provided a potential 
basis for illicit stock gains through its EDGAR 
system. In another high-profile incident, 
hackers injected a multi-stage malware 
program into Avast’s CCleaner, a software 
security program, in what appears to be a 
targeted attack on some of the world’s largest 
technology companies in an effort to steal 
intellectual property. These are organizations 
that many would expect to have among the 
highest levels of security because of the types 
of information they handle and the products 
they provide. They almost assuredly do, but 
an age-old adage has great relevancy in the 
digital world: a chain is only as strong as its 
weakest link.  These breaches highlight the 
rapidly changing nature of cybercrime.  From 
the late 1980s into the 2000s, cybersecurity 

was focused on preventing simple worms and 
viruses.  The attacks were often perpetrated 
by hackers who did it to simply show that 
they could, and in other cases to highlight 
where vulnerabilities existed in an effort 
to fix them.  Yet, interestingly, there was 
an element of good intentions among at 
least some cyberattacks.  Simpler times.  
Much has changed. Fast forward to the 
present day.  Cybersecurity incidents have 
become increasingly sophisticated.  Massive 
distributed denial of service attacks, social 
engineering, data exfiltration, advanced 
malware and targeted attacks are prevalent.  
The threat landscape is constantly changing, 
as are the perpetrators’ motives and 
methods. Cyber criminals are increasingly 
financially driven, and organizations are 
being infiltrated as a part of nation state 
and targeted supply chain attacks. Their 
motives can be to disrupt competition, steal 
intellectual property and state secrets, or 
hold companies’ systems and data hostage 
through ransomware.  The associated costs 
with these incidents are escalating as rapidly 
as the attacks. A report by Juniper Research 

indicates cybercrime will become a $2.1 
trillion issue by 2019. All industries and all 
types of organizations will be impacted, 
including ocean container shipping, logistics, 
ports, and related businesses. There is often a 
lack of understanding regarding cyberattacks 
and what organizations can do to improve 
detection and lower risks, or even prevent 
attacks.  This is true in the ocean container 
shipping industry, where digitization is being 
increasingly embraced, but not necessarily 
cybersecurity.  The following methodologies 
are what companies should be looking at:

PREPARE FOR WHEN, NOT IF
Cybercrime can’t be eliminated, so every 
organization needs to prepare for an 
inevitable breach.  A holistic cybersecurity 
program that addresses key threats to an 
organization’s assets is important, as is 
developing a culture of security within them 
by promoting awareness and ingraining 
strong security practices into the fabric of 
the organization. A firm and well-defined 
cybersecurity program should include risk-
management practices that are focused on 

EVOLVING 
CYBERSECURITY
HOW OCEAN CONTAINER SHIPPING CAN PREPARE
Inna Kuznetsova, President and COO, Peter Spellman, Chief Technology Officer, and Gary Huber, INTTRA, US
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lowering an organization’s risk level in a cost-
effective manner.  This normally involves 
the implementation of a layered defense 
strategy that consists of a combination of 
different security controls. According to a 
report by IBM, 60% of attacks are carried out 
by insiders, either ones with malicious intent 
or those who carried them out inadvertently.  
Every organization needs to define a strategy 
in order to identify, categorize, investigate and 
remediate security incidents.  This normally 
involves the development of detailed security 
incident reporting and handling procedures, 
as well as a refined and tested security 
incident response plan.  Both are essential 
in dealing with security breaches, including 
those perpetrated by insiders.  Awareness 
training, combined with specialized security 
technologies and detailed logging, are key 
components of a comprehensive strategy 
to detect breaches. Be prepared for when 
the next outbreak occurs.  Not if, but when.  
To properly defend, an organization should 
assume the next cybersecurity incident is 
going to occur momentarily.

 It won’t necessarily be a large, targeted 
attack that will make the news. Most 
incidents are small, but quite disruptive to 
the organization. In fact, it could be a single 
piece of malware from an employee browsing 
a website.  That’s an important consideration.  
While most attacks may initiate internally, 
they can be accidental in nature. If an 
organization’s IT department is unprepared 
and its staff unable to identify or contain it, 
a larger and more damaging incident could 
result. Considering all possibilities is critical 
to determining a company’s adequate 
preparedness.  

BRING YOUR OWN MALWARE
For cost and convenience reasons, a Bring 
Your Own Devices (BYOD) policy that permits 
the use of personal laptops, tablets, and 
smart phones, is now practiced and even 
encouraged by many organizations. This 
presents a new security issue. Most often, 
the threat of BYOD relates to business data 
being lost or stolen, including sensitive emails 
and files. Mobile phones, particularly Android 
devices, as well as personal computers, 
are frequently infected with malware, and 
those devices connect and interact with an 
organization’s network.  Since these devices 
inevitably wind up processing or storing 
business data, it’s necessary to protect 
them in the same way a company would its 
corporate assets. This means at a minimum, 
the assurance of strong password usage; 
encrypting the devices’ storage, anti-malware 
protection, and in the case of mobile devices, 
ensuring they can be deleted remotely if they 
are lost or stolen. This last point is essential 
as there are clear legal considerations that 
businesses need to address where corporate 
and personal devices converge. 

WE ARE ALL INTERCONNECTED
Managing security should not be viewed 
as simply an internal concern. We are all 
connected -- employees with their companies, 
companies with their partners, partners with 
their customers. That needs to be considered 
with any effective and comprehensive 
cybersecurity program. Cybersecurity 
requirements with external partners can 
certainly be challenging at times.  This often 
requires partners who demonstrate a strong 
commitment to cybersecurity. In INTTRA’s 
case, we work hard to select the right partners 
by using a risk-based assessment approach in 
order to identify if the partners or vendors 
meet our standards and requirements.

INTTRA takes cybersecurity very 
seriously. We work with our customers 
and partners to reduce potential dangers 
through joint efforts in order to provide 
safe container movements.  

One of the lessons learned from recent 
cyberattacks is that leveraging reliable 
partners to assist in times of crisis is a valuable 
asset to business continuity when there is 
primary system failure. For example, INTTRA 
offers Business Continuity Services with 
the capability to submit booking requests, 
shipping instructions and VGMs through 
an alternative booking system that can be 
activated by INTTRA on behalf of partners in 
the event of temporary system interruptions.
Some organizations in shipping may not 
have the IT resources to easily address 
many aspects of cybersecurity. A neutral 

network, such as INTTRA’s, helps lessen this 
problem by delivering core services across the 
network that enable all types of organizations 
to interact, regardless of their technical 
capabilities. 

PREPARE NOW
As technology increases, and companies all 
agree to embrace these new technologies, 
we see three key actions that organizations 
in ocean container shipping and related 
industries need to take:
Prepare to defend now – Develop a 
cybersecurity program that addresses 
threats to an organization’s assets.  To start, 
organizations of all sizes can benefit from 
using a free security framework, such as the 
CIS Critical Security Controls, to help prioritize 
actions that can be taken to protect against 
cyber threats.  It’s a common framework that 
virtually any company can use as a start.
Develop a culture of security – Work 
from within the organization in promoting 
awareness by offering security training to 
employees.  Remember that humans, not 
technology, are responsible for the majority 
of security breaches, so educating employees 
about cybersecurity is essential.  Every 
employee needs to understand that they are 
part of the defense. 
Work with your external partners – Select 
the right partners by carefully evaluating the 
threats and risks to using their services, but 
also communicate any concerns in order to 
foster relations and to establish mutual trust. 
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There are many types of ‘smart’ containers 
or ‘e-containers’ on the market which can 
be tracked to provide real-time data on their 
movements. The tracking and tracing of 
containers and trailers is no longer a choice, 
but a necessity. This applies to commercial 
supply chains, as well as to the transportation 
of military or diplomatic cargo. As relatively 
few containers entering the US or EU are 
inspected, and national security is also an 
issue. It is paramount for good practice and 
security reasons to monitor containers from 
loading to unloading, and to have information 
about the contents of the cargo even before 
the container is loaded onto the vessel, 
just as there is a need for the tracking and 
knowledge of the eventual transshipment 
and any unexpected tampering thereof. 

CURRENT CONTAINER REGULATIONS
In the US, a 24-hour advance manifest rule 
(AMR) is the tool used to officially inform the 
Customs and Border Protection (CBP) of the 
contents of a container 24 hours before it is 
loaded onto a US-bound ship.

Also in the US, firms certified by C-TPAT 
(Customs-Trade Partnership Against 
Terrorism) are those with green lane access, 
fewer inspections and lower-risk scores (ARS 

or automated risk system rating), but both CSI 
(Container Security Initiative) and C-TPAT are 
voluntary programs. Firms engaged in selling 
goods to the US apply for the certification, or 
become certified if they are controlled by a 
US C-TPAT-compliant firm, or are included in 
a related party importer's approved C-TPAT 
supply chain security profile that requires 
invitation from the US buyer.

The Smart and Secure Trade Lanes 
(SSTL) initiative is the most comprehensive 
regulation on container tracking so far. It 
tracks containers from point of origin to 
point of destination, across multiple global 
trade lanes and transportation modes, is a 
global network based on the US Department 
of Defense’s Total Asset Visibility Network, 
deployed in 40 countries and 750 checkpoints. 
It requires three fundamental capabilities:

1. Capturing, storing, monitoring and 
transmitting essential data associated 
with ocean-containerised cargo, 
including: line item manifest data, 
container identification, sealing, shipper, 
consignee, booking, route planning, 
physical status, location, origin and bill of 
lading.

2. Making the container smart with 

automated anti-intrusion and tracking 
sensor systems, physical integrity and 
status of container, route planning, and 
deviations from plan and tampering 
events.

3. An automated end-to-end security 
audit trail that may be used by 
participants in the supply chain 
as well as international regulatory 
government bodies or agencies. 

Certainly, container tracking needs 
standards, and much discussion surrounds 
this. However, arguably, the current 
standards do not adequately cover the 
inherent and actual risks associated with 
container transportation and there is 
still reluctance in the shipping industry 
to absorb and implement the benefits of 
modern technology.

MILITARY GRADE SECURITY
In the case of a military supply chain, 
tracking regulations fall under the control 
of military logistics departments and 
authorities. Hence, we could assume 
that cargo monitoring is at its best. But 
is it? Tens of thousands of containers per 
year remain unaccounted for in military 

GPS TRACKING:
A SMART WAY TO TRACK AND TRACE GOODS 
Ennio Zanotti, Owner, Zenatek Sarl, Monaco
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deployments and, more importantly, 
without a proper e-container tracking 
system, our combatants may suffer the 
consequences of improper logistics and 
not be as well protected as they should be.

Solutions may come more from the 
tracking and monitoring of containers, as 
opposed to the securing of them. The threat 
of terrorism can never be eliminated, but it 
can be mitigated.

The defence sector wants to secure and 
maintain the visibility of its goods, while 
companies in the commercial sector invest in 
solutions that provide such visibility.

RFID VS GPRS  TRACKING TECHNOLOGIES
The latest trend in container tracking is the 
use of radio frequency identification (RFID) 
technologies, which require the acquisition 
of costly porticos and hardware, fixed sites 
and hand-held transceivers, as well as 
training and maintenance. But to meet all 
the requirements of global container security, 
using only RFID technology is inadequate. 

Satellite signals also have limitations. The 
antenna in the container-tracking device is 
tuned to the correct frequency range and 
constantly picks up signals from the satellite. 
The modem understands the message 
protocol and answers; information is then 
transferred between the container tracking 
device and the satellite. The message protocol 
must be properly understood and deciphered 
to trigger a device as the mere presence of a 
signal is not enough.

However, the use of satellite 
communications is limited by the cost of data 
traffic from satellites. Since Zenatek’s service 
is based on ground-based wireless networks, 
or General Packet Radio Service (GPRS), 
communication, it is a much less expensive 
proposition.

THE ZENATEK TRACKING SYSTEM
The Zenatek Tracking System (ZTS) was 
designed in line with strict cost controls in 
the aim of developing a container tracking 
device at an affordable price, which could 
provide most of what is needed by the end-
user in terms of tracking and monitoring. 
The ZTS  monitors containers in transit 
anywhere around the world, tracing their 
tracks while providing real-time information 
on the exact location of the containers at any 
time. It also alerts customers in the event of 
any tampering or temperature or humidity 
variances, which are communicated via 
GPRS to the internet to the customer’s 
devices. It is a comprehensive service that 
includes a container tracking device (ZTD), 
which is a one-way disposable unit. It does 
not need to be retrieved at the destination, 
as all the information on the trip has been 
traced and is already in the system.

For users of ZTS, battery life is guaranteed 
to provide for several months of continuous 

service. Notification times and intervals, 
the number of positions per message and 
the quantity of messages per day, can all 
be remotely configured and reconfigured, 
even after the shipment has departed. The 
device will trigger alarms if the temperature 
or humidity inside the container goes under 
or over a predetermined threshold, in case 
the user has not taken immediate action, the 
system will send a reminder after two hours. 
The system alerts users when the parameters 
return to the threshold nominated at the 
starting of the service. Equally, an event such 
as a crash, capsize or disruption of assets will 
trigger an alert.

The web-based application has built-in 
technology to host all the files related to 
the documentation of the cargo such as the 
packing list and any certifications that the 
goods require for each transportation. Such 
certifications are simply retrieved, with the 
proper password, by the required authorities 
such as customs and port authorities, far 
ahead of the arrival of the containers. This 
enables a quicker transit process on arrival.

The EU authorities are worried that a 
container, for example, loaded in France and 
leaving from Marseille bound to Antwerp, 
may have been unloaded, shuffled and the 
position reallocated in the ship’s storage 
hold in a port in North Africa, where it may 
have been tampered with, and nontheless, 
on arrival in Antwerp, the container is not 
properly checked as it is considered  fully 
handled in the EU.

Zenatek’s tracking device has a geo-fencing 
capability, meaning that if the container is 
moved to another part of the port, the device 
will "wake up" and trigger the corresponding 
alarm. The system also has a capability to 
send an alert message when the container 
doors are opened, providing geo-coded proof 
of delivery information to the consignee, 
along with the comfort of knowing that the 
shipment has reached its destination, and 
that there has been no unauthorized opening 
of the container doors.

These alerts are sent by the web-based 

system designed by Zenatek, via e-mail to the 
user’s devices. The user can then log in with 
an encrypted password and user ID, and view 
the position of the container and the nature 
of the alert. The system pinpoints the position 
of the tracking devices to within a few meters 
anywhere in the world by using multiple 
mapping solutions via Zenatek’s web-based 
tracking portal. Each user having access to the 
ZTS portal can use it to find both real-time and 
historic locations of the container or trailer. 

In less than a few minutes, and without 
the requirement for installation using 
tools, ZTS container-tracking device can 
be attached to the container doors by the 
use of powerful magnets or adhesive pad 
for un-magnetic surfaces, and real-time 
data will be available from the moment 
of installation.
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Maritime transport is of central importance 
for the global economy. In order to ensure 
the smooth flow of cargo through the 
seaports, electronic data transmission 
systems for ports, commonly known 
as Port Community Systems, are used. 
Port Community Systems are centralized 
information and data hubs for ports, 
integrating and distributing information 
from various sources for global supply 
chains. They connect companies and 
authorities involved in maritime transport, 
such as shipowners, freight forwarders, 
terminal operators, carriers, and authorities 
like customs, in particular by providing 
interfaces to their systems. 

Major disturbances for large ports will 
most probably lead to negative effects on 
maritime supply chains. In that way, Port 
Community Systems must be regarded 
as critical infrastructures – successful 
cyberattacks can lead to problems for 
port operations, in extreme cases even 
a standstill, and – depending on the 
duration – to bottlenecks in the supplies to 
industries alongside severe consequences 
for the whole economy. The recent case 

of the NotPetya attack on Maersk, which 
caused some central systems to be down 
for several days worldwide, is estimated to 
have caused a loss of about US$200-300 
million.

This paper describes first insights into 
intermediate results of the PortSec research 
project. This project, funded by the German 
Federal Ministry of Education and Research 
(BMBF), uses a software-centric approach 
in order to detect possible vulnerabilities in 
cyber security for Port Community Systems. 
Project partners are the University of 
Bremen, IT security provider Datenschutz 
Cert, the Institute of Shipping Economics 
and Logistics, and DBH Logistics IT, the 
Port Community System operator of the 
Bremen, Bremerhaven and Wilhelmshaven 
ports. 

The objective of PortSec is to develop 
systematic and comprehensive IT risk 
management protocol in port telematics, 
taking into account the underlying 
software architecture and including legal 
and economic security requirements. The 
software-based approach focuses on the 
prevention of attacks rather than their 

detection and defence. This approach is 
particularly innovative and has not yet 
been applied in existing procedural models 
and standards for the establishment of 
information security management systems 
(ISMS). One goal of the project is to develop 
an industry-specific security standard 
to prevent cyber attacks. This standard 
includes a certification scheme for Port 
Community Systems. 

A new sector-specific security standard for 
cybersecurity of Port Community Systems, 
compatible with the German IT Security 
Act, will consider existing regulations and 
standards like ISPS regulations, and will be 
developed by PortSec partner Datenschutz 
Cert and validated by the German Federal 
Office for Information Security. After 
successful validation, Datenschutz Cert 
plans to publish the standard

THREAT ANALYSIS
Until few years ago, ports were mainly 
concerned about physical security. 
However, nowadays the highest risk lies 
in cyber attacks. Unlike conventional 
attacks, cyber attacks can be performed 
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anonymously from a safe distance, possibly 
thousands of miles away. Att ackers can 
monitor systems and collect informati on 
in order to detect vulnerabiliti es before 
performing an att ack. In contrast to 
physical att acks, the detecti on of a 
cyber breach is far more diffi  cult. Many 
respecti ve cases even remain undetected. 
Another problem concerning lacking cyber 
security awareness is the fact that att acked 
companies refrain from reporti ng att acks, 
as they fear reputati onal damage.

With regard to the analysis of potenti al 
threats, scenarios are developed describing 
possible cyber att acks on Port Community 
Systems. For this purpose, the domain-
specifi c business processes in the area of 
port communicati on are analyzed. The 
security requirements of the processes 
and the processed data are assessed 
as well, aiming at identi fying possible 
weaknesses, primarily related to interfaces 
used for communicati on via the Internet. 
In additi on, the systems are examined 
regarding protecti on factors like availability, 
confi denti ality and integrity of data.

Based on the results of the threat 
analysis, relevant att ack scenarios will be 
defi ned, and associated economic and 
business risks will be evaluated with regard 
to potenti al damage. For this purpose, each 
individual scenario will be assessed with 
regard to the probability of occurrence, 
vulnerability and consequences in order to 
evaluate the eff ects and resulti ng damage 
of possible att acks on the Port Community 
System operator, the port industry, and 
downstream logisti cs processes. The 
impact of att acks and resulti ng eff ects on 
the economy will be examined as well. 
Previous similar att acks will be analyzed in 
order to complete the picture of the threat 
scenarios.

LEARNING FROM PAST EVENTS
Ports are subject to cyber att acks initi ated 
by diff erent groups, on an almost regular 
basis. The fi rst group is criminals, aiming 
to make money out of cyber att acks. 
In general, criminal organizati ons are 
increasingly using cybercrime to facilitate 
and prepare cargo theft  or smuggling 
based on container-related informati on. 
Besides informati on on the containers’ 
contents, criminals are, for instance, 
also interested in truck drivers’ habits 
like regular routes and usual truck stops. 
Criminal organizati ons are able to use this 
informati on to identi fy the most vulnerable 
point in the supply chain to increase the 
eff ecti veness on their physical att acks. 
Next, criminals could also encrypt data of 
port systems in order to extort a ransom 
fee from the port operator to get access to 
its producti ve data again. The second group 
is commonly known as hackti vists, who are 

mainly interested in proving their abiliti es 
by detecti ng vulnerabiliti es in the systems 
of IT operators which could lead to major 
disturbances in port operati ons. The third 
group is related to corporate espionage 
and business competi ti on.

Reports indicate several att acks on 
ports and Port Community Systems' cyber 
security. A famous incident happened in 
Antwerp between 2011 and 2013. Hackers 
were recruited by an organized crime group 
who hid narcoti cs in containers used by 
legal shippers to get access to the drugs 
later, the recruited hackers accessed the 
Port Community System of the Port of 
Antwerp to retrieve the locati ons and 
security details of these containers, which 
enabled the criminals to send their own 
drivers to pick up the containers before 
the legiti mate owner arrived. At the 
beginning, the hackers used malware to 
access the IT systems. Aft er the discovery 
of the malware, they broke into the port 
premises and installed key-logging devices 
on computers.

In another case, cargo system operated 
by the Australian Customs and Border 
Protecti on was penetrated by a crime 
syndicate in 2012. This syndicate also 
used legal transports by legiti mate 
shippers for their drug smuggling. Due 
to the penetrati on of the system, the 
criminals were able to check whether these 
containers were classifi ed as suspicious by 
police or customs authoriti es. The crime 
syndicate abandoned containers which 
were classifi ed as suspicious.

In March, 2017, the Port of Vancouver in 
Canada was subject to a Denial-of-Service 
att ack. According to the port’s spokesman, 
the port regularly experiences this type of 
att ack. In contrast to previous incidents, 
this att ack was initi ated from inside the port 
by a virus which infected a computer in the 
port’s network.

These are only a few incidents which 

were reported to the public. According to 
the German Bundeskriminalamt, German 
Police in 2016 investi gated a total of 83,000 
cases of cybercrime, resulti ng in a damage 
of more than $59.5 million (€51 million) in 
Germany alone. Nevertheless, the number 
of unreported cases is esti mated to be high. 

AUTOMATED TESTING OF SOFTWARE
A comprehensive review of the IT security 
risks related to soft ware has to identi fy 
basic security issues, e.g. with respect to 
soft ware architecture, lack of encrypti on, 
incorrect authorizati on testi ng, and 
unprotected entry points. In parti cular, the 
architectural risk analysis must be based 
on the actual soft ware implementati on, 
and not only on abstract descripti ons, 
which are oft en incomplete. Since manual 
architectural analysis is complex and 
requires considerable experti se, this step 
should be supported by tools. Therefore, 
the PortSec project is based on a soft ware-
centric approach in which IT security 
risks are derived from the implemented 
soft ware architecture in an automated 
way. Figure 1 presents the individual steps 
of the planned approach. 

First, the implemented soft ware 
architecture is automati cally extracted from 
the source code of the Port Community 
System, employing stati c and dynamic 
program analyses (1). This step is necessary, 
since Port Community Systems in general 
consist of legacy soft ware, which oft en 
lacks exact and up-to-date architectural 
descripti ons. The soft ware architecture 
analysis enables the identi fi cati on of 
fundamental security risks for the soft ware 
with regard to possible cyber att acks. The 
redesigned soft ware architecture is then 
supplemented by descripti ons of the network 
in which the Port Community System is 
operated (2). The network infrastructure is 
thereby detected automati cally.

To consider specifi c security requirements 

Figure 1: Individual steps of the PortSec approach.
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of Port Community Systems, the business 
processes and corresponding legal and 
business requirements are formally 
represented (3). As a result, a security 
evaluator can uncover situations in which 
unauthorized access to restricted business 
processes is possible and organizational 
control rules are circumvented (such as 
task separation or the four-eye principle). 
This step ensures that the security 
requirements are in accordance with the 
legal and organizational requirements 
applicable to the operation and utilization 
of Port Community Systems. The 
security requirements to be tested are 
derived from the formal descriptions of 
business processes (4), legal / economic 
requirements (5) as well as technical 
requirements (6).

In the next step, the actually implemented 
system and software architecture is evaluated 
with respect to the security requirements 
and actual business processes. This step 
leads to the identification of specific risks 
for port telematics, including the possibility 
that an employee without authorization can 
change the declaration of dangerous goods 
containers due to excessive access rights? 
At the same time, more general technical 
security risks are identified, e.g. insecure 
use of software frameworks or incorrect 
encryption.

INDUSTRY-SPECIFIC SECURITY STANDARD
IT Security Act, the German law for the 
security enhancement of information 
technology systems in force since July, 2015, 
reflects the German Federal Government's 
efforts to considerably improve the cyber 
security of Germany’s digital infrastructures. 
The IT Security Act allows operators of 
critical infrastructure and their associated 

industries to define branch-specific security 
standards together with the German 
Federal Office for Information Security 
(BSI). Building on the results of the PortSec 
research project, a sector-specific security 
standard for Port Community Systems will 
be developed supporting the IT security law 
and ensuring compatibility with comparable 
and supplementary standards. 

The development of normative controls, 
which - similar to Annex A of ISO / IEC 
27019 - are an addition to an existing ISO 
/ IEC 27001 certification - is planned. The 
security standard to be developed is being 
discussed and coordinated with relevant 
stakeholders in the field and the German 
Federal Office for Information Security as 
the responsible agency in accordance with 
the IT Security Act. 

Furthermore, relevant industry 
associations will be involved in the 
activities.

The industry-specific security standard 
to be developed consists, on the one 
hand, of an audit scheme which defines 
the scope, depth and methods of testing. 

On the other hand, the security 
standard includes a certification scheme 
which specifies the processes for a multi-
stage certification process and defines 
the life cycle of certificates, auditors and 
test bodies. This is particularly important 
as the IT Security Act requires all critical 
infrastructure operators to provide a proof 
of compliance with all requirements, 
explicitly calling for security audits and 
certifications. Within the framework 
of PortSec, an audit and certification 
concept will be developed, which can be 
used by all kinds of operators of critical 
infrastructures in the area of maritime 
transport.
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The Port of Seville is the only inland 
seaport in Spain. It is a core port within 
the Trans-European Transport Networks 
(TEN-T), being part of the Mediterranean 
Corridor. 

It is located on the 80 kilometre 
Guadalquivir EuroWay waterway that 
runs from Seville to the coast and forms 
part of the TEN-T.

But the Port of Seville is also an 
important logistics hub that serves a 
population of over one million people, 
maintaining a dominant position in 
certain logistic corridors, especially 
in the Madrid-Seville-Canary Islands 
corridor. Being an inland port facilitates 
cargo access to the city of Seville and the 
surrounding area, but it also introduces 
some major problems related to the 
navigability in the estuary, as the shallow 
depth of the waterway limits the size of 
vessls calling at the port.

The Port Authority of Seville is 
committed, as part of its long-term 
planning, to invest in technology. With 

this objective, in 2014, the Tecnoport2025 
project was launched. 

It was co-funded by the European 
Commission by means of European 
Region Development Funds (ERDFs), in an 
open tender under the pre-commercial 
public procurement model. 

The University of Seville was the successful 
bidder and has led a team of five companies, 
namely Telefónica, Thales, Portel, Isotrol and 
Serviport, with the final goal of building the 
“Port of the Future”. 

Tecnoport2025 is conceived as an 
initiative to enhance existing physical 
infrastructure by means of an intensive 
use of information and communication 
technologies (ICTs).

Tecnoport2025 deployed innovative 
ICT infrastructure, including a 
heterogeneous communications network 
and an advanced platform for service 
integration, and carried out three 
subprojects called CUTS, FPS and eRIO. 
The various subprojects are described in 
the rest of this paper. 

CUTS 
The main objective of Container Unitized 
Tracking System (CUTS) is to develop a 
low-cost open platform for geo-location 
and for remote monitoring and control of 
containers and their cargo. CUTS provides  
monitoring of containers, integrating 
data coming from sensors located in the 
containers and actuation orders over 
them in an open platform accessible to 
the different actors in the logistic chain.

To this end, CUTS deploys wireless sensor 
networks in warehouses, container yards 
and vehicles, trains, trucks and vessels. 
Sensor nodes attached to containers 
detect the presence of such networks and 
periodically report its location, sending 
the information collected from sensors to 
the network coordinator, which, in turn, 
is connected in a global network using 
fixed, mobile or satellite communications, 
depending on the available technology. 
Moreover, the network coordinators collect 
the orders for the actuators from the 
platform for services integration by sending 

TECNOPORT2025
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FUTURE IN THE PORT OF SEVILLE
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them to the sensor nodes. Therefore CUTS 
transforms the container into an active 
element of the multimodal corridor, almost 
comparable to a store asset, increasing the 
capacity of management of supply chains. 
Sensor nodes have open interfaces, so that 
every technology provider can produce 
CUT compatible products. The use of open 
architectures and interfaces is a unique 
characteristic of CUTS. 

FERROPORT SYSTEM (FPS)
The objective of FPS is the development of a 
support system for the operation of private 
railway facilities. These facilities exist in 
ports, large industries, maintenance yards 
of railway operators, large logistics nodes, 
etc. They have specific characteristics that 
differentiate them from public or general 
railways. 

Trains run inside the confined facilities, 
while no passengers are transported, 
and they circulate at a walking pace. 
Systems developed for conventional or 
high-speed railways are not suitable for 
these particular facilities, where the 
requirements are quite different. Due 
to the cost of conventional regulation 
systems, at present, these facilities 
are exploited with a very limited use of 
technology. FPS is a complete low-cost 
solution for these particular facilities that 

includes the automation of the operation 
of the field elements, switchpoints, level 
crossings, protections, etc. and provides 
safety assistance to the operators of the 
railway installation as well as to those 
responsible for maneuvering containers, 
including train drivers. The main functions 
of the FPS are to:

• Monitor in real time the state of 
the railway installation, including 
switchpoints, level crossings, bridges, 
and the position and length of railway 
compositions.

• Define and launch routes according to 
the state of the rail network and the 
exploitation program.

• Automatically configure the railway 
elements to assign a route, mainly by 
making the switchpoint changes and 
protecting the level crossings involved.

• Offer recommendations and 
information to the operators of the 
railway installation and the train 
drivers. 

FPS has developed some innovative 
solutions to decrease equipment and 
installation costs, such as specific low-cost 
control equipment, GPS train location 
assisted by magnetic detectors and virtual 
signaling. 

WATERWAY MANAGEMENT
The eRIO project, which stands for river 
information and optimizaiton, countered the 
challenge of optimizing the management 
and operation of the Guadalquivir Euroway 
waterway by using resources better to achieve 
higher capacity, greater security and lower 
operating costs, while ensuring environmental 
sustainability. It also aims for the adoption 
of the             River Information Services, which are 
services that enhance safety and efficiency of 
inland waterway transport through real time 
exchange of  traffic information, which are 
are supported by EU policy.  It comprises two 
sub-systems: 

• The information sub-system, which is a 
platform that includes an unattended 
communications network for data 
monitoring and instrumentation deployed 
along the waterway and a database that 
facilitates the integration of data coming 
from internal and external sources. It also 
facilitates  visualization and  exploitation 
of data by other applications and systems.

• The traffic sub-system, which is an 
integrated system for traffic management 
in the waterway system under  River 
Information Services. It includes support 
for the skippers, as well for traffic 
management operators and some 
capacity for action on maritime signalling.
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INTEGRATION PLATFORM 
Tecnoport2025 requires an integration 
platform that collects the information 
coming from the sensor network 
deployed in the different means of 
transport, trucks, trains and external 
services such as AIS systems, stores them 
in a distributed database, and serves 
them to the users by means of services 
and applications. FiWare, a de-facto 
standard shareware service pushed by 
the European Commission in its Future 
Internet initiative, has been chosen to 
implement this platform.

FiWare is an open cloud-based 
infrastructure for cost-effective 
creation and delivery of Future Internet 
applications and services based on the 
Internet of Things (IoT) paradigm. The API 
specification of FiWare is open and royalty-
free, driven by the development of an 
open source reference implementation, 
which accelerates the availability of 
commercial products and services based 
on FiWare technologies. 

SECURITY ASPECTS
Security is an important aspect for 
Tecnoport2025, which was designed to 
be secure from its concept to its final 
implementation. Telefónica, a Spanish 
communications  provider, was in charge 
of the communication infrastructure, and 
employed the GSMA IoT Security Guideline 
to ensure that best practices in terms 
of security were followed. For example, 
Telefónica’s connectivity platform is able to 
detect anomalies on connected devices and 
control their data usage, as recommended 
in the GSMA guidelines. Tecnoport2025 
also maintains a clear separation of data 
between users, employs secure keys and 
requires users to authenticate themselves. As 
Tecnoport2025 solutions use a combination 
of intrinsically secure cellular networks and 
wireless networks operating in unlicensed 
spectrum, Telefónica employs a combination 
of private access point names (APNs) and 
virtual private networks (VPNs) to connect the 
remote sensors to the Integration Platform. 
Access to communications networks is also 
controlled by SIM cards and by other mobile 
authentication solutions.

NEW PRODUCTS DEVELOPED
Tecnoport2025 ended in December, 
2015 with a full-scale demonstrator of 
the overall solution that verified both, 
its technical feasibility and the effective 
creation of value. Tecnoport2025 has 
developed a set of new products, 
which are being commercialized by the 
companies involved in the project under 
an exploitation agreement with both the 
Port of Seville and the University of Seville. 
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The SmartLog is a blockchain-enabled pilot 
project aiming to reduce overall cargo unit 
transport times in accordance with the EU’s 
targets for road, rail, air and water transport 
networks in the Baltic/North Sea region. 
These improvements are being made under 
its Trans-European Transport Networks 
(TEN-T) programme.  

SmartLog’s testing for the proof of concept 
began in June, 2017 in Muuga Harbour at the 
Port of Tallinn, the largest container harbour 
in Estonia. 

The project will connect some of the 
individual operators’ port management 
systems together with the blockchain 
solution. This is predicted to bring local 
operators greater awareness on how their 
performance ties in with the larger context of 
port operations, and give them solid insight 
into how to improve their interactions so that 
Tallinn Port benefits from the increases in 
speed and cost savings. 

The data will be analyzed once the 
project has collected a sufficient amount 
of it, and the project will give the operators 
some rudimentary tools to analyze the data 

themselves, in addition to the near-real-time 
data streams, of course. 

The project consortium is made up from 
six regional development, technology, and 
academic organizations. Kouvola Innovation 
from Finland is leading the project, and it 
also includes Tallinn University of Technology, 
Valga County development agency and Sensei 
OÜ from Estonia, Örebro Region from Sweden 
and finally Transport and Telecommunications 
Institute from Latvia. 

The project is funded through the EU's 
Interreg Central Baltic program, and it has 
a runtime of three years, starting from 
September, 2016 and ending in the summer of 
2019. The idea for the solution was originally 
conceived in late 2014, when blockchain was 
just about to gain traction as a mainstream 
phenomenon, and the general IoT discussion 
was starting to pick up on the concept of 
blockchain as well as the possibilities it could 
offer with industrial scale implementation. 

The idea and the concept which followed 
was greatly improved through extensive talks 
and sparring discussions with John Cohn, IBM 
Fellow and Chief Scientist at IBM’s Watson 

IoT headquarters in Munich, Germany. The 
project is divided into five distinct and parallel 
activities: development, research, field 
work, administration, and communications. 
The development work package (WP) is 
responsible for the blockchain software 
development and eventual implementation 
in the pilot company context. The research 
WP is responsible for gathering data from the 
companies and from the SmartLog blockchain 
itself, and formulating the conclusions on how 
exactly this technology, implemented in this 
way, will affect the operative and business 
processes of the pilot companies. The field 
WP is responsible for identifying, contacting 
and working with the logistics industry 
companies.

A blockchain is a distributed database that 
is used to maintain a continuously growing 
list of records, called blocks. Each block 
contains a timestamp and a link to a previous 
block. A blockchain is typically managed by a 
peer-to-peer network collectively adhering 
to a protocol for validating new blocks. By 
design, blockchains are inherently resistant 
to modification of data. Once recorded, the 
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data in any given block cannot be altered 
retroactively without the alteration of all 
subsequent blocks and a collusion of the 
network majority. Functionally, a blockchain 
can serve as an open, distributed ledger that 
can record transactions between parties 
efficiently and in a verifiable and permanent 
way. The ledger itself can also be programmed 
to trigger transactions automatically.

Blockchains are secure by design and are an 
example of a distributed computing system 
with high fault tolerance. Decentralized 
consensus has therefore been achieved with 
a blockchain. This makes blockchains very 
suitable for the recording of events, medical 
records, and other record management 
activities, such as identity management, 
transaction processing, and documenting 
provenance. Originally used to power the 
cryptocurrency Bitcoin, the blockchain has 
been subject to powerful hype and interest 
in the past couple of years in virtually every 
industry. It holds a very large potential 
for global disruptions, much in the way of 
the introduction of email did for private 
communication channels in the late 1980s. 
Recently the number of blockchains in use 
has exploded, largely due to the maturity of 
the development frameworks and general 
business application interest.

INDUSTRY-WIDE PROBLEM
The industry problem we framed in the 
early concept stage is, simply put, the lack 
of communication and information sharing 
between the logistics companies, especially in 
the supply chain part of the industry. This may 
seem counter-intuitive, given that the industry 

is all about moving things from one place 
to the other and knowing where the things 
are is the cornerstone of any business viable 
operation. In order to recognize this problem, 
we had to take several steps backward and 
look at the supply chains from the top-level 
network perspective. From that vantage point, 
the sub-optimization of the network level 
activity became apparent, even though some 
aspects of it were well optimized. Cargo units 
are already moving as efficiently as possible 
using existing machinery and infrastructure. 
There is little that can be done to make them 
physically move faster, apart from investing 
considerable amounts of money into new 
roads, railroad tracks or port infrastructures. 
However, the information pertaining to the 
moving of the units, as we discovered, is 
moving very much less efficiently, and the 
possibilities to affect that are very much less 
costly and time consuming.

There are several different communication 
channels and standards in use, all the time 
and all around the logistics and supply 
chain industry. Phone calls, text messages, 
structured and unstructured emails, fax, and 
the various information management systems 
which are in use – not only per company, but 
very often numerous ones inside an individual 
organization. Added to them, the uncountable 
EDI messaging dialects and conventions, and 
competing standards multiplied with all the 
companies using them create far too many 
potential combinations. It is impossible to 
have viable integrations between companies’ 
systems and processes, which leads to a 
situation where all the vital information is 
already out there, but hidden away in small 

boxes hosted by individual companies with no 
incentive to share.

CONNECTING THE DOTS
The industry’s problem comes back to the 
root cause of not sharing transaction-based 
information efficiently enough, and the 
thing at which blockchain technology excels 
is precisely that – facilitating and securing 
multi-party, trustworthy connections which 
are used for transaction sharing. The project 
concept is about creating a blockchain that is 
able to store logistics and supply chain related 
transactions, more specifically transactions 
which describe the movements and status 
of individual intermodal containers. This 
information is then processed and secured 
in a way which makes it possible to share it 
to the parties to whom it is relevant – and 
hide it from the parties to whose business it 
is irrelevant.

Each party participating in the SmartLog 
blockchain will have their own copy of the 
transaction log, and interfaces and tools 
required to access it. They can see every 
container in existence which will have 
relevance to their operations in the future, 
from the moment an empty container 
request order has been placed, triggered by 
an order made by a client to the supply chain 
owner in question. After the container has 
passed the supply chain operative company’s 
scope of operations, they no longer need to 
see the information related to it. The length 
of the supply chain measured in participating 
organizations along the way correlates 
directly to the efficiency boost the SmartLog 
blockchain approach brings about. On the 
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network level, a total visibility scenario will 
be realized in all participating supply chains, 
providing of course that a sufficient critical 
mass of companies start sharing their 
container transaction data.

Once the network level visibility has 
been achieved, it is possible to start leveling 
up the automation of the work processes 
involved. Sharing, updating and reacting to 
information-based activities can be almost 
instantly automated to a high degree, and the 
more evolved processes will not lag behind 
for long. The key here is that once you can 
trust the integrity of the information, you can 
start acting on it without a too much amount 
of human intervention or supervision.

BLOCKCHAIN AUTOMATION
Presently, it seems that the blockchain can 
provide a greatly enhanced visibility and 
potential for process automation to the 
logistics and supply chains industry. The 
solution we have been creating and are in 
the process of testing appears to be 100% 
scalable, in the sense that when the mass of 
transaction data starts to grow exponentially, 
the main load of processing can be divided 
amongst the participants in a fair ratio, so 
no one would have to expend any data 
processing resources without incurring 
added value. In the near future, if we 

manage to create a blockchain with enough 
participants and traction in the live business 
environment, there will be plenty of room 
for follow-up projects. Firstly, the level of 
automation which can be brought to bear on 
top of data that is trusted is significant. This 
type of automation is called, in blockchain 
terms, smart contracts and it means simply 
that when certain conditions in the data are 
met, predetermined actions can be triggered. 
The quantity and quality of eligible data here 
makes all the difference.  

Secondly, the sheer mass of data which 
will be accumulated in a quite short period 
of time from the companies will mean that 
teasing any sort of business intelligence out 
of it using human analytics is impossible. 

Artificial intelligence techniques 
and technologies are the only viable 
approaches when dealing with such huge 
amounts of largely uniform structured 
data. We have already submitted funding 
applications which will cover both of the 
aspects mentioned above, and others.

The future of the logistics industry 
seems, by all indicators, to be very much 
ripe for a large scale digital disruption. 
The only question each one of the actors 
in the field must ask and answer is, do 
we want to be a part of it or do we let it 
happen to us?
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With many new opportunities emerging 
from the current wave of digitalization 
throughout global logistics chains, terminal 
planning and management need to be 
revisited with a data-driven perspective. 

The amount of operational data, such 
as from a terminal operating system (TOS), 
together with data from a variety of new 
data sources, such as sensors and mobile 
technologies, is growing fast but for the 
most part remains to a considerable extent 
too under-analyzed to be of real value. 

Meanwhile, many current projects and 
initiatives in the port industry indicate a 
growing interest in data analytics solutions. 

One example of applying data analytics 
is the SAFER project of the Maritime and 
Port Authority of Singapore (MPA).  Under 
the project, MPA has piloted three IBM 
analytics-based modules to improve  the 
management of Singapore's growing 
vessel traffic.

Another example is the Navis ATOM Labs, 
which is investigating the use of Machine 
Learning (ML) for the optimization and 
automation of terminal operations.  In 
this technical paper, we provide a brief 

overview of potential applications of ML 
in container terminals and discuss some 
relevant challenges.  

To establish a data-driven perspective 
on terminal planning and management, 
we analyzed the current state-of-the-art 
in academia regarding applications of 
ML in the context of container terminals. 
After giving a brief introduction to ML, 
we briefly summarize the scope of those 
works within the operational areas of a 
container terminal. 

MACHINE LEARNING
One central aspect of human intelligence 
is the ability to learn, i.e., to inferr stable 
relationships from observations which are 
often reflected in data. Given the growing 
volume and complexity of data, discovering 
patterns, regularities, or even irregularities 
has become increasingly important, not 
only in container terminals. 

ML is a branch of artificial intelligence (AI) 
devoted to the development of algorithms 
that can automatically detect patterns in 
data and then use the uncovered patterns 
for supporting decision making, e.g. by 

predicting future data.  Generally, two 
main types of ML are differentiated.

• Predictive/supervised learning: The 
goal is to infer a mapping from inputs x 
to outputs y from a labeled training set, 
which consists of set of past observations, 
known as training examples. The training 
set also includes the observed output 
values. An algorithm is then used to 
infer a function or model for predicting 
output values for new input values. 
The output can be categorial, known 
as classification or pattern recognition 
task, or nominal, known as a regression 
task. Thus, there are different ways of 
modeling dependent on the real-world 
case. A vessel delay prediction, for 
example, can be modeled as a regression 
task to predict the vessel delay either as 
real number in hours or minutes or as 
a class of lateness, for instance, “late”, 
“very late”, etc.  

• Descriptive/unsupervised learning: The 
goal is to find interesting patterns from 
unlabeled data, meaning that the desired 
output for each input is not defined in 

MACHINE LEARNING
IN CONTAINER TERMINALS 
Dr Leonard Heilig and Dr Eduardo Lalla-Ruiz, Institute of Information Systems, University of 
Hamburg, Germany
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advance. Discovering clusters in data is a 
common task of unsupervised learning. 

Besides the above, we find other terms 
that are often  discussed in this context, 
such as deep learning, which extends 
commonly-known approaches of neural 
networks. Another inflationary term used in 
the port industry is big data, which mostly 
refers to the computing architectures 
and technologies required for storing and 
processing data that exceeds the processing 
capacities of conventional systems. 
Nowadays, affordable and highly scalable 
data storage and processing services, 
including those offered by public cloud 
providers as well as software frameworks 
like Hadoop, are available to handle big 
data. Still, performing big data analytics 
requires ML approaches to analyze data.

QUAYSIDE MACHINE LEARNING 
The performance of quayside planning is 
dependent on many (external) factors, 
such as vessel arrival times, vessel 
call patterns, peak demands, and the 
handling capacities and capabilities of 

the quayside equipment. Disruptions and 
uncertainties may result from a lack of 
reliable information and forecasting. This 
comprises delays and over-punctual vessel 
arrivals, weather and tidal conditions, traffic 
congestion and equipment breakdowns. A 
strong research focus is on the analysis of 
satellite automatic identification system 
(S-AIS) data for identifying patterns 
and anomalies of vessel operations, for 
example, to avoid vessel accidents and to 
identify authorized activities like pilotage 
or unauthorized activities like illegal 
bunkering). Applications of ML in the 
quayside include:

• Prediction of vessel arrival times: 
To reduce the uncertainty of vessel 
arrivals, research has been conducted 
to evaluate different algorithms 
for predicting vessel arrivals, also 
by taking into account weather 
conditions, such as wind speeds and 
peak wave periods. Models can also 
be further used to identify causes of 
vessel delays based on an analysis of 
input variables.  

• Berth planning: Existing approaches 
predict the performance of vessel 
loading and discharging operations 
taking into account operational data, 
such as  berthing time, number of 
containers, vessel beam size and wind 
conditions. ML can also be used to 
improve the selection of optimization 
methods used for berth allocation 
planning.

YARD MACHINE LEARNING 
Several complex planning and 
optimization problems result from yard 
operations, such as yard allocation 
problems, post-stacking problems, 
crane scheduling, etc. To efficiently plan 
operations in the yard, it is important to 
reduce uncertainties and predict future 
scenarios, e.g.  regarding demand and 
dwell times. Applications of ML in the 
yard include:

• Prediction container dwell times: 
Different algorithms have been 
developed and evaluated in research 
to predict and determine the 
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determinants of container dwell times 
in the yard. Models can be also used 
to assess the impact of changing 
determinants on the container dwell 
times, yard capacity and terminal 
demurrage revenues. A classification 
of container data using different dwell 
time classes, for example in days, 
has been used to determine stacking 
policies.

• Container stacking: In combination 
with optimization methods, algorithms 
have been developed to predict the 
quantity of incoming containers and 
weight groups of containers in order to 
optimize the container stacking policy.

LANDSIDE MACHINE LEARNING 
Improving landside operations can lead to 
better hinterland accessibility and inland 
connectivity, crucial for the competitiveness 
of container terminals. 
The increasing container volumes and peak 
demands, however, lead to growing traffic 
and congestion at container terminals and 
within port areas. 
Modern technologies, such as sensors, 
actuators, and mobile technologies provide 
new sources of (real-time) contextual data, 
which can be used by ML approaches to 
better understand and coordinate traffic 
flows, for example within a gate appointment 
system. Discussed applications include:

• Prediction of truck traffic: Existing 
approaches determine relevant factors 
and predict inbound and outbound 
heavy-truck volumes, for instance, 
using geospatial sensor-based data 
from trucks.

• Prediction of truck waiting and 
turnaround times: Approaches 
to analyze truck arrival rates and 
predict gate waiting times have 
been proposed, taking into account 
temporal effects.

• Prediction of truck delays: Different 
algorithms have been proposed to  
identify causes of abnormally high 
truck turn times in container terminals.

CHALLENGES 
The gap between the data, produced in 
and around terminal operations, and its 
use for terminal planning and management 
is growing. ML provides a set of methods 
to use better information and knowledge 
in decision making processes. As such, 
it provides means to establish a data-
driven perspective, complementing and 
supporting the traditional optimization 
and automation perspective. Although 
there is currently a lack of academic 
studies, some promising ML applications 
can be found in the context of container 
terminals. However, there are some 

challenges before data-driven decision 
making can be realized including:
• No free lunch: There is usually no “one 

size fits all” regarding ML models. The 
development of appropriate models 
involves several recurring phases, 
where the importance and workload 
of the preliminary steps of selecting, 
preprocessing and transforming data is 
often underestimated. In these phases, 
the background knowledge of experts 
from the individual terminal is essential 
for setting the goals, defining the 
modeling approach and preparing the 
data.

• Integration of systems and data 
sources: The quality of predictive 
models can be influenced by 
information provided by the input data 

and its quality. However, many useful 
insights are hidden in internal sub-
systems or external systems. Examples 
include weather stations and  port traffic 
systems.

• Expertise: People having the skills 
necessary to extract relevant 
insights from complex amounts 
of data, for example, by using ML, 
statistics and software tools  as well 
as by communicating with domain 
experts, are in strong demand in all 
industries, but are nonetheless still 
rare. As seen in current ML projects, 
the collaboration with leading tech 
providers is necessary to obtain the 
required expertise, but collaborating 
with research institutes could be an 
alternative.  
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Across the globe, container terminal 
automation is advancing rapidly. 
Automation, including the insights learned 
from the data it produces, is almost 
universally recognized as the future of 
improved container handling productivity, 
safety and business performance. However, 
when compared with other fields (such as 
the automotive manufacturing or process 
industries), automation in the container 
handling business is still in its relative 
infancy. This has meant that until recently, 
most terminal automation systems have 
been based on extensive integration of 
various subsystems and solutions, rather 
than conceived as complete end-to-end 
automation systems such as those in other 
industries.

A key feature of terminal automation  
platforms is the availability of new, open 
application interfaces that enable terminal 
operators to customize their automation 
deployments, allowing third party 

developers to provide their own offerings 
that are interoperable with the automation 
platform. 

With respect to the Kalmar TLS (Terminal 
Logistics System),  these additional software 
interfaces, are available to supplement the 
application-independent core software 
components of the terminal automation 
system, and can significantly extend its 
capabilities.  Previously, TLS has only 
provided application-specific interfaces for 
a limited number of functionalities. 

When combined with support services 
and a developer infrastructure, these 
open interfaces pave the way for robust 
and diverse business ecosystems around 
terminal automation that provides new 
opportunities for terminal operators, 
independent developers and automation 
system providers. 

As an equipment-agnostic approach, the 
terminal automation platform also enables 
a vast range of new systems and equipment 

to be connected to the automation 
solution. Finally, the open interfaces of 
a terminal automation system enable a 
holistic view of data from multiple sources, 
enabling terminal operators to optimize 
their operations continuously and with 
greater ease.

This paper provides an overview of 
Kalmar’s new application interfaces and 
examines some possible ways in  which 
terminals and developers can use and 
benefit from them.

DEVELOPMENT OF STANDARDIZATION
In order for terminal automation to develop 
to the next level in speed of deployment and 
operational efficiency – and for operators 
as well as other industry players to be able 
to reap the benefits of this development – a 
significantly higher level of standardization 
is required.

Currently, a major challenge for most 
terminal automation projects is that many 

OPEN INTERFACES
STANDARDIZING TERMINAL AUTOMATION
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design and implementation questions 
need to be solved anew each time. These 
questions range from basic connectivity and 
equipment functionality to user interfaces 
for applications and safety guidelines. 
With terminal operators unsure of the 
exact specifications needed for terminal 
automation deployment, system providers 
often need to ”reinvent the wheel” for each 
customer case.

A markedly different situation can be 
seen in general process automation. 
Initially, each manufacturer developed 
closed systems with unique interfaces for 
their equipment, but over the decades, the 
industry converged on a set of interfaces 
that enable seamless connectivity with 
standardized technology. This development 
shifted the competitive focus of automation 
technology providers away from low-
level interfaces and towards higher-value 
automation systems. Once the connectivity 
is standardized, diverse industry players can 
come together to create robust ecosystems 
that further develop the capabilities of their 
equipment and software applications.

PATH TO STANDARDIZATION
In many ways, the development and 
gradual adoption of container terminal 
automation mirrors the steps taken by 
process automation in recent decades; 
however, some significant differences also 
exist.

Compared to existing highly automated 
major industries, the container terminal 
business is significantly smaller. Resultantly, 
automation will be adopted at a slower 
rate, and the development of the entire 
field does not have the same ”critical mass” 
as, for example, automotive manufacturing.

Secondly, at least at the time of writing 
in the second half of 2017, the container 
shipping industry lacks a consistent force 
of industry consortia and/or international 
regulatory bodies that would have the 
expertise, motivation and influence to 
define a ”top-down” set of industry 
standards for terminal automation at the 
needed level of detail. Simultaneously, in 
a highly competitive, volatile industry, port 
operators and shipping lines are unlikely 
to find common ground for defining these 
standards together.

As a result of these factors, it is reasonable 
to expect that container terminal 
automation will progress through a de-
facto standardization effort of established 
automation system providers defining the 
required interfaces and selectively opening 
them for wider utilization. 

The opening up of a set of field-proven, 
robust interfaces with their associated 
support tools creates common ground on 
which solutions can be built, customized, 

expanded, and connected with manual 
or automated equipment from any 
manufacturer. The Kalmar terminal 
automation platform interfaces described 
in this paper are intended as the first step 
in this direction.

TERMINAL AUTOMATION PLATFORM
Until recently, container terminal 
automation has primarily been conceived 
as an ”add-on” to an equipment investment, 
instead of a comprehensive end-to-end 
solution. Automation solutions have been 
assembled as one-off projects that have 
required extensive integration of diverse 
systems and solutions, often from several 
vendors.

At the same time, as terminal automation 
advances, the industry focus in deployments 
is shifting from a limited number of new 
greenfield sites to automating hundreds 
of existing container terminals. These 
brownfield projects require that the 
automation system can interface with 
diverse existing fleets and processes at 
widely differing levels of automation. To 
reap the full benefit of terminal automation 
and to fully utilize their existing equipment 
and software, terminal operators need the 
ability to flexibly customize their solutions, 
possibly with the help of third-party 
developers.

As seen in other, more highly automated 
industries like the car manufacturing 
industry, successful large-scale container 
terminal automation will require a balanced 
combination of two things: firstly, an 
approach that treats terminal automation 
as a complete integrated system, and, 
secondly, open application interfaces that 
enable collaboration as well as the creation 
of ecosystems to further develop the 
capabilities of the automation platform.

DEFINITION OF AN OPEN TERMINAL 
AUTOMATION PLATFORM
In the context of this white paper, an open 
terminal automation platform refers to 
additional software interfaces that extend 
the application-independent core software 
components of a terminal automation system. 
This significantly broadens the capabilities of 
the existing Kalmar TLS (Terminal Logistics 
System), which has formerly only provided 
application-specific interfaces for a limited 
number of functionalities, most notably 
for integration with the Terminal Operating 
System (TOS) and equipment control systems. 
Previously, these existing interfaces have 
only been available to selected customers 
and have been dependent on in-house 
development by Kalmar.

For terminal operators, the added 
capabilities that open interfaces bring to 
Kalmar TLS can streamline decision-making 
by integrating all data sources as well as 
control and monitoring functions into a 
single, vendor-independent solution.

With the addition of new interfaces that 
enable direct access to the application-
independent automation platform core 
(and thus basic system functionality), the 
concept of the Kalmar TLS is extended 
with additional capabilities for partners 
and developers to customize and augment 
customers’ terminal automation solutions. 
This aids and speeds the development of 
new applications, opening up a wider range 
of potential suppliers and partners that can 
work with terminal automation.

FUNCTIONALITIES AND FEATURES
The concept of an integrated terminal 
automation platform with open interfaces 
benefits all parties throughout the 
industry. Existing and new terminal 
operator users will be able to customize 

DP World London Gateway uses open interfaces for its automation of Automated Stacking Cranes

EDITION 76: WINTER 2017    45 

AUTOMATION AND OPTIMIZATION AUTOMATION AND OPTIMIZATION



and augment their solutions with the 
required functionality. At the same 
time, open interfaces enable smooth 
and consistent integration of third-party 
equipment into the original automation 
system. Technology development partners 
may integrate their products with the 
automation platform in order to extend 
the capabilities of the system as well 
as creating new markets for their own 
software and hardware products.

The terminal automation platform 
also provides a holistic view of data 
from multiple sources, allowing terminal 
operators to optimize their operations with 
greater ease.

A terminal automation platform 
encompasses several types of system 
elements. These include ‘core components’ 
that provide access to automation platform 
data as well as tools for presenting data; 
‘digital services’ that enable creating new 
value from available data; and ‘controllers’ 
that handle the integration with equipment 
and automation hardware. 

Open interfaces, or interfaces that 
have a standard hardware and software 
designs, enable new software to directly 
access the terminal automation platform 
system, facilitating the creation of new and 
customized solutions in multiple application 
areas.

EXAMPLES OF OPEN INTERFACES
Open interfaces enable a wide range of 
new possibilities for terminal operators to 
customize their automation deployments, 
gain enhanced access to their operational 
data and develop the system according 
to their business processes. A key benefit 
of open interfaces is that they facilitate a 
joint ecosystem that benefits all parties 
in the value chain. Technology developers 
can create and market their own products 
that are interoperable with the terminal 
automation system; terminal operators can 
add new equipment or features to their 
systems with minimal business risk; and 
the automation system provider can offer 
new, advanced capabilities that utilize third-
party solutions.

 For example, if a  terminal operator 
wants to customize the look and feel of 
their existing applications, open interfaces 
allow terminal operators to carry out the 
necessary adjustments to their control 
room operational products either as in-
house work or with the aid of partners.

Terminal operating customers can also 
choose to build new dashboards and 
reports utilising the data from new systems. 

If a terminal wants to automate a fleet of 
Kalmar and third party cranes one stage at 
a time, open interfaces can be used. In the 
first stage, remote control and monitoring 
provide immediate productivity gains 

by enabling a single operator to control 
multiple machines.

This is accomplished by utilizing the 
different Kalmar Key solutions out there, 
such as automated 3rd party container 
handling equipment key, extension to 
visualization keys as well as remote 
monitoring and control keys.

 An operator can start with a solution 
based on the Kalmar automation system 
and Kalmar equipment, but can later 
complement the solution with third-party 
equipment, while retaining full flexibility for 
equipment vendor choice. 

Remote control functionality can also be 
implemented for third-party equipment 
as part of the Kalmar automation system. 
Additionally,  new user interfaces and 
customized visualization tools cover the 
third-party equipment.

For example, a terminal can start 
with a Kalmar AutoRTG and expand the 
automation deployment later to include a 
third-party remote-controlled STS crane. Or 
a straddle carrier terminal can start with a 
fleet of Kalmar AutoStrads and expand later 
to automating existing straddle carriers 
from other manufacturers.

A further use of open interfaces can 
be seen when a terminal needs to build a 
complete new technical application  part 
of their automation solution. With the new 
open interfaces, technology and software 

providers can develop and sell their 
Kalmar integrated products to container 
terminal operators. These could include, 
for example, solutions for laser scanners, 
anti-truck lifting, truck alignment, access 
control systems, target or load position 
measurement, busbar electric power 
distribution solutions or new connectivity 
solutions. 

RISKS AND OPPORTUNITIES
Any opening up of previously proprietary 
interfaces always involves some degree of 
risk for the party sharing the technology. 
Competition could increase; new players 
may enter the market to challenge 
industry leaders; or clients may choose to 
accomplish in-house what previously would 
have been delegated to a system provider.

However, it is Kalmar’s firm belief 
that in terminal automation, shared and 
standardized interfaces are an absolute 
necessity for the development of the 
entire industry, and that the benefits of 
progressively opening these interfaces 
greatly outweigh the potential risks. 

Not even the largest industry leaders 
have all the possible expertise in-house, 
and open interfaces enable a vastly 
expanded collaborative landscape for the 
benefit of terminal operators, independent 
developers and automation system 
providers alike.
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As volumes have found their way up again, 
and additional terminal capacity is not 
easily realized, terminals return to seeking 
improvements in their internal processes. 
Based on our experience, which covers 
over 50 terminals where we assisted in 
performance improvement programs, it is 
possible to make substantial performance 
gains for internal processes. This is also 
recognized by the terminals themselves. A 
recent survey by Navis indicates that 76% of 
the respondents put process improvement 
as a ‘number one priority’ for terminal 
operations.

Process improvements may be seen 
through productivity increases, gains in 
service levels, for example the reliability 
of port stay, capacity enhancement due 
to using space more effectively, and cost 
reductions. Without a doubt, double digit 
improvements can be attained in the 
performance-cost index. 

Performance improvement needs to 
be a data-driven process, which means 

that without in-depth knowledge of what 
is going on, any improvement measure 
is a wild guess. Lean Six Sigma theory, a 
methodology used to enhance productivity, 
provides a solid justification for such data 
driven improvement, which implies extensive 
data collection for inital and continued 
performance measurement as improvements 
are implemented. 

Luckily, terminals collect heaps of data 
through their TOSs, although this data is 
often quite underutilized. Turning data into 
information and information into knowledge 
regularly fails with the implementation 
of a Business Intelligence (BI) system, or 
with the focused use of the output of such 
a system. Terminals that structurally link 
past performance to analysis of what went 
on, are still rare. Challenge yourself, dear 
Operations Director: how often is yesterday’s 
performance analysed, and linked to the 
actual processes that occurred? How often 
is the planning beforehand analysed? So just 
implementing a BI system does not mean you 

are actually gaining knowledge, nor does it 
mean you are improving performance.

ROOM FOR IMPROVEMENT
In a time where Artificial Intelligence (AI) is  
moving from scientific magazines into our daily 
lives, one would expect a lot of it in container 
terminal operations. The nature of operations 
is repetitive, the data overwhelming, and the 
control tasks relatively simple. Well, reality is 
very different. Even the largest terminals in 
the world practise manual vessel planning, 
yard planning and equipment dispatching. 
Most control strategies are reactive, rather 
than proactive, and there is little being done 
to understand the patterns underlying the 
container trade. Terminal operators are 
relying heavily in the TOS for data storage and 
order management, but for terminal planning 
and control, they are relying on people. Even 
in the most-robotized terminals, there is still 
a high degree of manual control, going way 
beyond exception handling.

At the same time, there is a widespread 

USING INTELLIGENT 
TOS PLUG-INS
TO INCREASE TERMINAL PERFORMANCE
Dr Yvo Saanen, Commercial Director, TBA; Frieda Zutt, Senior Consultant, TBA, Delft, Netherlands
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understanding that these processes can 
be run more effectively, and even more 
so efficiently. The nature of these tasks is 
typically repetitive. At the same time, some 
of the tasks require that quite a large amount 
of information be used efficiently. These two 
characteristics make them quite suitable for 
automation.

In order to facilitate the automation of 
these repetitive tasks, we developed a toolkit 
to support terminals in this process. The 
toolkit consists of three main components:

1. Analysis of what’s going on through 
detailed KPI analysis, using standardized 
tools linking into the TOS

2. A set of automation tools we call intelligent 
apps or plug-ins, building on-top of 
existing TOSs to automate and optimize 
today’s processes

3. An implementation approach to ensure 
the integration of these new tools into the 
operational organization 

KPI MEASUREMENT
What Key Performance Indicator (KPIs) 
should be monitored and on what 
basis? What does a weekly average STS 
productivity tell you? Barely anything. KPI 
measurement should reflect the effect 
of decisions taken. Such decisions range 
from the amount of equipment deployed, 
the locations in the yard used for stacking, 
the sequence of containers to be loaded, 
and many others. The level of detail here 
also means that the KPIs need to be at 

micro level, which means disaggregation 
into individual hours or even less. We 
need to know how long prime movers are 
waiting for the yard crane to be served 
while loading, and while discharging, and 
we need the same for the STS. Often, this 
level of information is not available to the 
decision-makers, especially not in real-time. 
KPIs are aggregated, which make it hard to 
assess the quality of planning, dispatching, 
or equipment deployment strategies, those 
decisions that eventually make or break the 
cost-efficiency of operations.

INTELLIGENT PLUG-INS
In order to obviate the requirement for 
terminals to change their current TOS, the 
intelligent plug-ins link into the TOS without 
any change to the TOS itself. They retrieve 
information, push back actions, or updated 
information merely by operating in the 
background. A number of these plug-ins are 
in operation. 

In this paper, we discuss several intelligent 
plug-ins. We also discuss how they are tested 
by means of emulation to ensure their 
contribution to performance, and validity in 
live operations. After all, they are aimed at 
performance enhancement. The plug-ins that 
we will discuss here are the following:

• Yard Crane Scheduling
• Plan Verification
• Chimney stack detection and avoidance 

Currently, a set of TBA plug-ins is only available 

for the TOS suite from Navis (SPARCS 3.7 or N4 
2.x / 3.x). However, in principle they are built 
in a TOS-agnostic way, allowing integration 
with other TOSs as well.

YARD CRANE SCHEDULING
One of the most underutilized pieces of 
equipment in terminals is the RTG. Where 
70% of terminals worldwide work with 
RTGs, the real productivity typically hovers 
between 6 and 10 moves per hour. This 
implies idleness in the range of 40 – 60%. The 
root cause can be found in the merely static 
way they are deployed across the terminal: 
the machines are positioned in a yard block, 
and handle the moves that actually are 
occurring in these blocks. Without going 
into the potential of improving this by more 
dynamic yard strategies, as you can read on 
further in two papers by De Waal and Saanen 
in Port Technology International Journal’s 
Issues 31 and 32. The impact of dispatching 
the yard cranes in a more dynamic way can 
be huge. A recent deployment in a large RTG 
terminal showed a very rapid increase in RTG 
productivity by 10-15%. If we monetize this, 
the cost savings is obvious. Assuming an RTG 
is running 4,000 hours per year, costing some 
US$60 per running hour (labour ($20)+ fuel 
($20) + maintenance ($20)), we are saving at 
least $24,000 per RTG per year. A terminal 
handling 1 million TEU easily has 20 RTGs 
or more, and would generate a savings of 
close to $500,000 per year. If we project this 
to a West Coast US scenario, where the cost 
per RTG running hours are more like $200 

TBA's Chimney app is used to  prevent undesired situations, such as the above, from occuring in the yard.
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per hour due to the manning per RTG, the 
savings increase to $80,000 per year per RTG. 

PLAN VERIFICATION
Planning might be the most undervalued 
activity at container terminals, at least 
when we assess how the quality of planning 
is measured and evaluated: in principle, 
not at all. There is very little feedback to 
the planner on how the plan played out 
in live operations, preventing the planner 
from learning in any way. For this purpose, 
we developed the plan verification tool, 
basically analysing the plan, identifying 
errors, and identifying opportunities for 
efficiency improvement. Errors range from 
loading to occupied cells on-board, to 
wrong working patterns (e.g. discharging 
starting at the waterside of the vessel), 
to stacking 40 foot containers onto 20 
foot containers. Efficiency improvement 
is recognized, for instance, in terms 
of missed twinning opportunities, or 
optimized loading sequences that minimize 
rehandling, avoiding peaks inside the yard. 

The tool runs quickly after the plan has 
been finalized, and then allows for fixing 
errors and utilising the improvement 
potential. 

CHIMNEY STACKS
Chimney stacks are an inevitable evil 
inside the container yard. However, by 
using clever stacking strategies they 
can be minimized, improving safety and 
avoiding containers being blown down in 
windy conditions. 

The Chimney App prevents chimney 
stacks from being built, and may affect 
grounding decisions in real-time, allowing 
chimneys remaining as a result of load out 
to be re-organized to remove the chimneys. 

Applications or plug-ins may address 
terminals’ wish to improve cost-efficiency 
and performance. When implemented well, 
the tools provide a ROI within a few months, 
and increase a terminal’s competitiveness.
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TBA's  Plan Verification Tool brings unproductive moves to the attention of the planner early on.
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Shipping containers revolutionized the 
movement of goods, driving change and 
efficiency throughout the global supply 
chain. The next revolution in container 
handling is the application of automation to 
container terminal operation. At this time 
there are multiple automated container 
terminals in operation, and more in 
development globally. 

The challenge has been to automate 
operations in the part of the terminal 
where the containers are stacked, called 
the block. On one end of the block services, 
the ships are being loaded and unloaded, 
and on the other end, services trucks 
and trains being loaded and unloaded. A 
typical layout is shown in Figure 1. Stacks 
are usually five containers high with a 
narrow space between the rows, and there 
are typically eight rows of containers per 
section, stretching for up to a quarter mile, 
or around 400 metres. The sections are 
duplicated, providing parallel sections.

Rail-mounted gantry (RMG) cranes are 
not new to the industry, however they 

are now gaining traction in the marine 
terminal world. The automated versions, 
called automatic stacking cranes (ASC), 
are typically around 24 metres (80 feet) 
high and 33.5 metres (110 feet) wide and 
have been developed to handle up to 10 
rows of containers. Two ASCs share a pair 
of rails, moving up and down the rails 
carrying containers, continually stacking 
and unstacking them. Innovative crane 
engineering allows the cranes to perform 
their work without any operators. This 
significant advancement has been brought 
about by sophisticated optical systems on 
the cranes which recognize the containers, 

and new scheduling software in the port 
management supervisory computer. 
The complete system provides a huge 
improvement in terminal productivity, 
and also in the reliability of the container 
handling.

MOTION CONTROL
The unmanned gantry cranes can position 
containers to within +/- 50mm using laser-
based guidance systems. This doesn’t 
sound difficult until you consider the 12 
metre container may weigh 40 tons and be 
moving at speeds of 5 meters per second 
in gantry travel mode. The cranes handle all 

AUTOMATED  
STACKING CRANES
 IN PORT TERMINALS
Paul Blaiklock, Marketing Manager, TMEIC Corporation, Virginia, US

Figure 1.  Crane Functions and Motors 

Crane Function Quantity of Motors

Main Hoist 2

Trolley for across the stack motion 4

Gantry motion along the rails 12

Spreader Skew/Sway control 4
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ISO standard 20, 40 and 45 foot containers.
Each crane typically has more than 20 

three-phase, 460 V motors, each with its 
own variable frequency drive to vary the 
speed in both directions. The table in Figure 
1 shows the main crane functions.

ADVANCED AUTOMATION SYSTEMS
Sophisticated sensors are mounted on the 
crane to detect the position of the moving 
parts, the load, and target destination. 
These sensing systems include encoders 
and scanning laser rangefinders as shown 
in the diagram below.

The automatic position indication 
system makes direct measurements of 
the gantry, trolley, and hoist position via 
laser rangefinders, unaffected by factors 
such as rope stretch and wheel slippage. 
The automatic landing system uses laser 
scanners on the trolley to measure the 
position of the spreader (the container 
pickup assembly) relative to the container 
below.

Gantry position along the rails is 
determined using an antenna which picks 
up signals from transponders embedded in 
the surface.

The optical positioning system uses laser 
scanners which measure the distance and 
angle to any surfaces, such as the container, 
the lifting spreader, and target container, as 
shown in Figure 3. A second axis scanner 
picks up the ends of the containers. With 
these measurements the crane control can 
automatically pick and land containers in 
the stacks, based on instructions issued by 
the yard management computer system. 

There is a remote-control room in 
the operations building with operator 
stations and video screens to allow the 
crane to be switched to manual control if 
unexpected conditions occur. Currently, 
human control is used when the automated 

crane interfaces with a manned over-the-
road truck at the delivery gate. Safety is 
paramount for automated ASCs and as such 
a wide variety of systems and controls are 
in place to assure that automated ASCs and 
people never have an unfortunate moment.

PROGRAMMABLE LOGIC CONTROLLER
Variable frequency drives power the 
motors providing the hoist, trolley, and 
gantry functions. The drives run off DC 
power supplied by a common regenerative 
central converter, and independent 
inverters provide three-phase AC, pulse 
width modulated power to the motors.A 
PLC controls the drives’ speed over a local 
area network. The PLC takes all the position 
data, compares it with the desired position 
supplied by the yard computer, and directs 
the variable frequency drives. The main 
functions of the PLC are:
• Sequence control for unmanned 

container handling
• Absolute measurement of gantry, trolley 

and hoist position
• Spreader sway control in the gantry and 

trolley directions
• Collision avoidance with the other crane 

in the same block
• Interface to the terminal operating 

system and remote operator station 
over fiber optic Ethernet

In addition a PLC is dedicated to the 
laser scanners and to four video cameras, 
which supply video to the remote operator 
stations. The only manned cranes in the 
terminal are those loading and unloading 
the ships, and small shuttle cranes which 
move containers from the dock to the 
container stacking area. 

Crane automation allows unmanned, 
continuous operation of all the stacking 
cranes, providing the terminal with 
significant cost savings. In addition, less 

mechanical damage caused by operator skill 
or diligence is experienced, and container 
tracking is improved with reduced losses 
through miscommunication and human 
errors during container handling. 

Rail Mounted Gantry (RMG) for automatic container stacking
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Kuenz has been working on rail mounted 
gantry (RMG) cranes for intermodal terminals 
and river harbor terminals for many decades. 
As the market leader throughout Europe and 
North America, Kuenz has installed several 
hundred cranes throughout the world.

Kuenz engineers in 2014 recognized that 
designing a RMG had become harder for the 
following reason:

The cranes had become bigger. The largest 
Kuenz Cranes have a main girder length of 
over 140 metres, stack one over five, and 
their weight is over 700 tonnes. They are also 
faster, as the gantry speed for such a crane is 
120 metres per minute, and trolley speed is 
150 metres per minute.

The wind surface of the structures had 
increased because of new codes and 
regulations. Customers were operating the 
cranes with wind speeds up to 28 metres per 
second.

RMGs usually work by using all axes at the 
same time, for example, by overlapping hoist, 
gantry and trolley movements. 

Therefore, the load on the structure and 

drive units is quite different to that of other 
cranes like ship to shore (STS) cranes, since 
the Kuenz machines are used in a highly 
dynamic fashion.

This dynamism was the starting point for a 
new Kuenz crane design. Designing the drive 
units and structure was challenging, as some 
of the cranes are equipped with 24 drive 
motors with a total installed peak power of 
over 900 kilowatts. The engineers recognized 
the game-changing potential of a redesign of 
the parameters on the main RMG structure 
wind surface and the weight of the structure.

Every Kuenz crane until this time was 
designed based on the box girder technology 
with superstructure or lattice technology. 
Lattice boom technology is not recommended 
for RMGs because of the one-sided welds, 
which are susceptible to cracks, especially 
because of the very dynamic usage of the 
cranes in practice.

Changing the wind surface primarily 
depends on the shape of each individual item. 
Therefore, the engineers used experiences  
gained in another industry, the hydropower 

industry. Water flows over curved plates more 
smoothly than over sharp edges. The same 
design principles are also used in the aircraft 
industry to smooth the edges of airplane 
designs, for which reason wings on an 
airplane are not rectangular, but are  rounded 
and aerodynamic in shape. Engineers then 
experimented with rounded beams, and 
it  did not take long until they found a cross 
between an I-beam and rolled plates to use 
in the design for a new aerodynamic main 
girder. The rolled plates are essential, and 
form the basis of the design. It is not only 
an aerodynamic shape which helps with 
reducing the wind loads;  it is also the stability 
provided by a rolled plate versus a regular flat 
plate.

NO STIFFENERS NEEDED 
Because of the rolled plate, stiffeners are no 
longer needed for the stability of the plate.  
The rolled plates have their own stability. This 
fact reduces the amount of material used to 
build the girder as well as the hours required 
for manufacturing.

AERODYNAMIC
GIRDERS FOR RMGS
IMPLEMENTING ROUNDED BEAMS IN TERMINALS
David Moosbrugger, Managing Director, Kuenz, Hard, Austria
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DISTRIBUTING THE STRESSES
The new cross section of the girder divides 
the local stresses coming from the wheel 
loads and the global stresses. The local 
stresses are moved towards the neutral 
phase. Therefore, the entire cross section 
is used for the load and stress distribution, 
which results in decreased weight for 
the entire structure compared with a 
conventional rectangular girder where the 
local and full-structure stresses act at the 
same point. 

DESIGN CONSIDERATIONS
Additional improvements, which were 
discovered during the detailed design 
and manufacturing phase, allowed for 
the reduction in the time it takes for 
corrosion protection to be applied during 
manufacturing because there are fewer 
edges on the girder. Fewer edges also 
mean that painting quality is higher, which 
equates to fewer paint problems during the 
lifespan of the crane. 

Because of the round plates, the sound 
levels produced by the crane’s movement 
will also be lower than they are for 
conventional crane.  

FIRST CRANE PROJECT
It did not take long for Kuenz to find a 
project in which the newly-developed 
main girder could be used. The first 
project where the was an RMG for a river 
harbour in the Netherlands, close to 
Eindhoven. After a detailed discussion, 
Dutch bulk logistics firm Van Berkel 
brothers gave Kuenz the chance to 
include the new development in their 
new crane. The crane had a span of 41 
metres, a cantilever length of 20 metres 
on the water side and 16 metres on the 
land side, with a stacking height of one 
over four. After 14 months of production 
time, the crane was handed over for 
operation middle of 2015. Since then, the 
crane has moved over 180,000 containers 
over the course of 9,000 operating hours. 
The project was a complete success for 
both Kuenz and the customer. 

After the first prototype crane was built 
and the technology was proven, several other 
crane projects using the design have been 
awarded to Kuenz. Among the projects are 
several cranes in the Netherlands, cranes for 
inland terminal operator Contargo in Neuss, 
and two cranes to be installed in New Jersey, 
US at the beginning of 2018. All of the cranes 
are used for unloading and loading barges 
and trucks, as well as stacking.

After revolutionizing the RMGs, the 
engineers started to implement the girder 
design into another product line, automated 
stacking cranes (ASCs). As a result of the 
success, the decision was made to also use 
this new technology for the ASC legs. 

ASCs are used primarily in ports, and  
Kuenz has delivered  stacking cranes to 
many customers starting with Hamburg 
Port in 2001. Since then, over 100 stacking 
cranes have been handed over to different 
customers. There are some design criteria 
which are essential for stacking cranes:

• High speed cranes: All stacking cranes 
run at very high speeds. The fastest 
Kuenz cranes run at 270 metres per 
minute.  

• High operating wind speeds: Stacking 
cranes need to operate in wind speeds 
up to 25 metres per second.

• Infrastructure costs for the rails
• Energy costs when operating the cranes
• High availability and low 

maintenance costs for the cranes. 

With the new design, it was possible to 
tremendously improve the characteristics of 
the stacking cranes, for example by reducing 
wind surface of the crane by approximately 
50%, which allowed the engineers to choose 
optimum sized motors and frequency 
converters.

The design also lowers power 
consumption by 20% compared to a 
conventional crane and reduces the 
weight of the crane, so that the cranes are 
approximately 15% lighter. This results in 
less wheel wear and less loads on the rail 
and infrastructure, which results in less 
maintenance cost of the overall system. 

Because of the major advantages of 
this new development, Kuenz was in 2016 
awarded one of the largest stacking crane 
projects, the Tangier MED 2 project, which 
will be operated by APM Terminals. With 
the design phase of the cranes completed, 
six cranes are already on site and erected. 

By the beginning of 2018 the cranes 
will be commissioned, and the entire 
project will be finished by the end of 
2018.  All in all, the new developments 

have truly changed how cranes are being 
built and have improved cranes in several 
areas. The stacking cranes and the RMGs 
featuring the rounded beam design have 
set a new benchmark in the container 
handling industry, providing many 
benefits for customers. 

Keunz ASCs with aerodynamic girders at APMT Tangier Med 2
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WHAT IMPROVEMENTS HAS THE 
TERMINAL MADE LATELY FOR CONTAINER 
HANDLING?
DaChan Bay Terminals (DCB) is part of 
the Port of Shenzhen, the third-busiest 
container port in the world.  

To handle ship traffic DCB deploys a 
full fleet of electricity-powered rubber-
tyred gantry cranes (e-RTGs) and dual-
hoist tandem-lift QCs, which are able 
to simultaneously handle two 40-foot 
containers. 

DCB is the world's first container 
terminal to deploy a full fleet of e-RTGs, 
using electricity instead of diesel. E-RTGs 
emit no CO2 emissions during their 
operations in terminals and their indirect 
CO2 emissions are 60% lower than those 
of diesel-powered RTGs.

All quay cranes are also electricity-
powered. These cranes are able to 
simultaneously handle two 40-foot 
containers or four 20-foot containers with 
lower energy consumption and higher 
productivity.

HAS THE TERMINAL ALSO REDUCED 
AIRBORNE EMISSIONS FOR HORIZONTAL 
TRANSPORT?
Substituting diesel with LNG helps reduce 
truck emissions of particulates and nitrogen 
oxide by 95% and 49% respectively. 

Therefore, LNG plays a positive role in 
improving the terminal environment as a 
whole.

WHY DOES DCB WANT TO REDUCE 
EMISSIONS?
Ships visiting at Shenzhen Port in the 
Pearl River Delta ECA must use fuel with 

a sulphur content not exceeding 0.50% 
while berthed. This regulation, which 
comes into effect on January 1, 2018 for 
all ports within ECAs, was enforced ahead 
of deadline at Shenzhen port on October 
1, 2016.

DCB has joined the Shenzhen Green 
Port Initiative, a voluntary, self-regulating 
environmental convention organized by 
Shenzhen Municipal Government and 
led by Shenzhen Association of Shipping 
Agencies and Shenzhen Ports Association. 

With the goal of creating greener 
ports and to protecting the environment, 
this convention welcomes any port in 
Shenzhen as well as companies that 
operate vessels in any Shenzhen Port. 
It encourages equipment installation so 
ships in port use shore power supply or 
other environmentally friendly fuels such 
as low-sulphur fuel oil or Liquified Natural 
Gas (LNG).

Meeting with the Shenzhen Green Port 
requirements, DCB employs a shore power 
system with a maximum capacity of 5,000 
Kilovolt-amps (kVA) covering two berths. 
By rolling out the new shore power system, 
the port can promote technological 
advancement and innovation among 
port companies, playing a positive role in 
promotion and demonstration of energy-
efficient technology.

HOW DOES DCB USE ITS NEW TOS, NAVIS 
N4?
Before vessel berthing, the N4 Expert Decking 
optimization module helps arrange the 
best rated yard position for each container 
automatically. Then it prepares the berth 
allocation, ship plan, yard allocation, and 

resource plan via N4 graphical interfaces. 
The Control Centre uses the N4 Prime 

Route function to centrally manage 
chassis, Quay Cranes (QC) and Yard Cranes 
which will then operate accordingly. With 
the N4 system and wireless transmission 
network, loading and unloading can 
be done efficiently. Meanwhile, the N4 
Quay Commander function allows the 
Control Centre monitor the work shifts, 
productivity, and work lists of QC in 
real time, and to make adjustments if 
necessary. Throughout the whole process, 
the locations of containers and the 
operational efficiency levels can easily be 
seen by operators.

HAVE ANY CHANGES TO OPERATION BEEN 
MADE AFTER USING NAVIS N4?
During DCB’s N4 planning phase to 
post-implementation from 2013-2016, 
Shenzhen port experienced a 57% cargo 
throughput increase. DCB has continued 
to reap the benefits of N4, improving its 
TEU cost by 5% compared to the same 
period in 2015. In addition, total haulage 
productivity in the first four months of 
2016 increased by 18%, despite an 11% 
increase in volume and compound 21% 
increase in contractor rates. We also 
reduced consolidation moves by 62%.

Following the deployment of Navis N4, 
the operational procedures of DCB were 
greatly simplified, the internal truck turn-
around time has decreased, operational 
costs decreased, while the vessel 
operations productivity has improved 
consistently. In March, 2017 DCB received 
an Inspire Award from Navis in recognition 
of its excellent performance.

BENJAMIN LAI
MANAGING DIRECTOR, DACHAN BAY TERMINALS
VICE-PRESIDENT, SHENZHEN PORTS ASSOCIATION
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for your intermodal terminal or stacking yard. Kuenz‘s rail mounted 
gantry cranes, automated stacking cranes and tailor-made spreaders 
are designed for highest reliability, performance and safety.



WHAT ARE THE FUTURE INDUSTRY 
GROWTH AREAS FOR DCB?
DCB was granted its vehicle import 
port license in November, 2015, and is 
currently the only seaway vehicle import 
port in Shenzhen. With the arrival of its 
first batch of imported vehicles, the plan 
to transform its port area into a multi-
billion automobile industry centre has 
officially accelerated. DaChan Bay port 
area also plans to build an international 
automobile trading hub across 486,000 
square metres, an investment of about 

US$67 billion (CNY¥10 billion). 
It aims to serve as a trading platform and 

innovation base, integrating vehicle import 
and export trade, customs, inspection, 
display, trading, experience, culture and 
finance.

The project has received strong support 
from Bao'an District Government, which is 
investing at least US$8.9 million (CNY¥60 
million)to support the development of 
a vehicle import port in DaChan Bay, 
facilitating the creation of an automotive 
industry hub?
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Three major cost factors have arisen over 
the long term for both ship owners and 
operators of large cargo handling systems in 
ports: idle time, downtime and energy costs.

More than 50% of the total energy 
consumption of a port is from diesel-
powered RTGs, which are used in many 
larger container terminals. Conventional 
RTGs consume 2 to 2.5 liter diesel per 
container move. Consequently a container 
terminal with a throughput of 1 million 
TEU consumes 2 million to 2.5 million 
liters of diesel per year. This drives many 
operators to look for suitable power supply 
alternatives for this type of crane, in order 
to reduce diesel consumption and thus 
emissions. 

Conductix-Wampfler has been 
converting RTGs into electrified RTGs 
(E-RTGs) since 2006. The converting 
process involves shutting down the diesel 
genset and powering the RTG with electric 
power directly from the power grid. E-RTGs 
typically use 2.5 to 3.5 kWh electrical 
power per container move. Compared 
to 2 to 2.5 liter diesel and a given price 

difference between electrical power and 
diesel, cost savings could be evident. The 
two main e-RTG solutions offered include 
one based on motor driven cable reels and 
the another based on conductor rails.

DRIVE-IN I, INSTEAD OF PLUGGING-IN
The first conductor rail E-RTG solutions 
were plug-in versions, where a power cable 
with a plug and socket connector linked 
the collector trolley electrically to the RTG. 
Conductix-Wampfler revolutionized this 
approach in August, 2009 by launch a Drive-
In solution. 

With this system extension, the manual 
"plugging-in" of the RTG crane into the 
current collector trolley of the conductor 
rail system has been eliminated. Instead, 
the current collector trolley is automatically 
steered to the guide rails of the steel 
structure when the RTG crane enters the 
aisle, and the current collector is safely 
guided into the conductor rails. This Drive-In 
solution saves time and energy. It increases 
the efficiency of a terminal while reducing its 
environmental burden.

AUTOMATING E-RTGS USING ADD-ONS
E-RTG solutions for conductor rails, like the 
Conductix-Wampfler Drive-in L system, 
has features that set the stage for the next 
big step in the evolution of RTGs: crane 
automation.

Besides environmental benefits, E-RTG 
solutions reduce one of the biggest 
operational costs, i.e. diesel costs. Logically, 
the next target should be reducing on 
manpower-related costs, which means 
not only simply reducing the number of 
operators, but also mitigating the costs 
related to human error, such as accidents or 
operational errors, training, and the need for 
continuous operation.

An automated steering system, for 
example, may assist  the operator in steering 
the RTG straight when the gantry is travelling. 

The system constantly measures the 
distance of the RTG to a straight reference 
structure and provides automatic 
steering inputs to the crane controls. This 
compensates for straight travel deviations 
and safely steers the RTG inside a container 
stack.

HOW TO REDUCE 
OPEX COSTS FOR RTG TERMINALS
Claus Burger, Global Market Manager Container Handling; Olivier Ruelle, 
Global Product Manager Reeling Systems; Willis Liu, Director Business 
Unit E-RTG and Gunther Schäffer, Senior Manager Global E-RTG Projects, 
Conductix-Wampfler
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A gantry positioning system allows the 
RTG to automatically find a pre-defined 
container position along the container stack. 
It also allows for an automatic identification 
of the container stack at the entry position. 
A camera system reads information from a 
Data Matrix Code band and the software 
determines the actual stack number. It then 
determines the absolute position of the RTG 
while travelling along the container stack. 
By comparing the actual position with the 
pre-defined container position information, 
the crane can automatically stop at the right 
container slot.

During RTG operation, the crane needs to 
exchange between its programmable logic 
controller (PLC) local control logic and the 
terminal operating system (TOS).

This data exchange requires a reliable 
and powerful data communication system. 
With its ProfiDAT data transmission system, 
Conductix-Wampfler has integrated the data 
communication fully into the conductor rail 
system for RTG electrification. 

The Protective Earth (PE) rail serves 
two functions: it provides a safe earth 
connection and at the same time is a 
slotted microwave fuide (SMG) channel. 
ProfiDAT guarantees a safe and reliable data 
transmission between the movable part, 
the E-RTG and the fixed part on the yard 
side, the conductor rails. This fully enclosed 
transmission channel provides maximum 
protection against any radio interference 
and allows a very high transmission data 
rate of up to 100 Mbit/s.

MOTOR DRIVEN CABLE REELS FOR E-RTGS
Notwithstanding the widespread usage 
of conductor rail systems for energy and 
data transmission to E-RTGs, there are 
also operational niches where cable reel 
solutions offer notable advantages and could 
be the better choice:

• Very flexible relocation in case of yard 
layout modifications or expansions

• Center feeding reduces costs for flexible 
reeling cables in case of long container 
stacking blocks

• Long service life and simple maintenance 
limited to the cable reel itself, with easy 
access to motor and slip ring. It can be 
performed by mechanical engineers in 
the specific case of Conductix-Wampfler 
MAG Drive.

• In corrosive environments, the 
conductors are protected reliably within 
the rubber shields

• Due to high ampacity, or the ability to carry 
strong currents before deteriorating, it 
is often possible to operate in the low-
voltage range LV without any transformers 

However, changing blocks with E-RTGs 
equipped with cable reels has been 
a challenge. They require that crane 
operators interrupt the loading operations. 
Disconnecting and reconnecting requires 
additional staff in the yard, and  usually 
these are electrical engineers due to 
regulations. Currently available automated 
plug-in systems are not mature enough to 

offer reliable operation. 
Like the Drive-In solution from Conductix-

Wampfler mentioned before,  Conductix-
Wampfler’s newly developed Cable Auto 
Plug (CAP) System has the potential to 
revolutionize the use of cable reels in 
E-RTG operations. CAP resolves some of 
the above-mentioned issues so that the 
known benefits of cable reels, like high 
reliability, high availability, and low total 
cost of ownership, can be complemented by 
efficient automation.

SMALLER ECOLOGICAL FOOTPRINT 
So far, E-RTG solutions, irrespective of using 
cable reels or conductor rail solutions, 
still have one weakness: their ecological 
footprints. For stack changing activities, they 
need at least a small diesel genset to power 
the RTG when it is in transit between two 
container stacks. 
For those RTG terminals that are eco-
conscious and want to avoid using diesel 
fuel, Conductix-Wampfler can add a battery 
pack on the RTG that converts the crane 
to a Full E-RTG, also known as a FE-RTG. A 
powerful Lithium-Ion battery pack provides 
enough energy to perform all stack changing 
activities safely, and is 100% emission-free. 
Up to 1,500 metres of autonomous gantry 
travel by battery power is possible.

AUTOMATION OPTIMIZES OPEX
Looking into the future trends for the 
technical development of stacking cranes, 
solutions that facilitate optimizing CAPEX 

Full-E-RTG
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and OPEX will influence decisions of terminal 
operators significantly.

With the above-mentioned E-RTG 
infrastructures and add-on features, a 
technically solid platform for automated 
E-RTG operation is ready:
• Its steel structure is a reliable reference 

for 2D scanners used to control an RTG’s 
steering

• The add-on Data Matrix Code on steel 
structure offers an economic and reliable 
solution for gantry positioning

• The integrated, reliable, and safe data 
transmission via ProfiDAT guarantees an 
uninterrupted and timely data flow

Commercially, the costs of the add-on 
features are obviously lower than the needed 
technical modules, which are necessary for 
RTG automation. 

In the context of immature automation 
technology, which may result in lower-
than-expected productivity of automated 
operation, Conductix-Wampfler recommends 
a pragmatic approach: the Automation Aided 
Operation (AAO) deployment strategy offers 
step-by-step implementation towards full 
automation of existing E-RTG infrastructure. 

For example, utilizing the above-
mentioned add-on features allows 
implementing automatic gantry travel 
first: RTG travel to the designated position 
without human intervention, according 
to the instructions from TOS.  In a second 
add-on, hoist and trolley operation can be 
automated and crane operators could be 
relocated to a remote control center.

Overall, saving energy costs is the primary 
goal of E-RTG solutions. However, utilizing 
the invested E-RTG facilities in a smarter 
and more connected way could be a further 
boost for OPEX savings.
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Full-E-RTG Battery-Packs
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PORT PLANNING, 
DESIGN & CONSTRUCTION

"Through vertical expansion, the container ports could 
potentially avoid the huge investment in land reclamation 
projects and better serve future mega vessels using the 
available footprint."

Nima Zaerpour, Assistant Professor, California State University San Marcos and Amir Gharehgozli, 
Assistant Professor, Texas A&M University, page 70



Able Seaton Port is located on the north-
east coast of England and lies at the head 
of Seaton Channel, a tributary of the River 
Tees which in turn faces onto the North Sea. 

The facility was purchased by its current 
owners in 1996, and since that time Able 
UK Limited has extensively developed the 
site to provide new heavy-duty quays as 
well as new workshops and offices. 

Permitted uses have also been extended, 
through a complex planning process, 
to enable, among other things, the de-
commissioning of marine structures 
and vessels. Its geographical location, 
and planning status, has enabled Able 
to provide, in particular, on-shore de-
commissioning services for redundant 
North Sea oil rigs.

OFFSHORE DE-COMMISSIONING
North Sea oil and gas production structures 
comprise an ageing asset base, with the first 
field having commenced production in 1967. 
The peak ten-year period was from 1984 to 
1993, when an average of 20 installations 
were commissioned each year. The yearly 

peak occurred in 1993, with 38 commissions. 
The average age of a North Sea installation is 
now over 25 years. 

A range of international and national 
legislation impacts the North Sea 
Decommissioning Sector. Of these, 
OSPAR, a legislative instrument signed by 
15 countries to protect the North-East 
Atlantic in 1992, is particularly significant in 
terms of influencing the decommissioning 
approach. The fundamental principle is that 
decommissioning should result in the full 
removal of an installation. As a result of the 
OSPAR ruling, the North Sea will lead global 
decommissioning practice from a total 
removal perspective.

The legislative background has led 
offshore operators to critically review the 
most economic and practicable means of 
safely removing to shore large oil rigs that 
are at the end of their commercial life. Until 
very recently, topsides — which are the 
surface decks of a platform that contain 
the oil and gas drilling, production and 
processing equipment, helideck and living 
quarters — were removed by a technique 

known as ‘reverse engineering’, using heavy 
lift vessels. Very briefly, using this approach, 
whole modules are removed in the reverse 
of the installation sequence and loaded 
on to flat-top barges or a crane vessel 
for transport to the decommissioning 
yard. In 2008 and 2009 Able Seaton Port 
received British Petroleum’s North West 
Hutton topside in this manner, but 22 
individual barge movements were needed 
to complete the task. Given that offshore 
work carries greater health and safety risk 
than onshore work, when the operator of 
the iconic Brent Field, Shell UK, considered 
options for de-commissioning the four 
platforms on its site, they set upon a radically 
different approach. This new approach 
involves lifting each topside, weighing up to 
30,400 tonnes, in their entirety. Although 
single lifts have been used for smaller 
installations, in this case the approach 
required a significant technological leap. 
Specifically, it needed the development of 
a new purpose-built vessel to lift the intact 
topsides and to deliver them to the onshore 
decommissioning facility.

ABLE SEATON PORT
DEVELOPMENT OF A HEAVY DUTY QUAY FOR 
OFFSHORE DE-COMMISSIONING
Richard Cram, Engineering Director, Able UK 
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THE PROJECT TEAM
In November of 2013 Shell appointed 
Swiss off shore contractor Allseas as the 
removal contractor for the four platf orms 
in the Brent Field, with responsibility 
for lift ing and delivering the Brent Field 
topsides, and Able was appointed as the 
onshore de-commissioning contractor with 
responsibility for receiving the topsides and 
de-commissioning them at Able Seaton Port. 
To undertake the lift , Allseas commissioned 
a new vessel named the Pioneering Spirit. 
Following the lift , the topside was to be 
transferred to a new sea-going barge 
named the Iron Lady at a transfer point 
approximately fi ve nauti cal miles from the 
mouth of the River Tees. 

To eff ect the load-in onto the quay, the 
barge was to be grounded and the topside 
slowly skidded onto land using twelve skid-
tracks. These skid tracks would impart loads 
of up to 100 tonnes per linear meter onto the 
quay. 

Due to the signifi cant loads involved, Able’s 
proposal to Shell included the constructi on of 
a new bespoke quay at Able Seaton Port, Quay 
6. Detailed design of Quay 6 commenced in 
late 2013 and was undertaken by Able’s in-
house design engineers whilst the design 
co-ordinati on between Allseas and Able was 
managed by Shell.

THE DESIGN OF QUAY 6
An initi al site investi gati on comprising 16 
boreholes, with in-situ and laboratory testi ng, 
showed the ground underlying the site to 
comprise glacial deposits of clays and sands 
overlying bedrock of the Sherwood Sandstone 
Group. The sandstone was partly weathered 

at its surface and it is also a major aquifer. 
Groundwater pressures were determined 
during the investi gati on using a combinati on 
of standpipes and piezometers. 

Due to the very high skidding loads, and 
the relati vely low bearing capacity of the 
surfi cial soils it was necessary to provide a 
piled reinforced concrete slab to transfer 
gravity loads from the skid-tracks into the 
bedrock. To determine the most economic 
piling arrangement, a series of 660 milimetre 
diameter tubular steel piles were driven to 
bedrock in late December, 2013 and early 
January, 2014. Driving was completed using 
a 14 tonne drop hammer with a fi nal set of 
10 blows/25 milimetre. Testi ng showed these 
trial piles achieved an ulti mate load capacity 
of around 700 tonnes. Given the number of 
piles to be installed and the intenti on to carry 
out non-destructi ve CAPWAP testi ng on at 
least 10% of the working piles, a safe working 
load of 325 tonnes was adopted to provide a 
factor of safety of at least 2 against ulti mate 
failure. Piles were generally installed on a 2.5 
metre square grid in order to provide the 
necessary load bearing capacity to the slab. In 
total 1164No. load bearing piles were used to 
support the quay slab. The average ulti mate 
capacity of the bearing piles, based on 124 
test results of working piles, was 722 tonnes, 
which provides an actual factor of safety of 
2.22.

The bearing piles supported a concrete 
slab which was designed as a raft  on elasti c 
foundati ons with each pile modelled with a 
parti cular spring sti ff ness. Determining the 
appropriate spring sti ff ness to use in the 
analysis was complex as it depended on the 
load sett lement characteristi cs of the piles, 

a parameter that cannot be att ributed with 
precision. Accordingly, a sensible range of 
credible pile sti ff nesses was determined both 
from CAPWAP testi ng and from a sett lement 
analysis using soil parameters derived from 
the site investi gati on. In additi on, to allow for 
the fact that the topside would be in positi on 
on the quay for a considerable period before 
it was completely de-commissioned, about 
12 months, and that concrete creep would 
therefore be a signifi cant factor, both the 
short term and long term Youngs Modulus 
of concrete was used in the analyses. 

The fi nal design provided for a 1,500 
milimetre-thick reinforced concrete slab, 
with around 200 kilograms of high yield 
reinforcement per cubic meter of concrete. 
The slab was generally poured in 30 x 15 
metre secti ons, meaning that each pour 
required 675 cubic metres of concrete. 
Laying this volume took around 15 hours to 
complete with two concrete pumps working 
simultaneously.

The new quay has a retained height 
of 14.5 metres. Following a review of 
alternati ve soluti ons, the quay was designed 
as a propped combi-pile wall, using a 
combinati on of 1,600 milimetre steel tubes 
at 2.85 metre centers, with the gap between 
the tubes sealed by a pair of sheet piles. 

The ‘prop’ comprised 48 No. 85 milimetre 
diameter high yield steel ti e bars which were 
anchored into the slab. To ensure that the 
props were anchored suffi  ciently distant 
from the quay wall so that the anchors did 
not infl uence the acti ve wedge behind the 
quay, they were fi xed at either 30 metres 
or 60 metres behind the quay. During the 
load-in of the topsides, it was planned for the 
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bow of the delivery barge to be grounded 
approximately 4 metres from the quay. The 
resulting gap between the barge and the 
quay was then to be bridged by a series of 
steel plate girder beams that carry the skid-
tracks. At the landing point on the quay, 
each of these twelve bridging beams could 
impart point loads up to 830 tonnes. In order 
to accommodate this significant vertical 
load, a row of 23 bearing piles was installed 
in front of the retaining wall. These bearing 
piles were 1,420 milimetre diameter steel 
tubes which were driven onto the bedrock. 
However, in order to achieve the necessary 
load-carrying capacity, they were then 
augered out to remove the soil plug and to 
create a rock socket within the sandstone 
below the steel casing. The load capacity 
of rock socket was designed with sufficient 
contingency to mitigate the risk that any one 
rock socket might not be completed. This 
approach resulted in the rock sockets being 
designed for a safe working load of up to 1600 
tonnes. In order to determine appropriate 
parameters for the design of the rock 
socket a supplementary site investigation 
was commissioned and further, extensive, 
laboratory testing undertaken. A uniaxial 
compressive strength of 6 megapascals  was 
ultimately adopted for the sandstone.

A complicating issue in the construction 
of the rock sockets was that they were being 
drilled into water bearing rock. As expected, 
during augering groundwater rose within the 
steel tube. To avoid weakening of the parent 

rock, it was essential that the concrete core 
was poured within 24 hours. Concrete was 
poured underwater using a tremie pipe. The 
end of the tremie was initially located just 
above the pile toe and slowly withdrawn 
as the concrete was introduced into the 
pile. Because of the increased uncertainty 
in relation to the design and construction 
of this type of pile compared to the slab 
bearing piles, a factor of safety of 3 was used 
in design. 

CONSTRUCTION AND LOAD-IN
Following a period of site preparation 
works, construction commenced on the 
quay structure in October, 2014 and was 
completed in early 2017, ready for the arrival 
of the topside on 2 May. Able acted as the 
main contractor for the works. 

The load-in itself took place safely 
and without incident over a period of 
approximately 12 hours on 7 May. Once the 
topside was set down it was transferred into 
the ownership of Able and effectively became 
a ‘waste’. 

During June, Shell and Able held a series of 
public events to allow former employees and 
other interested parties to visit the rig before 
it is demolished. These events were attended 
by over 500 individuals. Topside demolition 
commenced shortly after the public events 
concluded and should be completed by June, 
2018. The next topside to be delivered from 
the Brent Field is expected to arrive at Able 
Seaton Port in 2019.
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CMA CGM Benjamin Franklin, the largest 
mega container ship ever to call at a North 
American port at the ti me, unloaded 
containers at the Port of Long Beach on 
February 18, 2016. Three months later, 
COSCO Development, with a capacity of 
13,000 containers, became the largest 
container ship ever to pass through the 
expanded Panama Canal and visit East 
Coast ports.

The size of container ships has risen 
signifi cantly in recent years and it is 
projected that even larger ships will call 
at US ports in future. Although these huge 
containerships bring many benefi ts for 
shipping companies such as economies 
of scale, they present challenges for ports 
such as the requirment for deeper channels 
and larger cranes. However, improvement 
projects to accommodate these needs, 
in parti cular, investment in infrastructure 
in the US has been slow, especially when 

compared to Asia and Europe. According the 
American Associati on of Port Authoriti es, 
American container ports are expected 
to invest US$46 billion in improving their 
infrastructure to address the future 
challenges in container shipping by the end 
of 2017. Such investments include uti lizing 
more advanced technologies to load and 
unload the mega container vessels in a 
short ti me. In additi on, the available space 
in the US ports needs to be bett er uti lized 
to accommodate the increasing number 
of incoming containers delivered by mega 
vessels. This, coupled with the rise of 
container volumes at the US ports, brings 
new challenges to the already over-uti lized 
and congested North American ports. 

To address such challenges, port 
authoriti es thus far have considered 
expanding ports horizontally. The Port of 
Rott erdam’s new Maasvlakte 2 Terminal, 
the Khalifa Port (KPIZ) in Abu Dhabi and 

Hong Kong’s container port  provide a 
few examples of horizontal expansion of 
container ports through land reclamati on. 
However, land reclamati on, i.e. the process 
of creati ng land from sea or ocean, is 
extremely expensive. The cost of the 
Netherlands’ Maasvlakte 2 project, for 
instance, is esti mated to be $3.3 billion. 
Additi onally, the horizontal expansion of 
container ports does not necessarily solve 
the problem of reaching the containers 
on very high megaships and also can slow 
down the serving ti me of such vessels as 
the containers need to travel farther to  get 
to their assigned storage locati ons.

Verti cal expansion, for example using a 
container warehouse, could be a potenti al 
alternati ve. Through verti cal expansion, the 
container ports could potenti ally avoid the 
huge investment in land reclamati on projects 
and bett er serve future mega vessels using 
the available footprint. Casanova-Hernandez 

VERTICAL CONTAINER 
WAREHOUSES:
A SOLUTION FOR FUTURE CONTAINER PORTS?
Nima Zaerpour, Assistant Professor, Operations and Supply Chain Management, College of Business 
Administration, California State University San Marcos; Amir Gharehgozli, Assistant Professor, Operations and 
Supply Chain Management, Maritime Administration, Texas A&M University, US

Figure 1: High density container towers Credit: Casanova-Hernandez Architects
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Architecten and Smart Port Rotterdam have 
proposed high density container towers 
inspired by similar systems in auto car parks 
in order to increase the footprint utilization 
and achieve high throughput within a given 
land profile, as seen in Figure 1. Fictional car 
towers have appeared in popular culture, for 
example in the 2011 feature film Mission: 
Impossible 4. According to Zaerpour et 
al., the use of footprint area for container 
warehouses is much smaller than the 
footprint required for traditional container 
ports. Therefore, the savings obtained from 
the smaller land area can potentially offset 
the high cost of the required technologies. 
According to  our analysis, container towers 
can increase the storage capacity for a given 
footprint by 37%, avoiding the need for 
horizontal expansion. 

Thus, if the investment in technology 
and building per storage location for 
the container tower is up to 18% larger 
than a conventional container block, 
container towers will still remain cheaper 
in terms of total investment compared to a 
conventional container block with the same 
storage capacity. The dark area in Figure Figure 3: Cost comparison of a container tower and container block Credit: Gharehgozli & Zaerpour

Figure 2: Artist rendering of the SuperDock pier container terminal Credit: GRID Logistics Inc.
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3 shows the situations where a container 
tower requires less investment compared 
to a conventional container block. In Figure 
3, φ is the footprint ratio which is the ratio 
of required footprint for the container 
block to the required footprint for the 
container tower; ϒ is the technology cost 
ratio which is ratio of the required cost of 
technology, i.e. building structure, handling 
equipment for the container tower to the 
cost of technology for the container block.

The ultra-high container warehouse system 
developed and tested by the EZ-Indus uses 
up to 30 floor rack structure and automatic 
system for warehousing and delivering 
containers. Automated compact parking 
systems, known as live-cube parking systems, 
with a similar working mechanism already 
exist in major densely populated cities such 
as New York, Shanghai, Amsterdam and 
have been proven to be more efficient 
and effective than traditional multi-story 
car parks. According to our 2017 paper on 
optimizing live-cube storage systems,  live-
cube systems reduce the land requirement by 
50% compared to traditional car parks.   

An automated SINGA (Sustainable 
Integrated Next Generation Advanced) Port, 
developed in 2014 by Jiang et al. for the future 
needs of Singapore port, takes a less radical 
approach by considering a warehouse with 
two storage floors that involves transporting 
containers between both floors via a hole on 
the top level. The roof is covered with solar 
panels and equipped with specially designed 
triple-hoist quay cranes.

Following their Asian and European 
competitors, although with a lag, container 
terminal designers in the US have also taken 
initial steps to make sure they can address 
the inevitable, radical challenges of future 
container shipping. This terminal design 
forsees a shift towards more automation, 
more compactness, and more sustainability 
while keeping up with growing global trade. 
In another example, the GRID Logistics 
Inc. have come up with the SuperDock, a 
vertically-integrated ship-to-train container 
transfer, storage, and sorting module that can 
free up to half the land currently used in port 
facilities.

In conclusion, new vertical container 
warehouses have been and are increasingly 
being proposed by researchers and 
industries to address the container storage 
capacity and handling efficiency required 
in the future. However, these new systems 
require both high levels of investment and 
high operational costs. Thus, applying the 
appropriate design criteria and taking the 
optimal decisions early in the project is 
crucial to meeting the expected cost and 
performance targets. This calls for closer 
attention from the container port research 
community and stronger collaboration 
with port terminals.
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Containerships conti nue to grow in size, 
as evidenced by MOL’s recent order for 
22,000 TEU megaships, carriers, shippers, 
ports, and governments are beginning to 
ramp-up orders to deal with the fi nancial, 
logisti cal and legal ramifi cati ons of such 
ships. 

Much as carriers and shippers need 
to work as partners in moving cargo so 
each side earns a profi t and reliability of 
vessel schedules remains a joint priority, 
ports and port operators also need to 
be brought into the same equati on. The 
larger vessels employed today bring an 
incredibly complex choreography with 
them into each port; just last week in the 
Port of Los Angeles, the Maersk Evora 
loaded and unloaded a record total of 
24,846 TEUs between October 17-22, 
2017 which Maersk is claiming is a new 
world record for a single port call. It’s 
more than just loading and unloading 
boxes: One needs to visualize the planning 
needed to coordinate the rail, trucking, 

chassis availabiliti es and customs 
documentati on.

Worth noti ng is the Maersk Evora, 
rated at only 13,492 TEUs, imagine what 
megaports such as Hamburg or Rott erdam 
might accomplish with an 18,000-20,000 
TEU vessel.

Questi ons are rising about market 
growth, the importance of scale, the 
evolving industry structure, and how 
to drive producti vity conti nue to loom 
as large as they did in the 1960s when 
containerizati on became the new shipping 
standard for non-bulk cargo.

UPCOMING LEGAL ISSUES 
The United Nati ons Conference on Trade 
& Development (UNCTAD) released its 
Review of Mariti me Transport 2017 on 
October 25, 2017. With over 80% of 
global trade by volume and more than 
70% of its value being carried on board 
ships and handled by seaports worldwide, 
the importance of mariti me transport 

for trade and development is vital to 
world economic growth and stability – 
and UNCTAD is worried about its future. 
The writers of the Review believe the 
recent spate of mergers and takeovers 
within the container industry, and then 
further reducti on of competi ti on due to 
the current group of alliances. Its  report 
states there are risks to shippers and ports 
and the current economic expansion due 
to the recent mergers and subsequent 
alliances.

Conti nued investment in ever-larger 
ships does not create demand, the 
report says, and in fact UNCTAD Director 
of Technology and Logisti cs. Shamika 
Sirimanne has said that ”the risk is that 
growing market concentrati on in container 
shipping may lead to oligopolisti c 
structures.” 

The OECD is already aware of the 
growing market concentrati on of the 
remaining carriers, Olaf Merk, the 
Ports and Shipping expert at the July 

FREIGHT RATES
WHERE IS THE CONTAINER 
INDUSTRY HEADED?
Patrik Berglund, CEO & Co-founder, Xeneta, Oslo, Norway
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International Transport Forum, noted how 
the top four carriers control 53.8% of the 
global container market.

UNCTAD is concerned that the  takeover 
of Chinse container shipping company 
Orient Overseas Container Line (OOCL) by 
COSCO and the upcoming merger of the 
three big Japanese box carriers will leave 
only seven global carriers by the end of 
2018 – which is half of the number of 
global carriers only ten years ago. Equally 
ominous is that there are now only three 
alliances on the major east-west trade 
lanes, down from four only a year ago. 

There are now only three or even fewer 
shipping companies per market, and  
recommended that regulators monitor 
developments in container shipping 
mergers and alliances to ensure there is 
competition in the market. 

In view of the UNCTAD report, its 
Director said that it would be worth 
watching the Chinese, EU, and US 
regulators to see if they consider new 
regulations governing consortiums and 
alliances in order to prevent rate abuses, 
and to balance the interests of shippers, 
ports and carriers.

LARGER SHIPS NEED LARGER PORTS
Ports are under pressure from megaships, 
as well as vessels of 10,000 TEU capacity 
or larger. As the megaships displace 7,000-
10,000 TEU vessels, larger ships fill the 
routes taken by the 5,000 TEU Panamaxes. 
The problem however, is there is not 
sufficient cargo for the larger ships to 
bring into the smaller ports, which makes 
rates drop.

Although increased investment is 
necessary for ports to improve their 
ability to service the larger ships now 
arriving, the amount of money needed 
to accommodate the larger ships may not 
be worth the extra cost, unless the bigger 
vessels guarantee more cargo. Otherwise, 
ports will have invested in larger yards and 
additional equipment to handle the same 
total volume.

Between 2000 and 2016, a total of 
US$68.8 billion in private investment 
was committed to 292 port projects 
aimed at improving port infrastructure 
and superstructures. Private operators 
not only improve port infrastructure and 
services, but also contribute to better 
port sustainability and competitiveness, 
bringing new technologies and improving 
supply chain management, as well as up-
country access and connectivity.

MEGASHIP RATES
Ocean freight rates have indeed in recent 
months taken a dip. You can wonder what 
in 2018 might serve to reverse this trend. 
Yes, box rates remain higher than those 

ugly pre-Hanjin lows, but the tidal wave of 
new mega-ships now in service, or arriving 
in 2018-2019, may have some effect.

The problem of too many boxes and too 
little cargo was felt in particular by the 
container shipping market, which last year 
experienced a collective operating loss of 
$3.5 billion.

Slower demand than earlier projected, 
coupled with a large influx of vessels, led 
to a continued oversupply of shipping 
capacity, as UNCTAD Secretary-General 
Mukhisa Kituyi, explained.

Increased consolidation among carriers 
could bring some order to a market in 
need of better supply management and 
improved efficiency, and the pooling of 
cargo could improve economies of scale 
and reduce operating costs.

Risks may be associated with the recent 
mergers and mega-alliances among 
container carriers. If all the newbuilds are 
delivered according to schedule, by 2019 
some 125 vessels on the Asia-North Europe 
trade would be 18,000 TEU capacity or larger. 
Alliances and mergers are window-dressing 
a rate problem set to be exacerbated by the 
upcoming tidal wave of 18,000–22,000 TEU 
megaships; outside of the few ports on the 
east-west China-Europe lanes, the only ports 
in the US that can handle a megaship are Los 
Angeles, New York, Norfolk and Savannah 
– and surprisingly, there are no megaships 
assigned to the profitable China – US West 
Coast or China-US East Coast lanes.

Perhaps the carriers realize that adding 
megaships would cause the rates to drop 
on the otherwise profitable China-US lanes, 
as currently, despite slow-steaming and 
phantom voyages, the megaships basically 
only serve the China-Europe lanes. 

This concentration of containers looking 
for cargo could serve to knock down 
those rates, then the law of unintended 
consequences kicks in, and the weakness 
in the China-Europe lanes infects other 
lanes with their newly cascaded vessels also 
lowering rates in order to attract cargo. 

Naturally and in most cases, shippers do 
hope that rates will continue to slump and 
they can call a “win”. This is especially if the 
recent General Rate Increases (GRIs), or 
temporary freight price increases observed 
across the US, don’t stick. That still remains 
to be seen. However, it is the ports who will 
lose out as they are stretched financially in 
order to make the investments necessary to 
service the larger ships cascading into their 
berths. In addition, as carriers buy each 
other and competition lessens, as UNCTAD 
fears, have the shippers in fact ‘won’ if rates 
rise? 

 One only needs to look at the American 
airline industry to see what happens to 
rates when the carriers buy each other and 
competition disappears: higher rates. Re-

jigging alliances does nothing substantial 
to address the imbalance of cargo versus 
containers on the China-European ports 
that can handle the megaships.

WHAT DOES THE FUTURE BRING?
Although rates are up from their post-
Hanjin 2016 lows, they have been 
dropping consistently through the 
summer and early autumn until October, 
2017. 

However, despite the continued rise in 
trade due to the global economic revival, 
the upcoming tsunami of over-20,000 TEU 
capacity megaships threatens to upend this 
fragile rate recovery, as they overwhelm 
the China-Europe lanes, and as carriers 
move their ships into the smaller ports. 
A cascade of new ship deliveries may be 
marked by cascading rates. Who knew the 
ancient Chinese sage who said ‘may you live 
in interesting times’ was talking about the 
container rates and the box ship industry. 
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For three decades port governance 
reform has been a strategy adopted by 
governments around the world to achieve 
various goals, such as improving efficiency, 
encouraging private investments, 
and reducing governments’ financial 
burden. Following commercialization 
and corporatisation of port authorities in 
1990s, six major Australian ports have been 
privatized from 2011, including the Port 
of Brisbane, Port Botany, Port Kembla, the 
Port of Newcastle, the Port of Darwin and 
the Port of Melbourne. 

The main drivers for the privatization 
include the government’s policy of 
recycling capital for funding other 
infrastructure projects, the budgetary goal 
of reducing state governments’ debts, and 
seeking growth in private investments in 
public infrastructure. While private sector 
ownership of ports in Australia is not 
new, generally all bulk ports are privately-
owned and vertically-integrated. The 

recent privatization in major city ports is 
a significant move of port management 
system for Australian port industry. 
This article provides a snapshot of the 
privatization and some observed impacts 
on the market based on the author’s recent 
research paper.

CHARACTERISTICS OF PRIVATIZATION
The recent Australian port privatization 
adopted a long-term lease sale model. 
The Australian state governments retain 
the port land title but granted about a 
century long-term lease (except 50 years 
for the Port of Melbourne) of port land and 
operation to the established state-owned 
transaction holding company, where other 
port assets and the liability and rights of 
port corporations were transferred, to 
be privatized through the sale of shares. 
The port management model at these 
privatized ports therefore has shifted from 
a public landlord to a private landlord (show 

in Figure 1 below). The privatization also 
involved sovereignty and private equity 
funds (PEFs) and foreign ownership. Ports 
with PEFs include the Port of Brisbane, Port 
Botany, Port Kembla, the Port of Newcastle, 
and Port of Melbourne. The sources of PEFs 
are mainly from superannuation funds and 
infrastructure investment funds. Major 
Australian ports are mature assets with 
growth prospects and limited threats from 
competition. Such nature attracts interests 
of investors, in particular institutional fund 
owners involved in the port privatization 
process.  Of notice is that there are PE 
owners with shares in multiple privatized 
ports, which may raise concerns on the 
market power of these consortiums over 
Australian ports. Table one below outlines 
the details of privatized ports’ duration 
of leasehold, investors, name of the 
private company (landlord) and ownership 
structure. 
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MAJOR CONCERNS FOR PORT USERS
The issues arising from the privatization 
include pricing; competition and future 
investments in ports. There are major 
concerns from port users including 
stevedores, shipping lines and shippers.

The most concerning aspect of port 
privatization for port users in Australia is 
insufficient regulatory protections against 
monopoly pricing. The privatized ports 
can be characterized as being effectively 
monopolies, and the significant market 
power of the private port company may 
impose a risk of increasing port charges 
to recover their costs and return profits 
to shareholders. There has been some 
evidence regarding the introduction of new 
charges for ships or cargoes and an increase 
in port charges and rental charges after 
privatization. Moreover, port privatization 
may make residual government services 
inviable and increase some charges, such 

as NSW Port Authority raising its navigation 
charge by 9.6%.  Recently, stevedores 
have even use increased rental charge 
as a reason for imposing infrastructure 
surcharges on users.  

Restriction of competition between ports 
is another concern by users. In fact, the lease 
sale of Port Botany and Port Kembla as a 
bundle to maximize the state government’s 
revenue has relinquished an opportunity 
for competition between them. In addition, 
the compensation regime included in the 
privatization deal would negatively impact 
future competition and entrench monopoly 
power at the ports. For example, that the 
NSW Government, in a confidential clause, 
promised to pay compensation to NSW 
Ports for container movements at the Port 
of Newcastle exceeding the annual ‘cap 
on numbers’ has prevented the Port of 
Newcastle from competing against them 
by developing a container terminal. In the 

privatization of Port of Melbourne, the state 
government will compensate the private 
port leaseholder if the second container 
port is built in the state within 15 years, and 
if the new port removes container capacity 
that would have been processed through 
the Port of Melbourne. This will enhance 
the market power of the port and reduce 
the choice of shippers for alternative ports.

Port users have concerns that, under the 
private landlord port model, the private port 
company may access vertical integration 
by acquiring established downstream 
businesses or entering into a joint venture 
with existing downstream businesses. 
This has been evidenced in Flinders 
Ports, managing seven South Australian 
ports, privatized in 2001 with a long-term 
lease sale for 99 years. The private port 
company, imposing cost and conditions 
on existing two stevedores, established a 
logistics company to compete with the two 

Port land owner
State Governments

Landlord:
Private port companies

Regulator 
 State agencies  

Operator: Stevedores 
e.g DP World, Patrick, Huchison 

Port Holdings (HPH)

Table 1 Australian privatised ports and their ownership

Port State and 
Territory

Year of 
privatisation and 
sale price

Duration of 
leasehold

Investors and 
the name of Port 
company

Ownership

Port of 
Brisbane

Queensland 2011 (A$2.1 
billion)

99 years Q Port Holdings 
Port of Brisbane 
Pty Ltd (PBPL)

• QIC Limited
• IFM investors
•  Caisse de dépôt et placement du 

Québec (Canada)
•  Tawreed Investments (Abu Dhabi 

Investment Authority) 

Port Botany 
and Port 
Kembla

New South 
Wales

May, 2013 
(Port Botany 
A$4.31 billion)
(Port Kembla 
A$460 million)

99 years NSW Ports • IFM Investors
• AustralianSuper
• Cbus
• HESTA
• HOSTPLUS
•  Tawreed Investments (Abu Dhabi 

Investment Authority)

Port of 
Newcastle

New South 
Wales

May, 2014
(A$1.75 billion)

98 years Port of Newcastle 
Investments

•  Hastings Fund Management Group 
(50%)

• China Merchants Group (50%)

Port of Darwin Northern 
Territory

October, 2015
(A$506 million)

99 years Landbridge Group 
Darwin Port

• Landbridge (80%)(China)
• Northern Territory Government (20%)

Port of 
Melbourne

Victoria October 31, 
2016
(A$9.7 billion)

50 years Lonsdale 
Consortium 
Port of Melbourne 
Corporation 

• Future Fund
• QIC Limited
• Global Infrastructure Partners (GIP)
• OMERS (Canadian pension fund)
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stevedores for the same customers. Such 
unconstrained vertical integration would 
undermine the competitive process within 
the industry and the efficiency of supply 
chains.

Following the privatization, the 
government’s influence on the private 
port company’s business including 
infrastructure investment is very limited. 
Therefore, the concern about future port 
investments emerges. It may be too early 
to draw conclusions on the investment 
impact for all privatized ports as some of 
them have been only been privatized for 
a short period of time. However, looking 
at the seven South Australian ports and 
Port of Brisbane privatized for 15 years 
and 6 years respectively, there are few 
observations available on the impact of 
investment. The extent of port investment 
is affected by the rationale for privatization 
and the ownership structure of privatized 
ports. Those ports with PEFs may have an 
easy exit strategy by selling port assets to 
others after three to five years without 
even making any investment for new 
infrastructure development. 

EVALUATION NECESSARY
The Australian port privatization policy 
may achieve the short-term objective of 
state governments of the privatized ports, 
i.e. the government’s balance sheet is 
improved significantly in the short term 
through receiving financial gain with 
the proceeds and shifting the financial 
responsibilities and risks associated with 
future capital expenditure requirement 
to private port companies.  On the other 
hand, from long-term perspective, it 
may be too early to conclude the other 
outcomes given the short time period of 
post privatization.  However, given that 
long-term development and investments 
are critical to the sustainability of ports, 
the impact of the privatization in relation 
to port management and operations on the 
market should be monitored and evaluated, 
as it will influence the nation’s supply chain 
costs and trade.
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The past 65 years have brought signifi cant 
changes to China’s economic and politi cal 
landscape and the Chinese society at 
large, infl uencing the degree to which 
China’s ports are centrally governed. This 
paper explains the early stages of port 
organizati on which saw port governance 
centralized, and which has since been 
succeeded by a stage in which   broader 
economic policies have increasing impact.  

CENTRALLY-PLANNED  GOVERNANCE
The gradual reform of seaport governance in 
China covered three phases. The fi rst phase 
covers the period 1979–1984, which was 
characterised by a centrally planned economic 
system with strongly centralised decision-
making. The changes in China’s economic 
policy brought by Deng Xiaoping in 1978 was 
followed by long transiti on period towards 
a market-based economy. Chinese nati onal 
reforms and the transfer of power from the 
central government to local governments had 
an impact on the governance of seaports. 
The combinati on of insuffi  cient funds for 

port development and lagging effi  ciency 
improvements caused severe port capacity 
problems in the early 1980s. 

DECENTRALIZATION 
The second phase covers the period 1984-
2004 and initi ated a process towards 
decentralisati on. With the excepti on of 
Qinghuangdao, which stayed under central 
government control, all other ports ended 
up being controlled either by central and 
local governments or by only the local 
government. The port authoriti es received 
regulatory powers, but at the same ti me 
their status as state-owned enterprises 
(SOE) pushed them to become more 
market-oriented, for instance in terms 
of investment decisions. The devoluti on 
process opened new channels for port 
development funding, i.e. via local 
governments, foreign investors, i.e. via joint 
ventures as long as the investor’s stake did 
not exceed 49%, and commercial banks. 
The new governance system resulted in the 
gradual entry of foreign private investors 

in Chinese ports, parti cularly in the 
container business as exemplifi ed by the 
investments of port operators Hutchison 
Port Holdings (HPH) and PSA Internati onal 
(PSA). However, the government remained 
de facto in the driver’s seat when it came 
to port planning and secured the biggest 
share of the revenues collected from port 
terminal operati ons. 

THE PORT LAW OF 2004: TODAY’S 
CORNERSTONE 
The third phase in Chinese port governance 
reform started with the Port Law of 2004 
and the related ‘Rules on Port Operati on 
and Management’. Both pieces of 
legislati on led to a further decentralisati on 
of port governance in China and opened 
the path to processes of corporati sati on 
of port authoriti es and the introducti on of 
modern corporate governance principles in 
the seaport system. In order to end the dual 
role of port authoriti es as both regulator 
and port operator, the new governance 
framework aimed at strictly separati ng 

CHINESE 
SEAPORT GOVERNANCE
REFORM AND THE INFLUENCE OF BROADER POLICIES 
Professor Dr Theo Notteboom, Shanghai Maritime University, China; Ghent University, 
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these functions via the establishment of 
so-called Port Administration Bureaus 
and separate port business companies 
or groups. Moreover, the Port Law made 
an end to port ownership by the central 
government. The ceiling of 49% for foreign 
investors was abolished which in theory 
opened possibilities for foreign players to 
invest in and operate ports, even without 
needing a local Chinese partner. Policy 
formulation and strategic port planning 
falls under the responsibility of the central 
government and the respective provincial 
governments, so any plans of local 
governments need to be approved by these 
higher authorities. 

NEW POLICIES
The consecutive port reforms shifted seaport 
governance in China from a highly centralised 
ownership and decision-making to a port 
governance landscape that offers more 
room for corporatisation and private sector 
participation. At the same time, Chinese 
seaports have been affected by a series 
of other policy initiatives, in particular the 
ongoing corporate governance reforms, the 
‘Go West’ policy, the One Belt One Road 
Initiative and the Free Trade Zone (FTZ) policy. 

First, many of the actions of the Chinese 
government in the area of corporate 
governance are having a direct impact on 
the functioning of the Chinese seaport 
system. China’s accession to the WTO urged 
the Chinese government to take measures 
so that companies can operate following 
international trade rules, and to make 
progress in developing a sound intellectual 
property rights (IPR) system. Furthermore, 
the fight against corruption has affected 
administrative processes, reporting 
practices and the mobility of government 
officials, also in ports. For example, the 
managing bodies of ports are facing more 
rigorous reporting procedures in terms of 
cargo flow information and statistics, safety 
and security, staff training and business or 
government events. The financial flows 
related to seaport investments are now 
subject to higher requirements in terms 
of transparency and economic feasibility 
considerations. 

Second, the Central Government in 
Beijing initiated the ‘Go West’ policy in 2000 
in view of energizing the local economies 
and improving people’s living standards 
in the western parts of China. Compared 
with coastal areas, the West suffers from 
a poorer economic foundation, which can 
be attributed to historical reasons and 
geographical factors. This policy has been 
associated with Hu Jintao and Wen Jiabao 
as a goal for mainland China to reach by 
the year 2020. Xi Jingping supports the ‘Go 
West’ policy by partly embedding it into the 
One Belt One Road initiative (OBOR), which 

has recently been renamed to Belt and 
Road. The Go West policy brought higher 
throughput perspectives for coastal ports 
and intensified competition among Chinese 
ports to serve the growing inland regions. 

Third, the OBOR initiative was launched 
in September or October 2013 by President 
Xi Jinping to foster economic cooperation 
from the Western Pacific to the Baltic Sea 
and to break the connectivity bottleneck 
in Asia through infrastructure investments. 
The OBOR program is a centrepiece of 
Xi Jinping’s foreign policy and domestic 
economic strategy. The initiative covers 
a land-based (in essence rail-based) Silk 
Road Economic Belt (one Belt) including a 
zone of influence on both sides of the Belt, 
and a 21st century Maritime Silk Road (one 
Road). The initiative covers six economic 
corridors. China’s motives to launch the 
OBOR initiative are of a cultural, historical, 
geo-economic and geo-political nature. 
Chinese seaports are actively developing 
strategies to link up to both the maritime 
and rail-based opportunities brought by the 
initiative. 

Fourth, the Chinese government initiated 
a policy in 2013 aimed at the development 
of pilot free trade zones in some coastal 
port cities. The first FTZ was launched in 
Shanghai in September, 2013. The China 
(Shanghai) Pilot Free Trade Zone (SHFTZ) is 
comprised of four areas under the special 
administration of Customs: Waigaoqiao 
Free Trade Zone, Waigaoqiao Free Trade 
Logistics Park, Yangshan Free Trade Port 
Area and Pudong Airport Free Trade Zone. 
Except for the latter, all zones are located 
in or near the seaport terminal activities of 
Shanghai. 

The FTZs should support Shanghai’s 
further development into an international 
shipping centre. These zones are open 
to foreign market players and offer the 
possibility to set up distribution systems 
for a broader Asian market without the 
burden of having to pay customs duties in 
China. The Chinese State Council extended 
the initiative in April, 2015 by opening three 
additional FTZs in Guangdong, Tianjin and 
Fujian. At the same time, the Shanghai FTZ 
was expanded to incorporate three new 
areas. A third group of FTZs was announced 
in early Spring, 2016.   

The FTZs, many of which are located 
in seaport areas, have thus become a 
kind of  proving ground of the Chinese 
government, testing new sets of economic 
policies and governance reforms. While 
the creation of FTZs is helping China to 
increase economic activities in designated 
regions of the country, it is important 
that the experiences gathered through 
FTZ policy can serve as input for the 
formulation of further nationwide social, 
economic and governance reforms. 

STRATEGIC AND MANAGERIAL 
IMPLICATIONS FOR CHINESE PORTS
The port governance principles as laid down 
in the Port Law of 2004 are still standing 
today. Still, the recent policy evolution and 
directions on port governance in China 
combined with the broader policies discussed 
earlier (i.e. OBOR, FTZs, corporate governance 
and ‘Go West’ policy) pose a few strategic and 
managerial implications on Chinese ports 
which affect the role and functioning of the 
local port groups and port bureaus. 

Three developments are key in this respect: 
(a) an increased focus on port integration 
and co-operation, (b) a strong orientation on 
hinterland development through corridors 
and dry ports, (c) a two-way opening-up 
of the port sector by combining initiatives 
to attract foreign investments and trade to 
Chinese ports with an internationalisation 
of Chinese port-related companies. These 
topics were previously addressed in my 
contribution on port governance in China 
in Issue 75 of Port Technology International 
Journal.
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VTS, NAVIGATION, 
MOORING & BERTHING

"The STM concept is a shared information environment 
with the underlying rationale that better overall decisions 
can be taken which will in turn result in increased efficiency 
and improved safety."

Mikis Tsimplis,  Professor of Oceanography and Maritime Law, Deputy Director of the Southampton 
Marine and Maritime Institute, University of Southampton, page 84



The Sea Traffi  c Management Validati on 
(STM) project will contribute to a safer, 
more effi  cient and environmentally friendly  
mariti me sector by developing services 
based on informati on shared by mariti me 
stakeholders which is updated in real ti me. 
The STM concept is a shared informati on 
environment with the underlying rati onale  
that bett er overall decisions can be taken 
which will in turn result in increased effi  ciency 
and improved safety. 

The STM led by the Swedish Mariti me 
Administrati on, has a total budget of 
approximately US$50.5 million, of which  is 
50% co-fi nanced by the EU transport fund 
Connecti ng Europe Facility/Motorways of 
the Sea and covers the period 2015-2018. 
More than 50 partners from 13 countries are 
involved in the project. 

The project will demonstrate the STM 
concept by using it in two large-scale 
test beds: one in the Nordic and one in 
the Mediterranean Seas. The test beds 
encompass around 300 vessels, 13 ports 

and fi ve shore-based service centres. The 
impacts on safety and effi  ciency of additi onal 
informati on will also be tested through 
experiments conducted in the European 
Mariti me Simulator Network. Co-ordinated 
simulati ons with all inter-connected 
simulators operati ng in the same area of the 
world will be used to measure the impact of 
the additi onal informati on on the behaviour 
of the watch and the navigati onal safety of 
the ship. The project comprises fi ve acti viti es 
each of which will facilitate the further 
development of the STM Concept.  

PORTCDM
The fi rst acti vity is Port Collaborati ve Decision 
Making (PortCDM). The impact of this in 
ports can be expressed in terms of Port Call 
Synchronizati on and Port Call Opti mizati on. 
Port Call Synchronizati on is a feature that 
ensures that a ship does not arrive at a port 
before the port is ready in every way, including 
the resources necessary for a vessel’s call, like 
linesmen and pilots. 

The ulti mate goal is to arrive just-in-ti me 
and remove the need for anchoring. Port Call 
Opti mizati on is a feature that aims to create 
common awareness in a port call, by making 
the plans transparent between key actors in 
a port call. 

By sharing the plans, the key actors in 
a port call can not only achieve just-in-
ti me arrivals, but also achieve just-in-ti me 
operati ons, leading to quicker integrati on 
with the hinterland transportati on and 
improved resource uti lizati on. The STM 
eff ects of these services on port effi  ciency 
are being measured as part of the project in 
parti cipati ng port terminals, by analysing port 
visits with and without the STM informati on. 
The ports parti cipati ng in STM serve container 
ships, passenger ships, cruise ships, tankers, 
Ro-Ro ships, fi shing boats and dry bulk 
carriers. The informati on that will be used 
to assess effi  ciency improvements concerns 
availability and planned use of, for example, 
pilots and tugs. The two test beds are being 
used as a fi rst step for service developers and 

SAFER, FASTER 
AND CHEAPER PORT STAYS
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distributors in building PortCDM Services. 
In addition, stakeholder interviews are 
undertaken to identify the benefits for port 
stakeholders provided by the additional 
information services. 

VOYAGE MANAGEMENT SERVICES
The second activity concerns the development 
of Voyage Management services. The activity 
will provide ships with better voyage planning 
capability and route optimization by enabling 
information about the route and the port 
of destination to be made available to the 
participating shipowners. 

Speeding up or slowing down in times 
of berth availability or port congestion 
respectively, avoidance of hindrances where 
delays are caused en route to destination 
provide some examples. This part of the 
project also includes the provision of ship–to-
ship route exchange. Making this information 
available is hoped to make navigation safer 
as ships will have better awareness of the 
expected behaviour of the other participating 
ships.

 It is, however challenging, as appropriate 
training and integration with existing 
navigational information systems must be 
ensured, in order to avoid overreliance 
and ensure continuous compliance with 
the collision regulations. This part of the 
project will be validated within the two 
aforementioned test beds and by simulator 
experiments. The third activity of the project 
concerns Flow Management services. Such 
services will support onshore organizations 
and ships to optimize overall traffic flow 
through areas of dense traffic and areas 
with particular navigational challenges. The 
validation of the efficiency gains obtained 

by the Flow Management services will be 
based on extensive experiments undertaken 
through the European Maritime Simulator 
Network (EMSN), developed under Monalisa 
2.0, a former EC funded project, and the test 
beds for Voyage Management. The simulator 
experiments will address specific scenarios 
and will involve several interlinked simulators 
“looking” at the same area. Simulation 
experiments for the English Channel and 
the approaches to Southampton and to the 
entrance to the Baltic are underway.

SEASWIM
The fourth activity System Wide Information 
Management (SeaSWIM) concerns the 
technical detail of information exchange. 
It is concerned with the development 
of the common digital infrastructure. 
This includes the Maritime Connectivity 
Platform (MCP), a communications 
framework that will enable the electronic 
information exchange. The MCP is being 
collaboratively developed by three 
projects, STM validation project  and 
EfficienSea2 and South Korea’s SMART 
Navigation project. It will be shared 
among authorized maritime stakeholders. 

STM ANALYSIS 
The fifth activity of the STM is Analysis 
and Evaluation. This activity will collect 
and synthesize the information from the 
other activities in order to provide an 
integrated assessment on the effects STM 
implementation will have on efficiency and 
safety for ships and ports. This activity will 
further consider the compatibility of the 
STM concept, its tools and services with the 
applicable compulsory shipping laws. It will 

also identify any changes that may be needed 
in order for the STM concept to be adopted 
and used.  

The implementation of the STM concept 
is planned to be gradual and be fully applied 
in 2030. However the ambition of the 
STM concept is to demonstrate its value to 
maritime stakeholders in terms of efficiencies 
and financial benefits so that they voluntarily 
implement it as part of improving the services 
they provide to calling ships. 

COMPLIANCE   
The University of Southampton (UoS) 
contributes to the project within the Analysis 
and Evaluation activity. 

The team includes members of the 
Institute of Maritime Law, including myself, 
Professor Filippo Lorenzon, Dr Meixian 
Song, Dr Sophie Stalla-Bourdillon, Mr Spiros 
Papadas and Professor Ajit Shenoi from the 
Faculty of Engineering and the Environment. 
The work undertaken concerns three specific 
activities: The first is the detailed assessment 
of the compliance of the STM concept with all 
the applicable shipping laws and regulations. 

For example, the ship to ship route 
exchange is considered within the Safety 
of Life at Sea (SOLAS) Convention, the 
Collision Regulations and the International 
Convention on Standards of Training, 
Certification and Watchkeeping for Seafarers 
(STCW). The compliance of the STM concept 
with the existing regulatory framework 
is essential and complements the bridge 
simulation experiments on the behavioural 
changes of navigators and the effects on 
navigational safety. This part of the work is 
relevant and applicable to all types of ships 
and trade.
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SUSTAINABILITY
The second aspect of the UoS work involves 
the development the legal tools for a 
supportive and sustainable business model. 
This is a complicated and contentious issue 
because, while optimization of the transport 
chain efficiency may be overall beneficial, it is 
not a contractual consideration.

 Instead, in contracts for the use of the 
ship, optimization of the earning capacity 
of the ship is the objective. For example, 
optimising the voyage requires taking into 
account the en route traffic conditions and 
the port’s readiness, and in some cases may 
mean slowing down or speeding up the ship 
in order to arrive just in time. However the 
current arrangements in charterparties only 
provide for specified laycan days, or days 
contractually agreed for the loading to start, 
with a risk for cancellation if the ship is late, 
and the market conditions enable cheaper 
alternatives. 

LAYTIME
Furthermore arrival of the ship at the 
agreed destination starts laytime, or the 
contractually agreed period for cargo 
operations, irrespective of whether the 
cargo operations can in fact start or not. If the 
delays exceed the agreed laytime damages 
in the form of demurrage are payable to the 
shipowner and in many cases to the seller of 
the goods under a contract of sale. Thus it 
normally pays for the ship to go fast, arrive 
early, exceed laytime and get demurrage in 
addition to freight, even if this reflects in 
increased overall bunker consumption and 
atmospheric emissions in the proximity of 
the port. This is unaffected by the fact that 
the ship knew of the expected delays. 

CONTRACTUAL PENALTIES IN PORTS
Similarly, penalties for breach of the ship 
performance clauses, in terms of the 
average speed attained, may also restrict 
behavioural adjustments to congested 
port or traffic conditions. 
The implementation of the STM 
concept requires the development of 
functional contractual clauses, which 
will rebalance the risks and distribute 
the benefits of increased efficiency. 
The UoS team plans to collaborate with 
the international shipping association 
BIMCO in order to develop supportive, 
to the STM concept charterparty clauses, 
compatible with the widely used BIMCO 
forms. The ambition of the STM project 
for global implementation necessitates 
the development of appropriate clauses 
generally available, which may be 
adopted, subject to the prevailing market 
conditions, in appropriate trades and 
routes. This part of the activity is more 
relevant, of course to tramp trading ships 
and ports. The third aspect of the UoS 
activity concerns the legal framework and 
precautions surrounding the information 
infrastructure. 

Responsibility for cybersecurity 
and data ownership remains with the 
generator of the information, but can also 
be provided to partners who have secure 
access to the information they all need 
to be assessed under international laws 
applicable to information. 

This work is applicable to all ports 
and ships and, in addition to all service 
provides who develop services based on 
the availability of STM information. 

ABOUT THE AUTHOR

Michael (Mikis) Tsimplis,  BSc Physics, PhD 
Physical Oceanography, LLM Maritime 
Law is a professor of Oceanography 
and Maritime Law at the University of 
Southampton. His research is both in law 
and oceanography and he is also involved 
with interdisciplinary maritime research. 
He is currently the Deputy Director of 
the Southampton Marine and Maritime 
Institute. He has published extensively 
and has been involved to various projects, 
the most recent concerning maritime 
autonomy, atmospheric pollution for ships 
and the impacts of marine extremes. 

ABOUT THE ORGANIZATION

The University of Southampton is a 
leading University in marine and maritime 
research. The marine and maritime 
expertise of the university which 
extends from ship science, maritime law, 
oceanography and maritime archaeology 
is integrated under the Southampton 
Marine and Maritime Institute which 
works across the traditional disciplinary 
divides to better address some of today’s 
global marine and maritime challenges. 

ENQUIRIES

+44 (0)23 8059 6893
Email: M.N.Tsimplis@soton.ac.uk
Website: www.southampton.ac.uk/law/
about/staff/mnt.page

WWW.PORTTECHNOLOGY.ORG86   EDITION 76: WINTER 2017 

VTS, NAVIGATION, MOORING AND BERTHING VTS, NAVIGATION, MOORING AND BERTHING





Earth observation satellite data and images 
offer a unique view of our oceans, seas and 
coasts. Satellites, and their on-board sensors, 
on the one hand provide a routine, cost-
effective, wide area surveillance covering 
all maritime zones. On the other hand they 
can hone in on precisely-targeted locations 
for monitoring specific operations to gather 
information, e.g. in response to emergencies.

In the ports world, satellites can be used to 
gather in-detail geographic and bathymetric 
information during the in-planning phase of 
offshore construction.

They might also be used by the port at 
regular intervals, for example, for monitoring 
port operation or in order to optimize ship 
navigation. Potentially, they can obtain a 
detailed and timely view of an area in order to 
identify hazards to marine traffic, like floating 
containers. Satellite-based services also have 
great potential to support the maritime and 
marine communities  beyond ports.

Parties like fisheries, coast guards, port 
authorities, shipping companies, research 
institutions and many more, will considerably 
benefit from related innovative services in 
their daily work, offering  information on the 
oceans and coastal areas, e.g. on a variety 

of environmental variables, bathymetry, and 
marine and maritime activities. 

THE MARSAT NETWORK
The MarSat project is a network of small 
and medium-sized enterprises united by a 
maritime research institute. 

MarSat participants contribute both 
experience and expert knowledge in the 
fields of satellite data provision and analysis, 
software development, and maritime 
services. 

The network that started work in August, 
2016 will create and integrate new and 
innovative operational satellite-based 
services to allow the maritime community 
to take advantage of the most up-to-date 
satellite earth observation data in their daily 
work. Use of satellite data lays the ground 
for improved decision making for shipping 
route optimization, offshore planning and 
maintenance as well as emergency events.

MarSat project partners include satellite 
service provider EOMAP,  sea ice management 
company Drift & Noise Polar Services, 
maritime software provider SevenCs, 
software developer Trenz and the Institute of 
Shipping Economics and Logistics (ISL).  

The MarSat project is financed and 
coordinated by the German federal space 
agency DLR Space Administration, with 
funding from the German Federal Ministry 
for Economic Affairs and Energy. The MarSat 
network is open to new partners, service 
providers, and pilot users looking to become 
part of the MarSat community.

EARTH OBSERVATION CAPABILITY
Satellite-borne Earth observation is not 
new, but only recently have investments 
in satellite capabilities and advances in 
algorithms and data processing started to 
enable the widespread and efficient use of 
this intelligence information at scale. Space-
based data offers information on the oceans 
and coastal areas which are of interest for the 
maritime industry, for example bathymetry, 
sea state and shipping activities. They can also 
be used to collect data on water quality and a 
variety of environmental variables.

Shallow water zone bathymetric data, 
for example, is of increasing importance to 
support various applications such as safety 
of navigation, reconnaissance surveys, 
coastal zone management or hydrodynamic 
modeling. Nevertheless, there are also 

SATELLITE SERVICES
BENEFITS FOR PORTS AND SHIPPING
Dr Nils Meyer-Larsen, Project Manager, Institute of Shipping Economics and Logistics (ISL)
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challenges for space-based methods which 
the maritime industry has to face, like 
standardization of data, integration of multi-
source data and the need for shorter delivery 
times.

OPTIMIZING MARITIME SAFETY AND 
EFFICIENCY
Owing to the rapid increase in global shipping 
traffic during recent years, there is growing 
need for constant innovation in the field of 
maritime surveillance. 

Shipping companies deploy modern 
technologies to ensure enhanced monitoring, 
efficiency and security of their fleets. 

For shipping companies, vessel location and 
navigation systems are of increasing interest. 
Earth observation images can contribute to 
helping ports manage the actions and events 
that can have an impact on maritime safety, 
accident, and disaster response, search and 
rescue activities as well as maritime border 
and fisheries control. 

Satellite images can also be used to 
optimize navigation for ports. For example, 
they might be used in combination with new 
innovative solutions such as optimized voyage 
planning and automated route calculation, 
for example based on permanently updated 
information on winds, sea state and currents.

For the shipping industry, navigation 
using satellite images may be a solution for 
navigating the approximately 50% of the 
world's coastal areas which are not or not 
adequately covered by nautical charts. 

A lack of reliable information has resulted 
in maritime accidents, for example in the case 
of the Panamanian-flagged bulk carrier New 
Mykonos, which in 2016 ran aground south 
of Faux Cap, southern Madagascar, broke into 
two and sank, loaded with 160,000 tonnes of 
coal.  This and similar cases imply considerable 
damage potential and environmental hazards 
for shipping companies not in possession of 
accurate data. 

In order to contribute to the safety of 
navigation and to prevent appropriate risks, 
this information gap can be closed by using 
high-resolution optical satellite data. In 
particular, Satellite Derived Bathymetry (SDB) 
derives information about water depth and 
ocean floor structure from analyzing the 
sunlight reflected by the sea floor by means 
of physical models, enabling depth mapping 
without having to perform cost-intensive and 
time consuming local measurements. 

The United Kingdom Hydrographic Office 
in 2014 for the first time used this satellite-
based procedure for the production of a 
British Admiralty Chart. 

Within MarSat, a service chain will be 
implemented, which offers a simple and 
fast way to obtain up-to-date shallow 
water bathymetry data and integrate it into 
bathymetric Electronical Nautical Charts 
(bENCs).

SMARTER SAILING IN ARCTIC AND 
ANTARCTIC WATERS 
Commercial shipping in the Arctic is 
expected to increase. Ocean routes like the 
Northwest Passage above North America 
and the Arctic route north of Russia have the 
potential to considerably shorten vessels’ 
voyages, drastically reducing shipping costs. 
Furthermore, an increasingly important 
maritime domain is the Antarctic cruise 
operations sector. However, operating in 
these areas puts special requirements on 
shipping companies and their crews, and 
environmental safety is one of the main 
priorities.  The highest security standards 
and meeting the requirements of the Polar 
Code govern every maritime activity within 
the polar regions, but currently important 
prerequisites like daily high-resolution ice 
charts are not available. With the launch of 
the second Sentinel-1 satellite in April, 2016, 
radar images of Antarctic sea-ice are available 
on a more regular basis than before. 

MarSat partner Drift+Noise's Operational 
Ice Maps, which are being developed within 
the project, are automatically sent to a ship 
in the ice when new satellite images are 
available for the route ahead. 

During a case study which was conducted 
beginning of 2017, polar vessel Ortelius, saw 
of the first demonstration of operational Ice 
Maps using satellite imagery for shipping, 
and concluded with very promising results. 

A so-called Ice-Pad, which is a specially 
designed handheld computer, is being 
developed by MarSat to easily get data to 
shipping industry users. In that way, MarSat 
supports vessel operators in meeting 
the requirements of the Polar Code with 
respect to up-to-date ice information in 
polar waters. 

Example of a very high resolution satellite image of the port of Palma de Mallorca, obtained from 
the satellite WorldView-4 at a resolution of 30 centimetres in Spain on 29 March, 29, 2017 Source: 
Palma de Mallorca  WorldView-4  2017 European Space Imaging
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As a result of increasing pressure to 
improve supply chain predictability, uncertain 
containership berthing times in ports is 
one of the main challenges the industry is 
facing today. Innovative ways of providing 
visibility and transparency to port operations, 
along with the various initiatives from port 
authorities and other governmental entities, 
are accelerating the process towards new 
ways of doing things in the berth management 
field. So let’s start with who’s who in the 
berth management game. Although there 
are different models, we will focus on those 
ports with one or more container terminals, 
where the terminal is the entity dealing 
with the different ocean carriers to assign 
priorities and allocate the berth position on 
a day-to-day basis. This happens regardless 
of whether the port authority eventually 
controls the standard berthing windows or 
approves individual berth positions, which 
is more of a formality than an operational 
acting role. This scenario is also applicable 
to the port authority that owns and controls 
the terminal, but where the internal roles are 
somehow separate. 

The ocean carriers and feeder services 
are the “visitors.” They usually have 
standardized rotations, designed with 
the aim of calling a port on a weekly, or 
twice-monthly basis, on the same day(s) 
of the week, at the same time, for the 
same port stay period. Similar ships, if not 
sister ships, are often running on these 
schedule rotations, and the length and 
draft determine the part of the quay where 
they can berth.

The container terminal is the “host.” 
When the carrier and the terminal agree 
on a standard berthing window, they both 
commit to a specific time period where 
the carrier just needs to show up on time 
and the terminal allocates a berth position. 
What could possibly go wrong?                            

The port authority is traditionally the 
“landlord.” Port authorities and other 
governmental entities also regulate the 
traffic, assign priorities (i.e. passenger ships 
vs. container ships), supervise standard 
berthing windows, or oversee “First Come, 
First Served” policies, create and implement 
the regulatory rules and undertake many 

other activities that directly or indirectly 
affect berth management. 

BERTHING WINDOWS
As simple as it might look, the berthing 
windows assigned to ships calling at a 
container terminal may indeed be complex. 
Assuming the quay, in draft and length, and 
the crane, in height and reach, already fit 
the ship, the duration of the port stay is the 
crux of the matter. 

The timeline of the port stay is 
determined by several factors: 

• Number of moves
• Productivity per crane
• Number of cranes and work 

distribution 
• Maximum number of cranes assumed 

by the carrier when planning the ship
• Crane work-plan from the terminal, 

including the actual number of cranes 
deployed and duration of the longest 
crane (i.e. the crane that works the 
most hours during operations) 

THE CERTAINTY OF BERTH 
UNCERTAINTY
 Manuel Perez, Director of Product Management, XVELA, Oakland, US
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When a standard berthing window is 
agreed upon, although the commitment 
is about time, e.g. arrival berth and 
departure time, there are actually several 
assumptions being made. The berthing 
window necessarily implies a number of 
moves, e.g. the move-count, although 
it is not always specified in the berthing 
window agreement. 

To achieve the duration of port stay 
specified by the berthing window with 
a predetermined number of moves, you 
necessarily have to achieve a specific berth 
productivity, or berth moves per hour 
(BMPH), as this formula shows:

Port stay hours = number of moves / BMPH

If we can establish that the terminal has an 
identifiable average crane productivity, or 
crane moves per hour (CMPH) that we can 
use as a reference, then we can agree that: 

BMPH = CI * CMPH 

In the above formula, Crane intensity 
(CI) = total number of moves or moves 
performed by the longest crane.

Thus, the duration of the port stay 
depends on the CMPH, CI and move-count.

We can conclude that as long as a carrier 
and a terminal agree on a berthing window 
based on estimated time of berthing (ETB), 
estimated time of departure (ETD) and 
number of moves, they are also inherently 
agreeing on the number of cranes to be 
deployed according to a predetermined CI. 
What could possibly go wrong?

Container operations in a port are 
constantly subject to labor constraints, bad 
weather, especially winds, or machinery 
fatigue resulting in breakdowns and 
maintenance windows of shore-to-sea 
cranes or yard equipment. Dredging works 
also alter the operating conditions of the 
terminal. 

On top of all that, the “visitors,” or the 
carriers, call a port in the context of an 
interconnected network of ports also affected 
by these challenges, port after port, resulting 
in a “domino effect” dynamic. Rough seas, 
bad weather, and engine breakdowns may 
also affect carriers between each port call.

Even if you could control all of the 
above, you’re still left with the variable of 
the move count. Move-count uncertainty 
is the result of market fluctuations and 
seasonality, as well as situations where 
the ship leaves cargo behind to reach next 
port or a canal slot on time. Move-counts 
are unpredictable in the long-term and 
consequently the move-counts specified 
in a berthing window agreement are 
definitely just a guideline.

So, what could possibly go wrong? Just 
about everything. 

Accordingly, carriers build significant 
buffers in between ports to lessen the 
impact of likely delays. The carrier usually 
plans for the lowest speed over long 
legs, and sometimes sails even below it – 
essentially building in such a substantial 
buffer that even if everything possible went 
wrong, the ship would still arrive on time, 
without spending a single extra penny. 
Speeding up before or after a port call is 
not always a drama, although sometimes 
it incurs an unbearable amount of money 
(even with the lowest bunker prices) and 
unacceptable CO2 emissions. 

Ships arrive, or could arrive, on time 
more frequently than statistics show. In 
many instances, if the carrier has the right 
information in their hands, then the ship 
receives instructions to slow down due to 
lack of berth, or the ship actually arrives 
on time in the vicinity of the port, only to 
drift for a while until the berth and pilot are 
available.

THE NAME OF THE GAME
Having visibility of the actual location of 
the ships and understanding the required 
speed to the relevant port has become a 
very easy task using the right technology. 
In the same way, estimating the speed 
needed to reach the next port on time 
for the current terminal or port is within 
arm’s reach. It is no longer a bargaining 
chip in the hands of the carrier at the time 

of negotiating a port call. Even bunker or 
CO2 omissions can be calculated roughly 
to evaluate the convenience of prioritizing 
one or the other; there is no reason to 
ignore the sustainability aspects of effective 
and responsible berth management.

Thus if we consider that:

• The certainty of making a port on time 
(or not) is more predictable every day

• Move-count in the mid-term can 
now be forecasted with higher 
levels of accuracy due to earlier 
visibility provided by real-time cloud 
collaboration

• Increasing the individual crane 
productivity of a terminal is a major 
long-term endeavor 

Then we can only conclude that 
the name of the game within berth 
management is improving the stowage 
plan. The distribution of the cargo that can 
facilitate the right number of cranes with 
a balanced number of moves per crane is 
what determines the berth productivity, 
or BMPH, and consequently the port 
stay of the ship. But a good stowage plan 
is the just the beginning. The ability to 
dynamically adjust the plan to deviations 
that occur during stowage execution is 
crucial, and this “dynamic planning” is only 
possible if there is a real-time exchange of 
information among the relevant parties. 

XVELA's solution visually represents the  port stay and ship length 

Berth hours  can be calculated from the above data
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If, for instance, the estimated time of 
cargo completion (ETC) is not accurate 
or provided in a timely manner, the 
coordination of the participants in the 
departure of the ship currently berthed 
will be messed up, along with the arrival 
estimation to the next port of call, the 
arrival of the next ship to berth in the 
same position and so on, making the plan 
inoperable. 

THE ROLE OF THE PORT SERVICES
The port authority needs to be more than 
a “landlord.” Although there are multiple 
models to run a port and most local or 
governmental entities involved can be 
independent, public or private, for the 
remainder of this paper I will confer the port 
authorities the coordination role toward all 
those port services that are involved in a 
ship call at a container terminal.

Let’s assume the ship arrives at the port 
on time, the terminal has a berth available, 
and the amount of moves and amount of 

cranes (CI) is adequate to guarantee the 
completion of the operations within the 
agreed terms. Still, the effect of the port 
services can undermine the entire effort.

Situations where the pilot is not ready 
to board the ship on arrival, other ships, 
i.e. passenger ships,  are prioritized, the 
ship has completed operations however 
tugs or linesmen are not available, and 
so on, happen more that they should. In 
most cases, port services under the port 
authorities’ umbrella have quite sufficient 
resources to guarantee a smooth flow of 
ships in and out of the port. It is the lack 
of coordination and data transparency that 
hinders the orchestration of the vessel call.

Many ports are involved in various 
initiatives to improve this coordination, 
increasing visibility and creating a 
standardized framework that provides 
the foundation of the ports of the future. 
However, only with the decisive and 
proactive participation of terminals and 
carriers and total transparency around 

the berthing management processes can 
port coordination truly improve. Only by 
providing clarity on the arrival times of 
the ships, visibility of the progress of the 
terminal operations, and a more accurate 
ETC prediction will the industry truly 
benefit from the port authorities’ great 
initiatives and ongoing efforts. 

LIFTING THE VEIL
Transparency and visibility will come because 
end customers demand it. BCOs, NVOCCs 
and the rest of the carriers’ customers are, 
more than ever, under a lot of pressure. 
End customer expectations have changed 
dramatically. The Amazon customer 
experience, instant gratification as sign of our 
time, the possibility of wanting something 
and getting it in one’s hands within the next 
24 hours, clashes with the reality of the 
shipping industry that has barely improved 
productivity and reliability in the last 20 years. 
There is no place to hide anymore. Terminal 
and carrier “secrets” that are carefully 
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protected today, and the operational data 
that is considered private and confidential 
now, will be revealed. New technologies 
will do this one way or another, with or 
without the involvement or “blessing” of 
the industry itself. Precise container tracking, 
web scraping, ships equipped with cameras 
streaming live images via the internet, real-
time port and terminal satellite views, you 
name it – if the shipping industry is not able 
to provide timely and accurate information 
in a structured and articulate way with the 
purpose of adding value, the information 
demanded by the customer of the carrier, 
and by their customers, will flow in the end by 
hook or by crook. 

Terminals and carriers are condemned to 
work together and share more information. 
So the sooner they start, the better.

After many years of carriers and terminals 
looking for their individual profitability, 
irrespective of the harm caused to the other, 
it seems that the only solution carriers have 
found is to own the terminals, whether totally 
or partially, to guarantee that the bottom-line 
of both businesses are taken into account on 
every decision. Those carriers with terminals 
in their portfolio are moving in that direction, 
while others are acquiring terminals like 
there is no tomorrow. Those carriers that are 
simply stakeholders in various terminals are 
looking to increase their financial presence 
and/or are embracing partnership initiatives 
with the hope that this will accelerate the 
improvements needed.

Yet total or partial ownership of terminals 
by carriers alone will not guarantee that the 
dynamics, the mechanisms, the trust between 
the carrier and their terminals will change 
to a degree that will produce significant 
improvements. It may help to overcome 
the initial resistance of the terminals to 
collaborate and share data, though this is 
no guarantee, however in this multi-party 
environment –  involving multi-carrier, port 
services, agents, etc – the industry will need 
a many-to-many network managed by a 
neutral party to facilitate the flow of private 
and shared data in a secure way.

MOVING TOWARD GREATER BERTH 
CERTAINTY
XVELA is working on the next generation 
of berthing planning tools. With 
collaboration around stowage as the core 
of the solution in a many-to-many network 
environment, XVELA is incorporating 
validated ETA to the port area, based on 
a ship’s current location and the most 
frequent route between ports, along 
with a realistic speed calculation to the 
next port, which will set the expectations 
of the needs of the carrier. Removing 
uncertainty and vagueness around ships’ 
schedules also brings awareness of the 
requirements of the carrier versus the 
potential savings for the terminal, and 
vice versa. Further integration with the 
TOS provides real-time visibility on the 
progress of terminal operations and the 

possibility of improving the accuracy of 
the ETC.

This transparency will positively impact 
the coordination of the port services, 
providing and receiving information 
(event based – actuals and estimates) 
that can more efficiently trigger the 
synchronization of the different parties 
involved in a port call. 

Visibility of the berthing process, 
smarter prioritization, ETA validation, data 
sharing, constant port stay monitoring 
with higher-level of ETC predictability, 
and greater efficiencies in the stowage 
planning between the carrier and the 
terminal will significantly improve the 
terminal berth productivity as well as 
the berth line occupancy. Combined 
structured data stored over time will 
provide opportunities for machine 
learning and optimization. Energy or fuel 
consumption and CO2 emissions visibility 
will not only help to create awareness 
around costs but more importantly, the 
effect on the environment and the future 
sustainability of the industry.  

For those parties willing to embrace 
these changes in berth management, the 
window of opportunity is wide open.
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Port waterways, which are the routes for 
ships entering and leaving a port, have 
become one of the bottlenecks restricting 
port development. A common question for 
decisionmakers is whether to build a new 
waterway or expand an existing one-way 
waterway to a two-way traffic waterway. 
Due to the complexity and randomness 
of port systems, numerical methods 
sometimes fail to obtain solutions to 
waterway problems. Simulation technology 
has been generally applied in port waterway 
management because of the advantages of 
dealing with such complex systems. 

Considering the high cost of 
construction and dredging for waterways, 
decisionmakers will be more confident in 
their decisions when the  entire process of 
ships’ entering and leaving a port through 
waterway can be simulated. Our research 
team at Dalian University of Technology 
has developed a Port Waterway Simulation 
Model (PWSM) to simulate the whole 

process of ships transiting the waterway 
and handling at berth. PWSM has already 
been extensively used to solve port 
waterway related issues in China, such as 
how to improve the waterway throughput 
capacity through management methods  
and without expanding waterways, whether 
the waterway should be dredged deeply 
for large ships with tides, and whether the 
waterway direction should be changed due 
to the development of the port, etc. This 
paper will give an example of an existing 
waterway that could be expanded to allow 
for a continuous increase in ship traffic 
volumes.

PORT WATERWAY SIMULATION MODEL
With the increase of cargo throughput 
and the trend of larger-sized vessels, ship 
operators have to wait for longer periods 
of time at anchorage due to heavy traffic. 
Port operators need to take measures 
to improve waterway through capacity. 

For example, Yangshan Port expanded a 
one-way waterway into a two-way traffic 
waterway in 2013. 

However, it is difficult for decisionmakers 
to decide the best time to expand the 
existing one-way waterway. We take a 
port with a long waterway in China in 
the year 2015 as a case study to show 
how simulation technology can solve the 
waterway expansion timing  problem. The 
250,000 tonnage one-way (single-lane) 
waterway in the case study is about 56.8km 
long and 350m wide. With the development 
of the port from the year of 2015 to 2030, 
the number of berths will grow from 24 
to 95 according to the planning of port 
development. Meanwhile, the number of 
ships such as crude oil tankers, product oil 
tankers, chemical carriers, containerships, 
bulk ships, and general cargo ships, will 
increase from 1,700 to 9,100 based on 
forecasts of ship traffic volumes made by 
Port Design Company. PWSM is used to 

PORT WATERWAY 
SIMULATION
DETERMINING EXPANSION PROJECT TIMING
Yun Peng, PhD, and Wenyuan Wang, Associate Professor,  
State Key Laboratory of Coastal and Offshore Engineering, Dalian University of Technology, China
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obtain evaluation indicators of ports, such 
as the average waiting times for ships and 
the service level of ports, so that the best 
time for expanding the one-way waterway 
can be determined after comparing the 
indicators.

Before the PWSM is designed, we assume 
that the number of anchorage berths is 
enough for providing services for ships 
waiting for the waterway. Then, PWSM 
can be divided into three parts: ship entry 

module, ship operation module, and ship 
departure module, as shown in Figure 3.

In the ship entry simulation module, the 
sub-model begins with ships arriving at 
ports and ends up with ships berthing at 
idle berths. Ships with different tonnages 
have different  requirements for berths and 
water depths. The ships cannot go through 
the waterway unless the corresponding 
berth is idle. Once the corresponding berth 
is free, the simulation checks whether 

natural conditions, tidal conditions and safe 
distance conditions are satisfied. Only then 
can the ship enter the waterway following 
the rules determined by operators, such 
as the “First Come, First Go”, “Large Ship 
Goes First”, and so on. In this module, the 
time and number of ships arrival at port, 
the waiting time for berths and waterways, 
and the number of ships passing through 
waterways will be recorded. For the ship 
operation simulation module, two Delay 

Figure 1: Average waiting times of different types of ships on waterways in 2020 for unnamed port in case study in China

Figure 2: Service levels of different types of berths in 2020 for Chinese port in case study
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modules are used to represent the process 
of ships’ turning around, mooring and 
handling operation. The time taken for 
mooring and handling operation is also 
recorded. After loading and unloading 
work has been completed, the ship will 
be in the queue for leaving, requiring use 
of a ship departure module. The process 
of ship entry module and ship departure 
module are basically the same, but the 
properties of the ship, such as the speed, 
may be different due to a decreased load. 
At this time, the large ship may not need 
to take tides. After inputting ships’ arrival 
distribution, ships’ combination, berth 
layout, rules of ships’ passing through 
waterway and natural conditions etc., the 
evaluation indicators of ports from the 
years 2015 to 2030 are obtained. When the 
waterway is one-way,350 metres wide, or 
two-way, of around 585 metres wide, the 
average time spent waiting for a waterway, 
and service level for the year 2020 are given 
as an example in Figure 1 and Figure 2. 

In the data as generated by simlulation 
models, the average waiting time goes 
down almost half of the original one when 
the waterway is expanded, in the Figure 1. 
For example, the average waiting time for 
300,000 tonnage crude oil ship falls from 
7.8 hours to 4 hours. When it comes to the 
maximum waiting time waiting for waterway, 
it is about 45 hours for one-way waterway 
and 18 hours for a two-way waterway. AWT/
AST is introduced as the evaluation indicator 
of port service level as shown in Figure 2. AWT 
refers to ships’ waiting time, including the 
time spent waiting for both the waterway and 
the berth, while AST is the average service 
time. The smaller the value of AWT/AST, the 
higher the port service level is. 

In Figure 2, the service level indicator is 
more than 1 for 20,000 tonnage container 
berth and 50,000 tonnage ro-ro berth, and it 
takes too long for ships waiting to be handled 
using the one-way simulation. At this time, 
it’s better to expand the waterway to improve 
the service level. As shown in Figure 2, when 
the waterway is expanded to 585m, the 
indicator of port service level reduces from 
1.81 to 0.38.

BENEFITS OF PWSM
PWSM is very important and effective for 
decisionmakers, especially when the port 
waterway system is very complex and full 
of uncertainties. It can help them make 
decisions by allowing them to change the 
inputs, and see how the inputs influence 
the results. For example, the best rule of 
ships’ going into waterway can be obtained 
after analyzing how the rule affects the 
waterway throughout capacity. PWSM has 
already been applied to many real port 
engineering projects in China, such as 
Jingtang Port, Panjin Port and Yantian Port.
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Figure 3: The whole simulation process for port operations
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"Frontex training is now mainly conducted as simulator 
exercises, focusing on various aspects of managing sea 
areas."

Ossi Westilä, Manager of Simulation Training and Peter Björkroth, Senior Lecturer, Aboa Mare Training 
Centre, page 98
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The European Border and Coast Guard 
Agency, Frontex, trains professionals from 
European Union and Schengen member 
states in maritime border safety at Aboa 
Mare Training Centre. Training, focussed 
on rescues in the Baltic Sea areas at Aboa 
Mare, is often conducted in close co-
operation with the Finnish Coast Guard.

FRONTEX BORDER SURVEILLANCE TRAINING
Frontex was established in 2004. Before 
that, ad-hoc centres administered border 
management. The reason for establishing 
Frontex was an increased focus on 
migration, asylum seekers and security 
within the EU. With an increased workload 
on the Southern sea borders, a need for 
international co-operation increased. 
One of Frontex’s tasks is to ensure safe 
navigation in coastal areas and ports.

Frontex arranges three or four Maritime 
Border Surveillance Officer-courses every 
year. Aboa Mare’s co-operation with 

Frontex on training began five years ago. 
Frontex training is now mainly conducted 
as simulator exercises, focusing on 
various aspects of managing sea areas. 
The expertise of both parties has since 
developed and deepened. The aim of the 
training was to enable controlling and 
safeguarding the movement of people in 
the maritime regions of the EU. 

One reason for this is that maritime 
rescue operations have become more 
common. Because of the large number 
of overfilled and poorly-equipped boats 
carrying asylum-seekers and refugees in the 
Mediterranean, cooperation became the 
only way to accomplish marine operations.

The course consists of three parts, the 
last of which is largely practical, and realised 
in Aboa Mare's simulator centre. Aboa 
Mare’s focus in the simulator training was 
on leadership, i.e. on practical skills in crisis 
situations. Leadership skills were needed 
at the scene of an accident, and also in  

other critical situations. The Norwegian 
government’s Joint Rescue Coordination 
centre (JRCC) plays a key role in coordinating 
rescues among various countries in these 
situations, and the need for practising 
cooperation increases in international 
operations. The JRCC is responsible for the 
pre-screening of passengers from air and 
sea carriers through its central hub.

The importance of fast and efficient 
rescue operations is further emphasized in 
northern latitudes because of low seawater 
temperatures. Casualties must be located 
quickly since the risk for hypothermia is 
imminent, e.g. in the Baltic Sea, even during 
the summer months.  

The aim of the training has been to train 
and improve the co-operation between the 
authorities of different member states and 
focuses on communication between the 
involved parties. Another important aim is 
to test the suitability and interconnectivity 
of different technical equipment. The 

SAFEGUARDING  
THE EU’S SEA AREA
FRONTEX EU BORDER STAFF TRAINING IN FINLAND 
Ossi Westilä, Senior Lecturer, Master Mariner, Manager of Simulation Training, Aboa Mare Training Centre; Peter 
Björkroth, Senior Lecturer, Aboa Mare Training Centre and Novia University of Applied Sciences, Turku, Finland
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training takes advantage of Aboa Mare's 
simulator facilities that have been found to 
be excellent for these requirements.

So far two courses with 15-20 participants 
have taken place, and included  experts 
in navigation and in aviation among the 
participants. Member states also organise 
their border safety in different ways, 
which is one reason why the background 
of the participants varies considerably. 
Participants include, for example,  police 
officers, border safety professionals, 
helicopter and aircraft pilots, sea captains 
and mates, immigration officers and so 
on. The participants arrive from member 
states such as France, Greece, Italy, Poland, 
Portugal, Romania, Sweden and Finland. 
The trainers are maritime border security 
experts are also from different member 
states. 

SIMULATED OPERATIONS TAKING 
ADVANTAGE OF STATE OF THE ART 
TECHNOLOGY  
Aboa Mare Training Centre has a long history 
of co-operation with different authorities, 
not least with the Finnish Coast Guard. Aboa 
Mare had already begun search and rescue 
(SAR) as well as on scene coordinator (OSC) 
training before the disasterous sinking of 
the passenger ship Estonia  in the Baltic Sea 

in  1994. The training has been conducted 
in co-operation with the Coast Guard and 
ship officers. In addition, representatives 
from ports, such as medical personnel 
and helicopter landing facilities, have 
participated in rescue training. 

We believe that the long co-operation 
between Aboa Mare and the Finnish Coast 
Guard as well as the suitable simulator 
environment lies behind choosing us for 
the training. All the operations that the 
authorities use for border surveillance 
at sea are practised in the full mission 
simulators. In addition, common routines 
that the authorities from different states 
use to save people in distress are practised. 
In simulators, it is possible to practise and 
solve different highly realistic scenarios.

The skills developed in the training will 
be used in various maritime operations in 
which Frontex participates. One example of 
a skill is the safeguarding of the maritime 
borders in the Mediterranean Sea, for 
which skills acquired from simulator 
exercises are then maintained with annual 
joint simulator exercises.

In the simulator exercises, the variety 
of practices used in the Mediterranean 
are opened up for scrutiny. Common 
debriefing sessions after the exercises 
make it possible for the representatives of 

different authorities and different member 
states to discuss procedures and to get an 
understanding of different ways to perform 
in challenging missions. Based on the 
shared experiences and feedback obtained, 
it is then possible to establish best practices. 
Also, the language of command must be 
practised. The best practices can then be 
used in exercises, tested further and later 
implemented for wider operational use. 

Participating organisations can follow 
staff training exercises in the simulators 
on-line and in real time. The web page 
shows a chart of the training area as well as 
vessel data in the form of AIS-information. 
In a chat box on the page, additional data 
can be given from the MRCC or the vessel 
in distress, for example, to keep tabs on 
training outcomes. VHF-radio traffic is also 
transmitted in real time. 

Sometimes  Twitter and Facebook are 
included in the exercises, since nowadays 
these channels of information have been 
found to be useful; not least because 
passengers often post pictures etc. from 
the scenes of accidents. 

FUTURE PROSPECTS
The focus of Aboa Mare and the Finnish 
Coast Guard’s co-operation is now shifting 
from the conditions of the Baltic Sea to 

JRCC Sea mission coordinator at workstation
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the challenging Arctic areas. Co-operation 
between the eight Arctic countries will 
develop common sea rescue practices for 
these regions. 

The work is focussed on a two-year project: 
the Arctic Coast Guard Forum. As both 
cruise and cargo vessels are getting bigger, 
the need to provide assistance for those in 
distress becomes greater. In remote areas, 
efficient integration of available resources is 
also crucial. Frontex, the Arctic Coast Guard 
Forum and the Finnish Coast Guard Academy  
– together with Aboa Mare – are developing 
best practices for safe navigation as well as for 
SAR-operations in the Arctic waters.

The European Maritime Safety Agency’s 
project SafeMed IV focuses on safety, 
security and pollution prevention in the 
Mediterranean. As part of the project, Aboa 

Mare trains VTS operators from non-EU states 
in the region. 

New methods for controlling vessels 
and their cargoes, when under way or in 
port whether loading or discharging, are 
being developed. New methods become 
unavoidable when vessel control is 
transferred to shore centres via autonomous 
ships, when handling shipping documents is 
digitalized and when the authorities move 
to digitalized procedures in shipping. If a 
vessel is unmanned, who guarantees that the 
cargo is not dangerous for the ports and the 
cargo handlers in them? The importance of 
cybersecurity is also becoming recognized by 
the maritime industry. 

New technological advances bring 
training needs with them. A test area 
for autonomous ships has already been 

established in Finland, and it is self-
evident that remotely-operated ships will 
call for training with simulators, as well 
as for developing simulator technology 
further. Implementing artificial intelligence 
on vessels must also be tested in traffic 
situations involving manned and unmanned 
vessels. This can safely be done only in 
simulators, preferably by connecting several 
training centres for common exercises. It 
is becoming clear that simulated  remote 
control ship exercises will also soon be 
asked for. 
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Over the past ten years, there has been 
explosive growth in the size of ships in general 
and containerships in parti cular. The ship-to-
channel rati os now provide less margins of 
safety, and present signifi cant challenges to 
port designers, pilots, tug companies, and 
marine operati ons.

Full-mission ship simulati on, also known 
as FMSS, is gaining acceptance as a cost-
eff ecti ve way to evaluate whether transits 
are safe and under what conditi ons. 
Additi onally, simulati ons can be of great 
assistance in the preliminary design 
process to reduce dredging costs and 
increase port effi  ciencies. 

FULL-MISSION SHIP SIMULATION
The goal of simulati on is to create a “virtual” 
world. Computer simulati on is very useful 
for evaluati ng whether the vessel will 
dimensionally fi t, and narrows down the 

number of potenti al port/channel designs. 
Full-mission ship simulati on takes the next 
step by immersing senior captains, pilots 
and tug masters into a virtual world. This 
enhances their ability to provide accurate 
recommendati ons on designs, environmental 
operati onal limits, and miti gati on strategies. 
Informati on gleaned from these studies can 
include:

• Feasibility of ultra large container vessel 
(ULCV) transits using existi ng waterways 
and the establishment of operati onal 
environmental limits (wind, current, sea 
state and visibility)

• Development of berthing and un-berthing 
evoluti ons

• Validati on of design changes that would 
increase effi  ciencies of a waterway for 
ULCV transits

• Development of tug packages, for 

example, number, type, power, placement 
and use of tugs

• Creati on of best practi ces for transits and 
integrated training of the ships’ captains, 
local pilots and tug masters 

• Development of strategies for responding 
to unusual situati ons, e.g. loss of tug(s), 
ship steering, propulsion, severe weather, 
etc.

STUDY PREPARATION
The length and cost of the studies vary greatly 
depending on the desired objecti ve. However, 
the following process is generally used to create 
high-fi delity simulati on and confi dence in the 
results. Development of the visual databases 
starts with the latest available electronic 
navigati on charts. The informati on includes:

• Hydrographic:  depth points, depth lines, 
depth contours, drying areas, three 

USING FULL-MISSION SHIP 
SIMULATION
FOR ULTRA LARGE CONTAINER VESSEL FEASIBILITY 
STUDIES  
Glen Paine, Executive Director of the Maritime Institute of Technology and Graduates Studies (MITAGS), the Pacific 
Maritime Institute (PMI) and The Maritime Conference Center (MCC)
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dimensional (3D) channel bottom
• Landmass:  3D terrain, DEM data, 

coastlines, islands, pier structures, etc
• Navigation Aids:  buoys, ranges and 

lighthouses
• Navigation Signals:  color, light timing, 

light sector, etc  

The data is loaded into proprietary 
simulator software that converts the charted 
information into a visual display. The system 
uses the standard reference system for 
GPS, WSG-84, as the base data for locating  
reference objects. This means virtual buoys 
and other structures are in same position in 
the simulation as they are in the chart.

Programmers overlay important 
navigational and visual structures of the 
channels, port facilities and infrastructure. 
Other data sources include AutoCAD 
drawings, Google Earth images and field 
videos, allowing the simulation of  scenes at 
a specific date and time, as well as from dusk 
to full night. The software generates the 
RADAR and ECDIS conning displays during 
this process. Programming channel bottom 
contours and bottom type, whether rock, 
sand, or mud, greatly enhances the accuracy 
of the ship maneuvering behavior. 

This data may come from government 
agencies, such as the United States Army 
Corps of Engineers or private surveys. This 
step is critical when simulating restricted 
channels with steep bank slopes and 
minimal under-keel clearances.  

Another step is the programming of the 
hydrodynamic models of the ship and tugs 
to be evaluated. 

The more information provided, the 
higher the accuracy in maneuvering 
behaviors. The data is gleaned from the 
ship’s general arrangement plans, sea trials, 
wheelhouse poster, engine performance 
tables, IMO bridge visibility diagrams, 
loading profiles, previous model/tank tests 
and other sources. 

The simulator’s proprietary software, 
provided by Transas, creates a “virtual 
shipyard” that can be used by a naval 
architect to program the model. 

WATER CURRENTS
Depending on the area, another important 
programming step is the water currents. In 
areas where currents vary significantly, using 
two-dimensional depth averaged water 
current models enhances accuracy. The 
algorithms calculate the average current 

velocity and direction for the water column 
from the bottom to the surface. 

The spacing of the data points varies 
depending upon the amount of change in 
the current directions and velocities over a 
specific distance. 

The water current models were critical 
components for modeling the vessel 
maneuvering behavior in the Port NY/NJ 
ULCV Study. Early on, the simulation study 
indicated that the turn after the Bayonne 
Bridge would be the controlling factor of the 
transit. The current models made this point 
readily apparent. 

For a study in Brazil, models simulated 
the seasonal littoral currents. The tests led 
to design modifications of the breakwater 
entrance in order to reduce the magnitude 
of the counter currents.  

SIMULATION TEST
The tests require the assembly of a 
team that includes engineering support 
for last minute changes, experienced 
shiphandlers or pilots and tug masters, 
a project manager and an excellent 
simulator operator. The runs are carefully 
set up based on a test matrix and adjusted 
as needed. Most runs are in real-time, but 

The MITAGS-PMI Full-Mission Ship Simulator (FMSS)
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focused on the specific objectives. The 
full-mission ship simulation tests evaluate 
the performance of each maneuver in 
terms of difficulty, safety and efficiency. 

The exercises may start at the pilot 
station or a specific point in the transit. 
The runs generally cover inbound and 
outbound transits, and the exercises 
are completed when the objectives 
have been achieved, and conning pilot 
demonstrates good control of the vessel. 

The Port Authority of NY/NJ sponsored 
simulation studies for 14,000 and 18,000 
TEU ULCV transits. 

The Bar Pilots, the Docking Pilots and 
tug operators participated using two 
full-mission ship simulators, used for 
meeting situations, integrated with two 
tug bridges. 

The studies provided a platform for 
the local pilots to develop and hone their 
techniques for ULCV transits into Port 
Elizabeth and Port Jersey under a range 
of environmental conditions.  

Properly designed and executed full-
mission ship simulation studies are 
currently the most effective way for 
end users, including captains, pilots, tug 
masters and port operations, to validate 
new channel or berth designs. 

In many cases, the simulation enhances 
the designs and reduces costs, especially 
for dredging. It also is essential for 

accurately formulating environmental 
operating limits and tug packages prior to 
arrival of the first ship. 

Arguably, the most important benefit 
is the opportunity for local pilots, tug 
masters and operations personnel to 
develop and practice their transit plans. 

Today’s ships are larger with minimal 
channel tolerances. A single mishap 
could shut down a port for a lengthy 
time, and cost millions of dollars. Short of 
practicing in the real world, full-misison 
ship simulation is the most accurate and 
efficient way to accomplish this mission. 
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ENVIRONMENT & 
SUSTAINABILITY

"The European Sea Ports Organization’s environmental 
survey published in March, 2016 ranked port waste and 
ship waste among its top ten environmental concerns, 
demonstrating the radical need for reform in the shipping 
industry."

Vincent Favier, CEO, Ecoslops, page 106



Slops and sludges are hydrocarbon-rich 
shipping industry waste, produced in ship 
engine rooms through purifying fuels, bilge 
waters from mechanical systems, oily ballast 
water and tank cleaning waters from tankers. 

MARPOL Annex I, Regulation 12 defines 
slops as "the residual waste oil products 
generated during the normal operation 
of a ship, such as those resulting from the 
purification of fuel or lubricating oil for main 
or auxiliary machinery, separated waste 
oil from oil filtering equipment, waste oil 
collected in drip trays, and waste hydraulic 
and lubricating oils."

It also describes oily bilge water as water 
which may be contaminated by oil from 
things such as leakage or maintenance work 
in machinery spaces, and as “any liquid 
entering the bilge system”.

How much bilge water each vessel 
produces depends on the nature of its 
operations, the size of the vessel, its 
maintenance and age, as well as various 
other factors. Millions of tonnes of maritime 
hydrocarbon residues are created every 
year, and it is estimated that they account 
for between 1% and 2% of maritime bunker 

volumes consumed annually. All of this 
waste needs to be disposed of in line with 
IMO and EU regulations. 

 SUSTAINABLITY CHALLENGE FOR PORTS
The European Sea Ports Organization’s 
environmental survey published in March, 
2016  ranked port waste and ship waste 
among its top ten environmental concerns, 
demonstrating the radical need for reform in 
the shipping industry. 

Although many ship owners dispose of 
their slops in accordance with MARPOL 
Convention 73/78 and European Directive 
59/2000 regulations, the United Nations 
Environment Programme (UNEP) estimates 
that in European waters alone at least 3,000 
incidents occur each year in which slops are 
deliberately dumped, causing significant 
ecological and social harm. 

Illegal discharge in the Mediterranean is 
estimated to be 1,000 tonnes per day. The 
scale of this issue becomes apparent when 
we consider how high this figure might be 
if it was expanded to encompass all global 
trading routes. A proportion of this illegal 
activity might be caused by the difficulties 

ship owners and operators face when it 
comes to the legal disposal of slops. 

Where previously sectors such as the 
construction and cement industries provided 
a reliable market for purchasing slops from 
slops collectors, the low cost of crude oil 
since 2014 has encouraged these industries 
to invest in purer, virgin fuels. 

As the demand of the global fleet 
increases, so will the amount of industrial 
waste that is produced, further exacerbating 
the situation. 

Right now there are over 50,000 merchant 
ships trading internationally, transporting 
every kind of cargo, accounting for 90% of 
world trade. The International Chamber 
of Shipping estimated that in 2015, this 
represented around 10 billion tonnes of 
seaborne trade. By 2030, it is estimated 
that this will reach close to 17 billion 
tonnes. Reception and treatment facilities 
for slops vary from port to port, with the 
initial aim of removing the oil from the 
water to produce an effluent which meets 
discharge standards. Treatment methods 
include gravity separation, physical or 
chemical separation and biological or 

SLOPS REFINING
A SUSTAINABLE SOLUTION FOR PORTS 
 Vincent Favier, CEO, Ecoslops, Paris, France
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chemical treatments. The oily residues can 
then be treated or disposed of at or away 
from the port.

SUSTAINABLE SLOPS DISPOSAL
Ecoslops’ technology sustainably treats 
slops through a micro-refining process, to 
regenerate the waste into valuable fuel and 
light bitumen which can be sold back for use 
in different markets, including the shipping 
industry. 

While the principle and design of the 
technology was well-established, Ecoslops 
conducted further research to develop 
the concept of a new innovation: the P2R 
(Petroleum Residue Recycling).

Within the P2R device, the water 
and sediment is removed, the slops are 
sent to the vacuum distillation column 
where they are heated to 400°C. Under 
vacuum conditions, the hydrocarbons are 
vaporized and at the end of the distillation 
process several fuels are produced, 
including light fuel, distillates such as 
Marine Gas Oil and Intermediate Fuel 
Oils (IFO) such as Marine Diesel. Due to 
the vacuum distillation process, Ecoslops 
is able to regenerate the heaviest part of 
sludges into light bitumen, which provides 
a different product that is still of interest 
to the construction and waterproofing 
industries. 

The slops are therefore disposed of 
sustainably, and regenerated into useful 
commercial products, with benefits for all 
levels of the slops supply and disposal chain:
• Ports: Using P2R can remove some 

infrastructure challenges of slops’ 
disposal for ports, regenerating the 
waste product rather than burning 

them. This has a positive impact by 
reducing pollution in port communities. 
It also helps ports to improve their 
sustainability profile, and enhances their 
competitiveness and reputation in the 
eyes of their customers, stakeholders, 
and the wider world. 

• Ship owners and operators: They benefit 
from the port’s reassurance that their 
waste is treated appropriately and at a 
cheaper cost than with the traditional 
way. In addition, the sustainable disposal 
and regeneration of their waste products 
can also improve their brands and 
reputations. 

• Traditional slop collectors: Product is 
purchased from slops’ collectors at a fair 
price, providing commercial benefits, 
as well as alleviating the pressures on 
storage capacity. This also results in 
a decrease in the fees slop collectors 
charge to ship owners, as they once again 
have a valuable output for their slops. 

• End-product consumers: Industrial 
consumers receive high quality 
commercial products for their needs. 
Adopting recycled material boosts 
their own corporate responsibility and 
reputation.

VALIDATING THE TECHNOLOGY
The shipping industry is naturally traditional 
and somewhat sceptical about new 
innovations brought into the market.  A 
major challenge for Ecoslops – as with 
the launch of any new technology – was 
therefore to gain buy-in from ship owners 
and operators by proving the commercial 
viability of the micro-refinery. 

In 2012, Ecoslops won a tender in the 

Port of Sinès in Portugal to construct the 
company’s first refinery, where Ecoslops has 
a 15-year sub-concession agreement for the 
exclusive rights to collect slops as well as 
solid waste within the port.  

Since operations began, the unit has 
proven its industrial efficiency by recycling 
and upcycling over 98% of the hydrocarbon 
residue collected. The micro-refinery is now 
on course to reach its target of regenerating 
30,000 tonnes capacity. 

The validation of the technology is further 
proven by Ecoslops' securing buyers for 
the refinery’s products. One major client is 
Soprema Group, which uses the refined light 
bitumen in the manufacture of bituminous 
waterproof roofing membranes for use in 
the building industry.

A further significant achievement for 
Ecoslops' technology came in September, 
2017 with the implementation of an 
agreement with energy company Galp. A 
dedicated pipeline connects the Ecoslops 
and Galp refineries and is expected to 
deliver up to 10,000  tonnes of refined fuels 
annually.

The success at Sinès has enabled Ecoslops 
to enter discussions with various parties 
to install the technology at other ports in 
Europe and elsewhere. 

An agreement with French oil and gas 
company Total at La Mède-Marseilles 
was confirmed in June, 2017 and the 
30,000 tonnes capacity P2R unit should 
be operational by the end of 2018.  A 
tripartite Memorandum of Understanding 
has been signed with the Antwerp Port 
Authority and ATPC, a subsidiary of VTTI 
group, for the establishment of a 60,000 
tonne-per-year unit.

Ecoslops’ refinery in the Port of Sinès, Portugal
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The unit on the ATPC site in the Port of 
Antwerp will address the ARA (Amsterdam, 
Rott erdam and Antwerp) Zone. Lastly, a 
Lett er of Intent has been signed with the 
Egypti an authoriti es for the Suez Canal 
region, most likely Port Said, where a 
feasibility study is on-going.

A 30,000 tonne capacity refi nery has 
a capital cost of US$12-15 million. A port 
refi nery locati on for a unit of this size is 
desirable, and each unit requires 10 to 12 
full ti me qualifi ed staff  capable of operati ng 
the sophisti cated system  around the clock 
365 days a year. 

PROTOYPE OF MINI-REFINERY
The proven success of the Sinès refi nery 
has att racted great interest from ports and 
mariti me authoriti es and its applicability to 
other locati ons. 

As a result of market feedback and 
conti nuous R&D, Ecoslops is planning the 
development of a mini-unit with a capacity 
of 4,000 – 8,000 tonnes. The mini-P2R will 
produce the same end-product but requires 
less land and operati onal resource. 

Designed to fi t the same footprint as a 
20 or 40-foot container, the unit requires 
between two and four staff , features simpler 
controls and is run on a batch basis. The 
mini-P2R is an effi  cient and aff ordable 
opti on for many ports who will operate the 
technology under license, with Ecoslops 
taking responsibility for installati on and 

maintenance. It is parti cularly suitable for 
populated islands, which may lack refi ning 
and recycling faciliti es either within or 
outside the port.

 Removal of waste is a parti cular problem 
in island locati ons as everything has to be 
transported by sea or air, with consequent 
logisti cal and fi nancial implicati ons. 

Ships unable to discharge sludges may 
drop such ports from their routes. Projects 
are under discussion in Oman, Morocco and 
locati ons around the Indian Ocean.

TRANSFORMING SUSTAINABILITY
The development and implementati on of new 
technology is transforming all areas of the 
environmental impact of the shipping industry, 
including slops disposal. As the global shipping 
industry’s tonnage increases in volume, and 
the diffi  culti es facing slops disposal conti nues, 
the need for a sustainable soluti on in each port 
will become ever more pressing. 

The proven validati on and tangible success 
of micro-refi ning technology for slops is now 
recognized as a viable, commercial and 
sustainable soluti on, benefi ti ng ports, ship 
owners and operators as well as traditi onal 
slops collectors.  

Furthermore, it is representati ve of 
the increasing movement within shipping 
where advanced technology and innovati on 
is viewed as the most eff ecti ve way to 
overcome the sustainability challenges that 
the industry faces.
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Seaports – the nexus of trade, logistics, 
and production – are hugely important in 
facilitating both national and international 
trade. Recent decades have witnessed a 
spectacular increase in freight transport 
worldwide, 90% of which crosses the sea 
after loading in seaports. Container transport 
in particular has been influenced by this 
increase in global sea transport. For example, 
the maximum capacity of containerships 
used to be 10,000 TEU, but this increased 
over a 10-year period to 22,000 TEU. There 
are, of course, knock-on effects from these 
developments that must be addressed by 
the seaports that have to accommodate 
incoming, outgoing and transiting trade. 

Productivity is the keystone of effective 
container terminals, and increases in 
productivity are constantly in demand 
to keep ahead of developments and 
remain competitive. In addition to labour 
productivity, equipment purchases can be 
a factor in meeting this challenge, as energy 
consumption constitutes a large share of 
operating costs. Bigger – and therefore 
presumably better – generator units, then, are 
often seen as the solution; but in fact it may 
make more sense to use smaller generator 
units. For instance, increasing ship-to-shore 
(STS) productivity is not an efficient option if 
the incoming freight cannot be handled at the 
same speed dockside. 

On the outside looking in, however, it is 
very difficult to guesstimate an individual 
container terminal’s energy consumption, as 
terminals are understandably cagey about 
disclosing such information in an industry that 
is notoriously competitive. 

Our team recently completed a work on  
the EU-facilitated Green Efforts research 
project, which can be found in a 2017 paper 
by Duin et al referenced below. That project, 
which commenced in 2012 and ended 
mid-2014, was a collaborative research 
project that had the objective of reducing 
energy consumption at terminals. From the 
findings of that project, a terminal’s energy 
consumption profile can be ascertained 

PERFORMANCE 
IMPROVEMENT 
IN YARD LIGHTING
A NEW APPROACH
Ron Van Duin, Assistant Professor in Technology, Policy & Managent, Delft 
University of Technology, Professor Port and City Logistics, Rotterdam University 
of Applied Sciences; Harry Geerlings, Professor Sustainable Mobility, Erasmus 
University Rotterdam; Jens Froese, Professor em, Maritime Logistics, Jacobs 
University Bremen; Rudy Negenborn, Associate Professor, Marine and Transport 
Technology,  Delft University of Technology 
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and consequently improvements can be 
suggested. In this case, we specifically address 
yard lighting.

Round-the-clock operations are a feature 
of many terminals, and consequently yard 
lighting is typically required for safe and 
efficient container operations in the hours of 
darkness. 

As already stated, energy consumption 
constitutes a large share of operating costs, 
and yard lighting is a significant element of 
this. For instance, about 15% of yearly energy 
consumption at the Noatum Container 
Terminal Valencia (NCTV) was accounted for 
by yard lighting (2,881,060 kWh electricity) in 
2012. 

As with many other mechanical 
operations, specific design and layout 
standards have been set for lighting in 
terminals. The whole stacking yard area 
should have a luminance of more than 
20 Lux throughout to ensure staff safety 
and the safe handling of containers. 
Furthermore, the average required 
luminance for different areas of the port 
is also specified. 

The Illuminating Engineering Society 
(IES) designer’s handbook is the source 
for the port and terminal lighting 
illumination requirements set out below:

Large open areas                      5–20 Lux         
Entrances                                  100 Lux
Buildings/Containers               5–20 Lux         
Gatehouses                               30 Lux
Perimeter fence                        5 Lux

 
In earlier research, we developed a model 

of the processes involved in container 
transhipment at terminals, in terms of 
terminals’ energy consumption and 
characteristics, in particular in relation to 
lighting. 

Five terminals worldwide were studied to 
ascertain the validity of the outcomes of our 
lighting model. 

The results in Table 1 show a variation in 
the deviation of errors between 0 and 11%. 
Our research revealed that the model is 
more applicable to larger terminal spaces: 
the higher the number of lighting poles, the 
smaller the effect of small deviations. The 
average difference – 5.82% – is quite low; it 
is therefore concluded that the models fits 
rectangular-shaped terminals best.

The energy consumption and the related 
carbon footprint can also be computed. 
For the ECT Delta and the APM Rotterdam 
terminals, the model calculation revealed 
that, with 40 metres high, 300000 candela 
(cd) intensity:

48 (75-270 lighting poles are needed for 
ECT Delta terminal, giving an electricity 
consumption of:
48(NL )×16(Nb )×2kW(Pb )×365x12h(TL  ) = 
6.7 million kWh

27 lighting poles are needed for one APM 
Terminal in Rotterdam, giving an electricity 
consumption of:
27(NL )×16(Nb )×2kW(Pb )×365x12h(TL ) = 
3.7 million kWh

On the basis of the Netherlands’ 
geographical location, it is assumed that 
12-hour lighting operations are necessary 
because of the 24-hour working day. In the 
ECT Delta and APMT Rotterdam examples 
above, given that Dutch CO2 emissions per 
kWh generated are 370g, their respective 
annual carbon footprint for yard lighting 
energy consumption is: 

6700000 kWh*0.37 kg/kWh= 2479000 
kg=2479 tons CO2

3700000 kWh*0.37 kg/kWh= 1369000 
kg=1369 tons CO2

High Pressure Sodium (HPS) lamps are 
currently used at the ECT Delta terminal, 

Table 1: Yard lighting validation results

Terminal Length (m) Width (m) Height (m) Light (cd)
Estimated 
number of 

masts
Real number Deviation 

(%)

DELTA (ECT+APM) 2700 1000 40 300000 75 70 7

APM 1500 500 40 300000 25 27 7.5

Antwerp 1100 400 25 250000 27 28 3.6

Hamburg 500 235 20 200000 16 18 11

Los Angeles 1800 750 40 300000 50 50 0
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but the terminal could instead use the 
more energy-efficient Light Emitting Diode 
(LED) lamps. The higher investment cost 
involved in purchasing the latter, however, 
prevents prospective users from immediately 
recognizing the financial benefits of increased 
efficiency of LED lamps. Nevertheless, 
the lifetime of LEDs is significantly longer 

than that of HPS lamps, and LEDs warm up 
more quickly. If the ECT Delta terminal 
(number of masts = 48) implemented 
the recommendation to change to LED 
lamps, it could realize annual savings of 
€350,124, principally because of reduced 
energy consumption, thereby achieving 
a significant CO2 footprint reduction of 

1,058 ton CO2 per year. The benefit of 
implementing a change from HPS lamps 
to LEDs has not only economic but 
also environmental/societal benefits, 
in that the light from LED lamps is not 
thrown as far as light from HPS lamps, 
and consequently residents living near a 
terminal are less subject to light pollution.
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"While industries that produce grain, coal, clinker, fly ash, 
etc. are able to create dust control plans focused on the 
unique characteristics of a single material, ports generally 
handle a host of bulk materials, making it harder to 
implement a single plan."

Jason Lesch, Technical Service Coordinator, BossTek, page 114

DRY BULK & SPECIALIST CARGO 
HANDLING



When unloading bulk commoditi es from 
cargo ships, there are several major 
challenges to consider in miti gati ng 
fugiti ve dust emissions, including: wind 
velocity, type of cargo, height of the ship, 
unloading method and the port’s proximity 
to residenti al and commercial areas.  All 
of these factors can impact air quality 
compliance and workplace safety, as well 
as community relati ons. As local, state and 
federal air quality regulati ons get stricter, 
the issue of fugiti ve dust control and 
resulti ng runoff  of water used to surpress 
fugiti ve dust becomes an increasing concern 
for port operators. In response, ports are 
seeking versati le, economic technologies 
that miti gate fugiti ve emissions from the 
hold to the storage yard and back.  

This paper examines dust caused by 
the handling of bulk cargo and illustrates 
one port’s use of one dust suppression 
technology to economically control airborne 
emissions, while miti gati ng wastewater 
runoff  across all port operati ons. 

While industries that produce grain, 
coal, clinker, fl y ash, etc. are able to create 
dust control plans focused on the unique 
characteristi cs of a single material, ports 
generally handle a host of bulk materials, 
making it harder to implement a single plan.  

Since outdoor dust suppression is 
typically delivered using water, and 
some substances react bett er to surface 
suppression and others require airborne 
dust control, port operators are fi nding 
that they must use dust management 
technology that addresses the needs of 
several types of cargo.

Moreover, various cargo types are oft en 
stored in piles near the port, exposed 
to wind and disrupted by machinery, 
creati ng dust while waiti ng for the next 
logisti cal phase. Diff erent bulk materials 
can possess disti ncti ve properti es such as 
hydrophobicity (water repellency), a wide 
range of parti cle sizes and weights, and 
extremely diff erent physical properti es that 
can impact dust suppression eff orts.  

DUST AND EXPOSURE
Bulk cargo can contain various harmful 
elements, ranging from trace metals to 
respirable crystalline silica (RCS), see Figure 
1. Measured in microns (also “micrometers” 
or µm) in diameter, typical dust parti cles 
can range from 5µm to as large as 200µm. 

CAUSES OF FUGITIVE DUST 
There are fi ve main causes of fugiti ve dust 
in ports:
1. Wind at all phases of bulk handling.
2. Moving cargo to/from hold or to/from 

storage pile.
3. Conveying, transfer points and discharge 

points. 
4. Physical disrupti on of storage piles by 

machinery.
5. Movement of vehicles and machinery 

on unpaved surfaces. 
Aside from completely enclosing 

producti on and extracti ng parti cles using 
a fi ltered venti lati on system, one of the 
most eff ecti ve ways to suppress fugiti ve 

DUST MITIGATION FOR 
BULK CARGO 
USING ATOMIZED MIST TECHNOLOGY
Jason Lesch, Technical Service Coordinator, BossTek, Peoria, US
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inhalable or respirable dust once it has 
become airborne is to use atomized mist or 
chemically treated water.

AIRBORNE DUST SUPPRESSION 
As explained above, dust comes in many 
sizes, and respirable particulates are roughly 
1/10th the size of the largest airborne 
inhalable particle. Extensive field testing 
has shown that the size of mist droplets 
emitted by an airborne dust suppression 
unit must correspond closely with the size 
of the particle it is meant to capture.  The 
reason for this is the slipstream effect that is 
experienced when large droplets approach 
smaller particles, see Figure 2.

The force of the slipstream is relative to 
the size and speed of the droplet. When 
smaller airborne particles encounter a 
large droplet, they can get caught in the 
slipstream, causing them to move around 
the droplet rather than being absorbed by 
it.  By utilizing atomized dust suppression in 
various operational problem areas, similar-
sized droplets are able to travel with dust 
particles on natural air currents, increasing 
the chances of collision and absorption, 
allowing their collective weight to drive 
them to the ground.

SURFACE DUST SUPPRESSION
Material surface saturation has historically 
been a common way to prevent dust at 
many logistical stages.  However, once the 
surface has dried or is disrupted, fugitive 
dust can return. Surface saturation also 
requires a large amount of water and can 
cause serious problems with wastewater 
runoff, product loss and belt fouling when 
wet material is conveyed. In addition, 
commodities such as petcoke, that are 
tested for water content, can fluctuate in 
price as a result of elevated moisture levels. 

Using hoses, water cannons, industrial 
sprinklers, spray trucks and similar methods 
that depend on large volumes of highly 
pressurized water to provide the proper 
coverage can require between 75 and 500 
gallons per minute (GPM) (284 – 1892 
lpm). Atomized mist offers more effective 
surface suppression, with even the largest 
designs typically using ≤40 gpm (≤151 lpm) 
and distributing liquid more uniformly and 
gently than hoses. Droplets land with less 
force, allowing them to be more easily 
absorbed by surface material with little 
runoff or product loss.

CASE STUDY – PORT OF COEYMANS 
The Port of Coeymans and Coeymans 
Industrial Park are located on the Hudson 
River in New York, 10 miles south of Albany 
and 110 miles north of Manhattan.  Intended 
to relieve the burden on the congested New 
York City ports and offer the Northeast 
better access to waterways, the port loads 

and unloads many ships per day transporting 
bulk commodities such as clinker, fly ash, 
gypsum, bauxite, salt, grains and corn. It 
also acts as a major transfer point for bridge 
fabrication and building materials, including 
precast concrete and steel headed for large 
urban construction projects.

Operators started having concerns with 
air quality when the port began to regularly 
receive large vessels transporting clinker, 
a dry chalky substance used as a binder 
in cement products.  Approximately 40-50 
vessels per year arrive from Greece, Turkey, 
Egypt and Spain, delivering nearly 33,000 
tons (30,000 metric tons) per week of the 
substance.

CAPACITY AND FACILITY
The 91.4 metre (300-foot) wide dock 
receives vessels of up to 228.6 metres 
(750 feet) LOA, with no beam restrictions, 

and a draft of 9.4 metres (31 feet ) or less.  
In addition, a 91.4-metre (300-foot) by 
18.3-metre (60-foot) inlet channel with a 
4.5 metre (15 foot) draft allows loading/
unloading from both sides. 

DUST GENERATION 
When the ships arrive, large clamshell 
shovels controlled by tower cranes unload 
the material from the cargo hold, over 
the deck -- from 7.5 meters to as high as 
36.5 meters  in the air -- to a 6 meter high 
hopper, which discharges into a 40-ton (36 
metric ton) haul truck.  The truck drives the 
material the short distance to the adjacent 
industrial park, where it is stored for further 
transport.

Operators observed that dust emissions 
were generated particularly when the 
substance was dropped into the hopper.  
Although a bag house was attached, a 

Dust cannon in use at the Port of Coeymans on the Hudson River in New York, US

Dust cannons can use filtered river water to cause dust to settle in a contained area
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percentage would still escape.  In addition, 
the facility needed dust suppression for 
scrap metal storage and other operations 
in the industrial park. According to port 
managers, production growth has been 
followed by an increase in dust-causing 
activity, necessitating improved air quality.   

With dust a potential issue throughout 
the port and storage area, operators 
realized that they needed a versatile 
and mobile solution which could deliver 
dependable suppression at a variety of 
locations. The goal was to improve air 
quality for the safety of personnel and 
inhabitants of the surrounding community.

DUST MANAGEMENT FOR PORTS
Whether disrupted by wind or machinery, 
substances such as clinker and fly ash 
release small, lightweight dust particles.  
Like many other facilities handling bulk 
materials, the Port of Coeymans limits 
fugitive dust emissions by employing some 
simple methods:
 
1)  Crane operators limit the distance the 

dust-emitting cargo travels from the 
ship’s hold to the dock. This is done 
by using a clamshell shovel suspended 
from a crane to slowly unload the 
material into a tall portable hopper 

with a baghouse dust collection 
system.

2)  Crane operators further mitigate dust 
by reducing the amount of material 
collected by the shovel in each pass.  
Although this extends the unloading 
time, it curbs the amount of material 
escaping from the top or sides of the 
shovel and thus further limits dust 
emissions.  

MOBILE DUST CONTROL
Port managers decided to rent two of 
the mid-sized DustBoss DB-60 cannons 
from BossTek to test them out, eventually 
deciding to purchase both units. The 
cannons are mounted on heavy-duty 
wheeled carriages with a pintle hitch 
towing attachment. 

A 25 HP fan producing 30,000 CFM 
(849.50 CMM) of air flow propels the 
engineered mist in a 200-foot (60 metre) 
long cone that reaches high over the deck 
of ships. This type of coverage delivers 
simultaneous surface suppression to 
material in the cargo hold and airborne 
suppression through the shovel’s path 
from the hold to the hopper. 

Approximately the height and length of 
a standard golf cart and weighing around 
1800 pounds (816 kilograms), the cannon is 

easily moved by pickup truck from the port 
to the industrial park.  There, operators 
can cover more than 125,000 square feet 
(11,613 square metres) of the storage and 
traffic area by using full oscillation.  Port of 
Coeymans uses municipal water supplied 
through a hose with a cam-and-groove 
quick disconnect coupling. The booster 
pump raises the pressure to approximately 
160 PSI (11.03 BAR).  

There are some clear benefits over the 
use of hoses. The DB-60 uses only 26.7 
GPM (101.1 lpm) of water, delivering a 
much larger coverage area and requiring 
no labor for ongoing operation.  Workers 
at the Port of Coeymans simply place it in 
the desired location, point it in the right 
direction, hook up the hose and power, 
turn it on and walk away.

ATOMIZED MIST CANNON POSITIONING
When raw commodities are being unloaded, 
one DustBoss is positioned to cover the long 
path of the crane shovel from the hold to 
the hopper.  Located upwind and shooting 
atomized mist over the ship, the wind current 
is used to direct larger droplets to settle 
gently on cargo in the hold, offering surface 
suppression to mitigate dust production 
caused by the disruption of the shovel. The 
wind also carries smaller droplets in the path 
of the dust where particles are most prone 
to become airborne, providing effective 
suppression virtually at the point of emission. 

Also, mounted on its wheeled carriage, 
the other DustBoss is secured on a 12-
foot tall (3.6 metre) platform overlooking 
the dock.  Along with the tower’s ability 
to rotate, the cannon uses 180 degrees of 
oscillation to suppress airborne particles.  
Fugitive dust emissions are immediately 
met with atomized mist droplets that 
prevent the particles from traveling long 
distances.  Like the unloading scenario 
above, the heavier droplets settle quickly, 
offering surface suppression without 
saturation, standing water or excessive 
creation of mud as workers, machinery and 
vehicles move through the area.  

CLINKER UNLOADING RESULTS
Operators report that air quality at the 
port has significantly improved during 
the unloading of clinker and other dusty 
materials, and that fugitive emissions have 
not been seen leaving the site since adding 
the units to the facility’s dust management 
plan.  The cannons are easily positioned 
on the dock, taking up little room and 
covering a large area, allowing crane 
operators to transfer material from hold to 
hopper more efficiently.

The industrial park has also experienced 
a noticeable improvement in air quality, 
especially when the DustBoss model DB-
60 is in operation during dry and windy 

Figure 1: Respirable Cystalline Silica
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periods.  Surface suppression allows 
trucks, front loaders and haulers to move 
more freely and with less concern for 
dust creation.  Overall, dust caused by 
disruption of material being loaded or 
unloaded has been drastically decreased, 
while no extra labor is needed to handle 
hoses.

WIDE APPLICATIONS
For most port operations, plain or 
chemically treated water is currently the 
only practical method of suppressing 
airborne dust in outdoor operations.  

When handling bulk cargo in a port 
and industrial storage setting, mobile 
atomized mist technology propelled by 
powerful fans has displayed the ability 
to suppress fugitive emissions for nearly 
all bulk materials in normal weather 
conditions, both at the terminal and in 
the storage yard.  
Consuming considerably less water 
and producing smaller droplet sizes 
than competing sprinklers and hoses, 
industrial atomized mist helps operators 
stay compliant with both air quality and 
wastewater runoff regulations. 
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To meet the challenges of future global 
food production demands, grain handling 
systems need to minimise waste at every 
stage in the logistics chain. 

This is why investing in an efficient 
system is a shrewd long-term decision by 
a port. Investments in port-machinery are, 
by their nature, long-term. The World Bank 
estimates that from now until 2050, global 
food production will need to increase by at 
least 50%, despite a crop yield that may by 
that time have diminished by 25% due to 
climate change. 

Ports, shipping and logistics will 
come under unprecedented pressure 
to ensure that as little grain cargo as 
possible is wasted. Handling facilities 
which spill, degrade, or otherwise waste 
these increasingly vital grain cargoes will 
not be regarded sympathetically – wise 
considerations for port operators when 
making their next investment.

In line with this predicted rise in global 
food production, the last few years have 
seen record global grain yields, particularly 
in Russia, which has hit consecutive wheat 
production records for the past two 

years. According to the US Department of 
Agriculture (USDA), supplies from India, 
Turkey and France have also increased. 
The USDA also anticipates slow but 
continuous increases in demand for grain 
as populations and economies grow, 
particularly in India, but also to a lesser 
extent China and Russia. This means large 
volumes of these sensitive cargoes being 
handled through ports.

CRUNCH TIME FOR WASTED CARGO
Unlike some other sectors, such as 
containerised shipping, a small percentage 
of cargo loss is often accepted during 
loading and discharging operations from 
bulk carriers. Typically, this occurs either 
in the form of spillage or loss from dust 
emissions, or from degradation, to which 
grain is particularly susceptible. The 
challenge facing those at the cutting edge 
of grain-handling technology is to ensure 
that at each link in the supply chain, the 
fraction of lost cargo in any one shipment 
is minimised.

Clearly, this is a key focus at grain-
handling ports and terminals. Cargo 

owners, shippers and receivers will all have 
an eye on the operational efficiency at a 
particular loading or discharging facility, 
but other issues are important too. For 
example, the creation of dust is a potential 
hazard with implications for environmental 
air quality, and also time saved on cleaning 
spillage from the immediate quay area 
improves port productivity and raises 
safety standards too.

GRAB CRANES AND PNEUMATICS
As technology for handling cargo varies, 
so does its effectiveness in achieving 
this maximum-efficiency, minimum-
degradation goal. Since a small degree 
of waste can be expected at nearly every 
step, the ideal unloader would reduce 
the number of steps as much as possible. 
The machine with the greatest number of 
steps is one that has been used in ports for 
a long time – the grab unloader. 

Prized for its ability easily to scale-up, 
many technologies have been introduced 
to improve grab crane handling credentials 
– water misting, dust extraction and so 
on – but the basic technical difficulties 

GRAIN HANDLING SYSTEMS
IN PORT TO MEET FUTURE FOOD DEMANDS
Peter Göransson, Siwertell Sales Manager, Siwertell, Gunnarstorp, Sweden
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remain; an open mechanism, crushing 
cargo as the bucket descends into the hold 
and the inevitable spillage that comes 
from slewing over a wide area. The more 
careful the operator, the less efficient the 
operation, because more time and energy 
is spent raising, lowering and yawing, 
during which effectively zero useful work 
is performed.

One way some ports have reduced the 
ratio of steps in the handling chain to 
useful-work-performed is to introduce 
pneumatic systems. These essentially 
operate like a giant vacuum cleaner, 
sucking up smaller cargoes from the 
ship’s hold and depositing them in trucks, 
silos or other storage facilities in a single 
continuous process. Because of this 
consistent operation, these systems can, 
to some extent, offset the scale advantages 
presented by a grab crane with a large 
bucket, allowing them to be smaller and, 
in some cases, more mobile, which as we 
will see, presents advantages of its own.

But these systems, too, have problems. 
The relative inefficiency of generating 
vacuum suction has been significantly 
improved upon over the years, but today 
still generates a lot of waste heat. This 
necessitates additional energy expenditure 
keeping that heat away from the cargo, 
particularly if it is volatile, such as biomass. 
In the case of grain, the forces inside a 

vacuum mean that a comparatively large 
portion of cargoes – as much as 5% – can 
be damaged and thereby degraded inside 
the tube, offsetting the advantages of 
the pneumatic system’s enclosed design. 
Large pneumatic-based systems are rare, 
since the energy costs of up-scaling the 
technology, as well as the high rate of 
cargo degradation, can be difficult to 
justify.

A MEASURED RESPONSE
Siwertell, a Cargotec company, has 
lengthy experience with a different kind 
of unloading technology, the mechanical 
screw. A rotating specially-designed inlet 
feeder is submerged beneath the cargo, 
which is carried up into a totally-enclosed 
articulating arm mechanism, which unlike 
grabs and pneumatic systems, prevents 
stirring-up dust in the initial stages of the 
unloading process. While cargo conveying 
velocity is considerably slower than with a 
pneumatic system, total unloading rates 
are the roughly the same. 

Also, the motor demands of turning a 
screw are far less than that of generating 
vacuum suction, leading to reduced energy 
demands and less wasted as heat, reduced 
strain on the system’s moving parts, and 
greater long-term reliability. Additionally, 
the process prevents the compression 
forces that can damage cargo inside a 

vacuum system.
Recently, Siwertell has galvanised 

these operational advantages with 
the introduction of a new port-mobile 
unloader. It is highly standardised and 
available in two sizes, a 400 tonnes per 
hour and a 600 tonnes per hour, and 
is capable of servicing vessels of up to 
60,000 dwt. Like pneumatic systems, it is 
capable of handling high cargo volumes 
while operating continuously and thereby 
offsetting the scale requirements of larger 
grabs. 

MOBILITY, EFFICIENCY AND FLEXIBILITY
Siwertell had made this system fully mobile 
with a set of heavy-duty rubber tyres and 
a steering system that is pre-programmed 
with a number of driving modes, as well 
as manual steering. It is able to redeploy 
virtually anywhere throughout the port 
and can navigate sharp curves and 
obstacles.

The system is light enough that no 
additional quay reinforcement need be 
undertaken before deployment, making it 
available for immediate use even in some 
of the world’s smallest and least well-
established cargo facilities.

Mobility is highly prized for pneumatic 
systems, since the technique involved in 
unloading limits their effective range of 
motion, as the angle of the vacuum nozzle 

Siwertell's mobile ship unloader uses a mecahnical screw grab to prevent grain loss or damage
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must be more or less perpendicular to 
the cargo hold entrance with very little 
allowable variation. This makes port-
mobility desirable as a way of positioning 
the machine optimally, close enough to 
the edge of the quay to unload the cargo 
effectively.

While the Siwertell unloader retains 
this mobility, the bell-curve of optimal 
positioning is much wider, since mechanical 
screws have a much more flexibility relative 
to the cargo surface. With a +/- 30-degree 
articulating movement in the port-mobile 
unloader’s vertical arm, it can access the 
cargoes in the troublesome area underneath 
the edge of the ship’s hatch opening, as well 
as in the corners of the hold – something 
pneumatic unloaders are incapable of doing. 

CONSISTENT CARGO FLOWS
To minimise the impact of truck-
changeovers and an irregular truck 
supply, the Siwertell unloader is equipped 
with a large-volume intermediate surge 
hopper, allowing discharge operations 
from a ship to continue even if no trucks 
are imminently available. An intelligent 
control system monitors the level of cargo 
in the hopper and prevents over-filling, as 
well as controlling the discharge rate to 
the hopper.

Each unloader features a double-truck 
loading system, with the possibility of an 
optional third loading system. As they are 

not interlinked, one, two or all three loading 
positions can be used independently and 
simultaneously, maximising throughput 
efficiency.

SORTING THE WHEAT FROM THE CHAFF
Grain is a key global bulk commodity and 
its handling poses numerous challenges. 
Tackling unnecessary handling waste is 

one, but over the next few decades port 
unloading systems will be required to deal 
with far greater volumes than probably 
imagined when they were first installed. 
Although unloaders are only one part 
in a large and complex supply-demand 
chain, they will have to prove themselves 
on every level to remain a judicious 
investment for a port.  
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